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ȮȮȱȰȱȹȴȱ 

Ȩ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ ɔɕɎɗɡɈɆɋɘɗɥ ɗɎɓɘɆɐɗɎɗ, ɕɖɎɒɋɓɥɋɒɡɏ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ 
.audit  ɚɆɏɑɔɈ, ɐɔɘɔɖɡɋ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɕɖɔɈɋɖɐɎ ɐɔɓɚɎɉəɖɆɜɎɏ ȴȷ Unix, 

Windows, ɇɆɍɡ ɊɆɓɓɡɛ, ɗɎɗɘɋɒ SCADA Ɏ Cisco ɓɆ ɗɔɇɑɤɊɋɓɎɋ ɕɔɑɎɘɎɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ, Ɇ 

ɘɆɐɌɋ ɈɡɕɔɑɓɋɓɎɥ ɕɔɎɗɐɆ ɎɓɚɔɖɒɆɜɎɎ, ɐɔɘɔɖɆɥ ɒɔɌɋɘ ɥɈɑɥɘɢɗɥ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɔɏ, Ɉ 

ɗɔɊɋɖɌɎɒɔɒ ɖɆɍɑɎɝɓɡɛ ɗɎɗɘɋɒ. 

 

 

ȳɆɗɘɔɥɟɋɋ ɖəɐɔɈɔɊɗɘɈɔ ɕɖɋɊɓɆɍɓɆɝɋɓɔ Ɋɑɥ ɘɔɉɔ, ɝɘɔɇɡ ɕɔɒɔɝɢ ɓɆəɝɎɘɢɗɥ 

Ɉɖəɝɓəɤ ɗɔɍɊɆɈɆɘɢ Ɏ ɕɔɓɥɘɢ ɗɎɓɘɆɐɗɎɗ ɚɆɏɑɔɈ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ. ȧɔɑɋɋ 

ɈɡɗɔɐɔəɖɔɈɓɋɈɔɋ ɖɆɗɗɒɔɘɖɋɓɎɋ ɖɆɇɔɘɡ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Tenable ɗɒ. Ɉ 

ɕɔɗɈɥɟɋɓɓɔɒ ɕɖɔɈɋɖɐɆɒ ɗɔɔɘɈɋɘɗɘɈɎɥ Nessus Ɋɔɐəɒɋɓɘɋ, ɖɆɍɒɋɟɋɓɓɔɒ Ɉ 

ɚɔɖɒɆɘɋ PDF ɓɆ ɕɔɖɘɆɑɋ ɕɔɊɊɋɖɌɐɎ Tenable Support Portal. 

 

 

Nessus ɕɔɊɊɋɖɌɎɈɆɋɘ ɕɖɔɈɋɖɐə ɗɎɗɘɋɒɡ SCADA, ɔɊɓɆɐɔ ɣɘɆ ɚəɓɐɜɎɔɓɆɑɢɓɆɥ 

ɈɔɍɒɔɌɓɔɗɘɢ ɈɡɛɔɊɎɘ ɍɆ ɖɆɒɐɎ ɓɆɗɘɔɥɟɋɉɔ ɊɔɐəɒɋɓɘɆ. ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ 

ɗɈɋɊɋɓɎɥ ɗɒ. ɓɆ ɎɓɚɔɖɒɆɜɎɔɓɓɔɏ ɗɘɖɆɓɎɜɋ Nessus.org ɕɔ SCADA, 

ɖɆɍɒɋɟɋɓɓɔɏ ɍɊɋɗɢ. 

 

ȹȱȺȭɁȺȰȴȸɇȱ ȿȽȷȺȮȴɋ 

ȮɍəɝɋɓɎɋ ɓɆɗɘɔɥɟɋɉɔ ɊɔɐəɒɋɓɘɆ ɕɖɋɊɕɔɑɆɉɆɋɘ ɔɕɖɋɊɋɑɋɓɓɡɏ əɖɔɈɋɓɢ ɍɓɆɓɎɏ ɔ ɗɐɆɓɋɖɋ 

əɥɍɈɎɒɔɗɘɋɏ Nessus, Ɇ ɘɆɐɌɋ ɉɑəɇɔɐɔɋ ɕɔɓɎɒɆɓɎɋ ɕɖɔɈɋɖɥɋɒɡɛ ɗɎɗɘɋɒ. Ȫɑɥ ɕɔɑəɝɋɓɎɥ 

ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɗɈɋɊɋɓɎɏ ɔ ɘɔɒ, ɐɆɐ ɒɔɌɓɔ ɓɆɗɘɖɔɎɘɢ Nessus Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɆəɊɎɘɆ 

ɎɗɕɖɆɈɑɋɓɎɏ ɑɔɐɆɑɢɓɡɛ ɗɎɗɘɋɒ Unix Ɏ Windows ɗɒ. Ɋɔɐəɒɋɓɘ çNessus Credentials Checks 

for Unix and Windowsè (ȵɖɔɈɋɖɐɎ Nessus ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ əɝɋɘɓɡɛ ɊɆɓɓɡɛ Ɋɑɥ Unix Ɏ 

Windows) http://www.nessus.org/documentation/. 

 

ȽȾȬȹȰȬȼȾɇ ȴ ȿȽȷȺȮȹɇȱ ȺȭȺȳȹȬɃȱȹȴɋ 

Ƀɘɔɘ Ɋɔɐəɒɋɓɘ ɥɈɑɥɋɘɗɥ ɕɋɖɋɈɔɊɔɒ ɔɖɎɉɎɓɆɑɢɓɔɏ ɈɋɖɗɎɎ ɓɆ ɆɓɉɑɎɏɗɐɔɒ ɥɍɡɐɋ. ȽɆɗɘɢ 

ɘɋɐɗɘɆ ɔɗɘɆɋɘɗɥ ɓɆ ɆɓɉɑɎɏɗɐɔɒ ɥɍɡɐɋ, ɝɘɔɇɡ ɕɔɐɆɍɆɘɢ, ɐɆɐ ɣɘɔɘ ɘɋɐɗɘ ɕɖɋɊɗɘɆɈɑɋɓ Ɉ 

ɕɖɔɉɖɆɒɒɓɔɒ ɕɖɔɊəɐɘɋ. 

 

Ȩ ɖɆɒɐɆɛ Ɉɗɋɏ ɊɔɐəɒɋɓɘɆɜɎɎ ɎɒɋɓɆ ɚɆɏɑɔɈ, ɊɋɒɔɓɔɈ Ɏ Ɏɗɕɔɑɓɥɋɒɡɛ ɒɔɊəɑɋɏ ɈɡɊɋɑɋɓɡ 

ɞɖɎɚɘɔɒ courier bold . 

 

ȵɆɖɆɒɋɘɖɡ Ɏ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ ɘɆɐɌɋ ɈɡɊɋɑɋɓɡ ɞɖɎɚɘɔɒ courier 

bold . ȵɆɖɆɒɋɘɖɡ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ ɒɔɉəɘ ɈɐɑɤɝɆɘɢ ɎɑɎ ɓɋ ɈɐɑɤɝɆɘɢ ɕɖɎɉɑɆɞɋɓɎɋ 

ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ Ɏ ɈɡɈɔɊɎɒɡɏ Ɉ ɖɋɍəɑɢɘɆɘɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ ɘɋɐɗɘ. ȽɆɗɘɔ 

ɈɡɕɔɑɓɥɋɒɆɥ ɐɔɒɆɓɊɆ ɕɖɎɈɔɊɎɘɗɥ ɌɎɖɓɡɒ ɞɖɎɚɘɔɒ, ɝɘɔɇɡ ɈɡɊɋɑɎɘɢ ɓɆɇɎɖɆɋɒɡɏ 
ɕɔɑɢɍɔɈɆɘɋɑɋɒ ɘɋɐɗɘ. ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ Unix pwd. 

 
# pwd  

/home/test/  

# 

 

 

ɃɘɎɒ ɗɎɒɈɔɑɔɒ Ɏ ɖɆɒɐɔɏ ɗ ɗɋɖɡɒ ɚɔɓɔɒ ɈɡɊɋɑɋɓɡ ɈɆɌɓɡɋ ɕɖɎɒɋɝɆɓɎɥ Ɏ 

ɗɔɔɇɖɆɌɋɓɎɥ. 

 

https://support.tenable.com/support-center/
http://www.nessus.org/products/professional-feed/index.php?view=scada
http://www.nessus.org/documentation/


ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

7 
 

 

 

ɃɘɎɒ ɗɎɒɈɔɑɔɒ Ɏ ɖɆɒɐɔɏ ɗ ɗɎɓɎɒ ɚɔɓɔɒ Ɏ ɇɋɑɡɒ ɘɋɐɗɘɔɒ ɈɡɊɋɑɋɓɡ ɗɔɈɋɘɡ, 

ɕɖɎɒɋɖɡ Ɏ ɔɕɘɎɒɆɑɢɓɡɋ ɒɋɘɔɊɡ. 

 

ȽȻȼȬȮȶȬ ȻȺ ɀȬȵȷȬȸ ȻȼȺȮȱȼȶȴ ȽȺȺȾȮȱȾȽȾȮȴɋ 

ȶȺȹɀȴȯȿȼȬɂȴȴ ȺȽ WINDOWS .AUDIT  

ȴɗɓɔɈɔɏ Ɋɑɥ ɚɆɏɑɔɈ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Windows .audit  ɥɈɑɥɋɘɗɥ 

ɗɕɋɜɎɆɑɢɓɔ ɔɘɚɔɖɒɆɘɎɖɔɈɆɓɓɡɏ ɘɋɐɗɘɔɈɡɏ ɚɆɏɑ. Ȩɐɑɤɝɋɓɓɡɋ Ɉ ɘɆɐɔɏ ɚɆɏɑ ɍɆɕɎɗɎ 

ɒɔɉəɘ ɈɡɍɡɈɆɘɢ ɈɡɕɔɑɓɋɓɎɋ ɕɖɔɈɋɖɔɐ ɖɆɍɑɎɝɓɡɛ çɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɣɑɋɒɋɓɘɔɈè, 

ɓɆɕɖɎɒɋɖ ɓɆɗɘɖɔɋɐ ɖɋɋɗɘɖɆ, Ɇ ɘɆɐɌɋ ɇɔɑɋɋ ɔɇɟɎɛ ɕɖɔɈɋɖɔɐ, ɓɆɕɖɎɒɋɖ ɕɆɖɆɒɋɘɖɔɈ 

ɑɔɐɆɑɢɓɡɛ ɕɔɑɎɘɎɐ ɇɋɍɔɕɆɗɓɔɗɘɎ. ȵɖɎɒɋɖɡ Ɉ ɓɆɗɘɔɥɟɋɒ ɖəɐɔɈɔɊɗɘɈɋ ɕɖɎɈɋɊɋɓɡ Ɋɑɥ 

ɕɔɥɗɓɋɓɎɥ. 

 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɐɆɈɡɝɋɐ 

 

ȴɊɎɓɆɖɓɡɋ Ɏ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɕɖɎ ɍɆɐɑɤɝɋɓɎɎ Ɉ ɓɎɛ ɕɔɑɋɏ ɆəɊɎɘɆ ɥɈɑɥɤɘɗɥ 

ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɡɒɎ, ɍɆ ɎɗɐɑɤɝɋɓɎɋɒ ɗɑɋɊəɤɟɎɛ ɊɈəɛ ɗɑəɝɆɋɈ: 

 

1. Ȩ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Windows, ɋɗɑɎ 

ɗɕɋɜɎɆɑɢɓɡɋ ɕɔɑɥ, ɓɆɕɖɎɒɋɖ CRLF Ɏ ɘ. Ɋ., ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ 

ɇəɐɈɆɑɢɓɔ, Ɏɗɕɔɑɢɍəɏɘɋ ɔɊɎɓɆɖɓɡɋ ɐɆɈɡɝɐɎ. ȱɤɇɡɋ ɔɐɆɍɆɈɞɎɋɗɥ ɈɓəɘɖɎ ɣɘɎɛ 

ɐɆɈɡɝɋɐ ɕɔɑɥ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ ɐɆɐ ɗɘɖɔɐɎ, ɗɑɋɊəɋɘ 

ɈɡɊɋɑɥɘɢ. 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: 'First line \ r \ nSecond line \ r \ nJohn \ 's Line'  

 

2. ȪɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɘɖɋɇəɤɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɕɔɑɋɏ include_paths Ɏ 

exclude_paths ɆəɊɎɘɆ WindowsFiles. 

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ Ɉ ɕɔɑɋ ɑɤɇɔɉɔ ɘɎɕɆ (description, value_data, regex Ɏ ɘ. Ɋ.) 

ɗɘɖɔɐ, ɗɔɊɋɖɌɆɟɎɛ ɔɊɎɓɆɖɓɡɋ ɎɑɎ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ, ɗəɟɋɗɘɈəɋɘ ɊɈɆ ɗɕɔɗɔɇɆ 

Ɏɛ ɔɇɖɆɇɔɘɐɎ: 

 

a. Ȩ ɐɆɝɋɗɘɈɋ ɓɆɖəɌɓɡɛ ɐɆɈɡɝɋɐ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɆɈɡɝɐɎ 

ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɉɔ ɘɎɕɆ. 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: "This is John's Line"  

expect: 'We are looking for a double - quote - ".*'  

 

b. ȲɔɌɓɔ ɈɡɊɋɑɥɘɢ ɈɓəɘɖɋɓɓɎɋ ɐɆɈɡɝɐɎ ɗ ɕɔɒɔɟɢɤ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ 

ɝɋɖɘɡ (ɘɔɑɢɐɔ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ). 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: " \ "Text to be searched \ ""  
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ȾȴȻ ȻȼȺȮȱȼȶȴ 

Ȩɗɋ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Windows ɊɔɑɌɓɡ ɇɡɘɢ ɎɓɐɆɕɗəɑɎɖɔɈɆɓɡ ɕəɘɋɒ 
ɍɆɐɑɤɝɋɓɎɥ ɒɋɌɊə ɣɑɋɒɋɓɘɆɒɎ check_type  ɗɔ ɍɓɆɝɋɓɎɋɒ Windows, Ɇ ɘɆɐɌɋ əɐɆɍɆɓɎɋɒ 

ɈɋɖɗɎɎ 2: 

 
<check_type:"Windows" version:"2">  

 

ȵɖɎɒɋɖ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Windows ɒɔɌɓɔ ɕɔɗɒɔɘɖɋɘɢ Ɉ ɖɆɍɊɋɑɋ 
çȵɖɎɑɔɌɋɓɎɋ Bè. ȵɖɔɈɋɖɐɆ ɓɆɝɎɓɆɋɘɗɥ ɗ ɕɆɖɆɒɋɘɖɆ check_type , Ɏɒɋɤɟɋɉɔ ɍɓɆɝɋɓɎɋ 

Windows Ɏ ɈɋɖɗɎɤ 2, Ɏ ɍɆɐɆɓɝɎɈɆɋɘɗɥ ɘɋɉɔɒ </check_type> . 

 
Ƀɘɔ ɓɋɔɇɛɔɊɎɒɔ Ɋɑɥ ɘɔɉɔ, ɝɘɔɇɡ ɒɔɌɓɔ ɇɡɑɔ ɔɘɑɎɝɆɘɢ ɚɆɏɑɡ Ɋɑɥ ȴȷ Windows .audit  ɔɘ 

ɚɆɏɑɔɈ, ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɛ Ɋɑɥ ȴȷ Unix (ɎɑɎ ɐɆɐɔɏ-ɑɎɇɔ Ɋɖəɉɔɏ ɕɑɆɘɚɔɖɒɡ). 

 

ȰȬȹȹɇȱ ȳȹȬɃȱȹȴɋ 

ȷɎɓɘɆɐɗɎɗ ɚɆɏɑɆ .audit  ɗɔɊɋɖɌɎɘ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ, ɐɔɘɔɖɡɋ ɒɔɉəɘ ɇɡɘɢ ɕɖɎɗɈɔɋɓɡ 

ɖɆɍɑɎɝɓɡɒ ɘɎɕɆɒ ɍɓɆɝɋɓɎɏ ɗ ɜɋɑɢɤ ɎɓɊɎɈɎɊəɆɑɎɍɆɜɎɎ ɕɖɔɈɋɖɔɐ. Ȩ ɓɆɗɘɔɥɟɋɒ ɖɆɍɊɋɑɋ 

ɔɕɎɗɡɈɆɤɘɗɥ ɣɘɎ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ Ɏ ɚɔɖɒɆɘ ɊɆɓɓɡɛ, ɐɔɘɔɖɡɋ ɒɔɉəɘ ɇɡɘɢ ɈɈɋɊɋɓɡ. 

 

ʊʠʧʳ ʜʘʥʥʳʭ 
ȷɑɋɊəɤɟɎɋ ɘɎɕɡ ɊɆɓɓɡɛ ɒɔɉəɘ ɇɡɘɢ ɈɈɋɊɋɓɡ Ɋɑɥ ɕɖɔɈɋɊɋɓɎɥ ɕɖɔɈɋɖɔɐ: 

 

ȸɎɕɡ ɊɆɓɓɡɛ ȴɕɎɗɆɓɎɋ 

DWORD ȴɘ 0 Ɋɔ 2 147 483 647 

RANGE [X..Y] ɉɊɋ X ð ɣɘɔ ɍɓɆɝɋɓɎɋ ɘɎɕɆ DWORD ɎɑɎ MIN , Ɇ Y ð ɣɘɔ 

ɍɓɆɝɋɓɎɋ ɘɎɕɆ DWORD ɎɑɎ MAX 

 

ȵɖɎɒɋɖɡ: 

 

value_data: 45  

value_data: [11..9841]  

value_data: [45..MAX]  

 

Ȱɖɔɒɋ ɘɔɉɔ, ɝɎɗɑɔɈɡɋ ɍɓɆɝɋɓɎɥ ɒɔɉəɘ ɔɘɒɋɝɆɘɢɗɥ ɗɎɒɈɔɑɆɒɎ ɕɑɤɗ (+) Ɏ ɒɎɓəɗ (-) Ɋɑɥ 

ɔɇɔɍɓɆɝɋɓɎɥ Ɏɛ çɍɓɆɐɆè Ɏ ɕɖɎɍɓɆɓɎɥ ɞɋɗɘɓɆɊɜɆɘɋɖɎɝɓɡɒɎ ɍɓɆɝɋɓɎɥɒɎ. 

ȾɋɗɘɓɆɊɜɆɘɋɖɎɝɓɔɋ ɍɓɆɝɋɓɎɋ Ɏ ɍɓɆɐɎ ɒɔɉəɘ ɇɡɘɢ ɔɇɠɋɊɎɓɋɓɡ. ȷɑɋɊəɤɟɎɋ ɕɖɎɒɋɖɡ 

ɥɈɑɥɤɘɗɥ ɊɔɕəɗɘɎɒɡɒɎ (ɇɋɍ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɒɋɘɐɎ Ɉ ɗɐɔɇɐɆɛ) Ɉ ɆəɊɎɘɋ 

REGISTRY_SETTING Ɋɑɥ POLICY_DWORD: 

value_data: - 1  (signed)  

value_data: +10  (s igned)  

value_data: 10  (unsigned)  

value_data: 2401649476  (unsigned)  

value_data: [MIN..+10]  (signed range)  

value_data: [20..MAX]  (unsigned range)  

value_data: 0x800010AB  (unsigned hex)  

value_data: - 0x10  (signed hex)  
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ʉʣʦʞʥʳʝ ʚʳʨʘʞʝʥʠʷ 
ȷɑɔɌɓɡɋ ɈɡɖɆɌɋɓɎɥ ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɕɔɑɥ value_data  ɕəɘɋɒ ɎɗɕɔɑɢɍɔɈɆɓɎɥ 

ɗɎɒɈɔɑɔɈ: 

 

> ||: əɗɑɔɈɓɔɋ ȮȱȮ 

> &&: əɗɑɔɈɓɔɋ Ȯ 

> |: ɊɈɔɎɝɓɔɋ ȮȱȮ (ɕɔɇɎɘɔɈɆɥ ɔɕɋɖɆɜɎɥ) 

> &: ɊɈɔɎɝɓɔɋ Ȯ (ɕɔɇɎɘɔɈɆɥ ɔɕɋɖɆɜɎɥ) 

> ( Ɏ ): Ɋɑɥ ɖɆɍɉɖɆɓɎɝɋɓɎɥ ɗɑɔɌɓɡɛ ɈɡɖɆɌɋɓɎɏ 

 

ȵɖɎɒɋɖɡ: 

 

value_data: 45 || 10  

value _data: (45 || 10) && ([9..12] || 37)  

 

ʇʦʣʝ check_type 
Ƀɘɔɘ ɘɎɕ ɕɖɔɈɋɖɐɎ ɔɘɑɎɝɆɋɘɗɥ ɔɘ ɔɕɎɗɆɓɓɔɉɔ Ɉɡɞɋ ɕɔɑɥ check_type , ɐɔɘɔɖɔɋ 

Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɓɆɝɆɑɋ ɐɆɌɊɔɉɔ ɚɆɏɑɆ ɆəɊɎɘɆ Ɋɑɥ ɔɇɔɍɓɆɝɋɓɎɥ ɔɇɟɋɉɔ ɘɎɕɆ ɆəɊɎɘɆ 

(Windows, WindowsFiles, Unix, Database, Cisco). Ƀɘɔ ɕɔɑɋ ɥɈɑɥɋɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒ Ɏ 

ɒɔɌɋɘ ɕɖɎɒɋɓɥɘɢɗɥ ɐ ɍɓɆɝɋɓɎɥɒ value_data  ȴȷ Windows Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɘɎɕɆ 

Ɉɡɕɔɑɓɥɋɒɔɏ ɕɖɔɈɋɖɐɎ. ȨɔɍɒɔɌɓɡ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ: 

 

> CHECK_EQUAL: ɗɖɆɈɓɎɘɢ əɊɆɑɋɓɓɔɋ ɍɓɆɝɋɓɎɋ ɗɔ ɍɓɆɝɋɓɎɋɒ Ɏɍ ɕɔɑɎɘɎɐɎ (Ɉ ɗɑəɝɆɋ 
ɔɘɗəɘɗɘɈɎɥ check_type  Ɏɗɕɔɑɢɍəɋɘɗɥ ɕɔ əɒɔɑɝɆɓɎɤ) 

> CHECK_EQUAL_ANY: ɕɖɔɈɋɖɥɋɘ, ɕɖɎɗəɘɗɘɈəɋɘ ɑɎ ɐɆɌɊɡɏ ɣɑɋɒɋɓɘ value_data  ɛɔɘɥ 

ɇɡ ɖɆɍ Ɉ ɗɕɎɗɐɋ ɗɎɗɘɋɒɡ 

> CHECK_NOT_EQUAL: ɕɖɔɈɋɖɥɋɘ, ɔɘɑɎɝɆɋɘɗɥ ɑɎ əɊɆɑɋɓɓɔɋ ɍɓɆɝɋɓɎɋ ɔɘ ɍɓɆɝɋɓɎɥ Ɏɍ 
ɕɔɑɎɘɎɐɎ 

> CHECK_GREATER_THAN: ɕɖɔɈɋɖɥɋɘ, ɊɋɏɗɘɈɎɘɋɑɢɓɔ ɑɎ əɊɆɑɋɓɓɔɋ ɍɓɆɝɋɓɎɋ ɇɔɑɢɞɋ, 

ɝɋɒ ɍɓɆɝɋɓɎɋ Ɏɍ ɕɔɑɎɘɎɐɎ 

> CHECK_GREATER_THAN_OR_EQUAL: ɕɖɔɈɋɖɥɋɘ, ɊɋɏɗɘɈɎɘɋɑɢɓɔ ɑɎ əɊɆɑɋɓɓɔɋ 
ɍɓɆɝɋɓɎɋ ɇɔɑɢɞɋ ɎɑɎ ɖɆɈɓɔ ɍɓɆɝɋɓɎɤ Ɏɍ ɕɔɑɎɘɎɐɎ 

> CHECK_LESS_THAN: ɕɖɔɈɋɖɥɋɘ, ɊɋɏɗɘɈɎɘɋɑɢɓɔ ɑɎ əɊɆɑɋɓɓɔɋ ɍɓɆɝɋɓɎɋ ɒɋɓɢɞɋ, ɝɋɒ 
ɍɓɆɝɋɓɎɋ Ɏɍ ɕɔɑɎɘɎɐɎ 

> CHECK_LESS_THAN_OR_EQUAL: ɕɖɔɈɋɖɥɋɘ, ɊɋɏɗɘɈɎɘɋɑɢɓɔ ɑɎ əɊɆɑɋɓɓɔɋ ɍɓɆɝɋɓɎɋ 
ɒɋɓɢɞɋ ɎɑɎ ɖɆɈɓɔ ɍɓɆɝɋɓɎɤ Ɏɍ ɕɔɑɎɘɎɐɎ 

> CHECK_REGEX: ɕɖɔɈɋɖɥɋɘ, ɗɔɔɘɈɋɘɗɘɈəɋɘ ɑɎ əɊɆɑɋɓɓɔɋ ɍɓɆɝɋɓɎɋ ɖɋɉəɑɥɖɓɔɒə 
ɈɡɖɆɌɋɓɎɤ, ɗɔɊɋɖɌɆɟɋɒəɗɥ Ɉ ɍɓɆɝɋɓɎɎ Ɏɍ ɕɔɑɎɘɎɐɎ (ɊɋɏɗɘɈəɋɘ ɘɔɑɢɐɔ ɗ ɕɔɑɥɒɎ 

POLICY_TEXT Ɏ POLICY_MULTI_TEXT) 

> CHECK_SUBSET: ɕɖɔɈɋɖɥɋɘ, ɥɈɑɥɋɘɗɥ ɑɎ əɊɆɑɋɓɓɡɏ ɗɕɎɗɔɐ ACL ɗɔɗɘɆɈɓɔɏ ɝɆɗɘɢɤ 
ɗɕɎɗɐɆ ACL ɕɔɑɎɘɎɐɎ (ɣɘɆ ɕɖɔɈɋɖɐɆ ɖɆɇɔɘɆɋɘ ɘɔɑɢɐɔ ɗɔ ɗɕɎɗɐɆɒɎ ACL) 

> CHECK_SUPERSET: ɕɖɔɈɋɖɥɋɘ, ɈɐɑɤɝɆɋɘ ɑɎ əɊɆɑɋɓɓɡɏ ɗɕɎɗɔɐ ACL ɗɕɎɗɔɐ ACL 

ɕɔɑɎɘɎɐɎ (ɖɆɇɔɘɆɋɘ ɘɔɑɢɐɔ ɗ ɑɎɞɆɤɟɎɒɎ ɕɖɆɈ ɗɕɎɗɐɆɒɎ ACL) 

 

ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɆəɊɎɘɆ, ɕɔɍɈɔɑɥɤɟɋɉɔ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɎɒɋɓɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ 

çGuestè (ɉɔɗɘɢ) ɓɋɘ ɗɖɋɊɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ ɘɎɕɆ Guest. 
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<custom_item>  

 type: CHECK_ACCOUNT 

 description: "Accounts: Ren ame guest account"  

 value_type: POLICY_TEXT  

 value_data: "Guest"  

 account_type: GUEST_ACCOUNT  

 check_type: CHECK_NOT_EQUAL  

</custom_item>  

 

Ȩ ɗɑəɝɆɋ ɑɤɇɔɉɔ Ɋɖəɉɔɉɔ ɍɓɆɝɋɓɎɥ, ɐɖɔɒɋ Guest (ɉɔɗɘɢ), ɘɋɗɘ əɗɕɋɞɓɔ ɕɖɔɏɊɋɘ. ȫɗɑɎ 

ɇəɊɋɘ ɓɆɏɊɋɓɔ ɍɓɆɝɋɓɎɋ Guest, ɘɔ ɆəɊɎɘ ɇəɊɋɘ ɓɋ ɕɖɔɏɊɋɓ. 

 

ʇʦʣʝ info 
ȳɋɔɇɥɍɆɘɋɑɢɓɔɋ ɕɔɑɋ info  ɒɔɌɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɒɆɖɐɎɖɔɈɐɎ ɐɆɌɊɔɉɔ ɕɔɑɥ ɆəɊɎɘɆ 

ɔɊɓɔɏ ɎɑɎ ɓɋɗɐɔɑɢɐɎɒɎ ɈɓɋɞɓɎɒɎ ɗɗɡɑɐɆɒɎ. ȳɆɕɖɎɒɋɖ, ɣɘɔ ɕɔɑɋ ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ 

Ɋɑɥ ɈɐɑɤɝɋɓɎɥ ɗɗɡɑɔɐ Ɏɍ ɘɋɉɔɈ CCE NIST, Ɇ ɘɆɐɌɋ ɔɗɔɇɡɛ ɘɖɋɇɔɈɆɓɎɏ CIS ɐ ɆəɊɎɘə. ɃɘɎ 

ɈɓɋɞɓɎɋ ɗɗɡɑɐɎ ɖɆɗɕɋɝɆɘɡɈɆɤɘɗɥ ɕɖɎ ɔɐɔɓɝɆɘɋɑɢɓɔɒ ɆəɊɎɘɋ, Ɉɡɕɔɑɓɥɋɒɔɒ Nessus, Ɏ 

ɔɘɔɇɖɆɌɆɤɘɗɥ Ɉ ɔɘɝɋɘɋ Nessus ɎɑɎ ɝɋɖɋɍ Ɏɓɘɋɖɚɋɏɗ SecurityCenter. 

 

ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɕɔɑɎɘɎɐɎ ɆəɊɎɘɆ ɕɆɖɔɑɋɏ, ɐɔɘɔɖɆɥ ɇɡɑɆ ɊɔɕɔɑɓɋɓɆ ɈɐɑɤɝɋɓɎɋɒ 

ɗɗɡɑɐɎ ɓɆ Ɉɡɒɡɞɑɋɓɓəɤ ɐɔɖɕɔɖɆɘɎɈɓəɤ ɕɔɑɎɘɎɐə: 

 

<custom_item>  

 type: PASSWORD_POLICY 

 description: "Password History: 24 passwords remembered"  

 value_type: POLICY_DWORD  

 value_data: [22..MAX] || 20  

 password_policy: ENFORCE_PASSWORD_HISTORY  

 info: "Corporate Polic y 102 - A"  

</custom_item>  

 

ȫɗɑɎ Ɉ ɔɊɎɓ ɆəɊɎɘ ɓɋɔɇɛɔɊɎɒɔ ɈɐɑɤɝɎɘɢ ɓɋɗɐɔɑɢɐɔ ɗɗɡɑɔɐ ɓɆ ɕɔɑɎɘɎɐɎ, ɘɔ Ɉ ɗɘɖɔɐɋ, 
ɔɇɔɍɓɆɝɋɓɓɔɏ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ info , ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɖɆɍɊɋɑɎɘɋɑɢ \n Ɋɑɥ 

ɔɇɔɍɓɆɝɋɓɎɥ ɓɋɗɐɔɑɢɐɎɛ ɗɘɖɔɐ. ȳɆɕɖɎɒɋɖ, ɖɆɗɗɒɔɘɖɎɘɋ ɗɑɋɊəɤɟɎɏ ɆəɊɎɘ: 

 

<custo m_item>  

 type: CHECK_ACCOUNT 

 description: "Accounts: Rename Administrator account"  

 value_type: POLICY_TEXT  

 value_data: "Administrator"  

 account_type: ADMINISTRATOR_ACCOUNT  

 check_type: CHECK_NOT_EQUAL  

 info: 'Ron Gula Mambo Number 5 \ nCCE- 60\ nTenable Bes t Practices Policy 

1005 - a'  

</custom_item>  

 
ȵɖɎ ɍɆɕəɗɐɋ ɗ ɕɔɒɔɟɢɤ ɗɖɋɊɗɘɈ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ nasl  ɣɘɆ ɚəɓɐɜɎɥ ɆəɊɎɘɆ ɈɡɊɆɋɘ 

ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 

 

# /opt/nessus/bin/nasl - t 192.168.20.16 ./compliance_check.nbin  
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Windows Compliance Checks, version 2.0.0  

 

Which file contains your security policy : ./test _v2.audit  

SMB login : Administrator  

SMB password :  

SMB domain (optional) :  

"Accounts: Rename Administrator account": [FAILED]  

 

Ron Gula Mambo Number 5  

CCE- 60 

Tenable Best Practices Policy 1005 - a 

 

Remote value: "Administrator"  

Policy value: "administrator"  

 

ɀȺȼȸȬȾ ȽȻȴȽȶȬ ACL  

Ȩ ɣɘɔɒ ɖɆɍɊɋɑɋ ɔɕɎɗɡɈɆɋɘɗɥ ɗɎɓɘɆɐɗɎɗ, Ɏɗɕɔɑɢɍəɋɒɡɏ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ, Ɏɒɋɋɘ ɑɎ ɚɆɏɑ 

ɎɑɎ ɕɆɕɐɆ ɌɋɑɆɋɒɡɋ ɓɆɗɘɖɔɏɐɎ Ɉ ACL. 

 

ʇʨʦʚʝʨʢʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<file_acl: ["name"]>  

 

 <user: ["user_name"]>  

  acl_inheritance: ["va lue"]  

  acl_apply: ["value"]  

  (optional) acl_allow: ["rights value"]  

  (optional) acl_deny: ["rights value"]  

 </user>  

 

</acl>  

 

ȷɕɎɗɔɐ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ (ACL) Ɋɑɥ ɚɆɏɑɔɈ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ file_acl . 

Ȯɒɥ ɗɕɎɗɐɆ ACL ɊɔɑɌɓɔ ɇɡɘɢ əɓɎɐɆɑɢɓɡɒ, ɝɘɔɇɡ ɋɉɔ ɒɔɌɓɔ ɇɡɑɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗ 

ɣɑɋɒɋɓɘɔɒ ɖɆɍɖɋɞɋɓɎɏ Ɋɑɥ ɚɆɏɑɔɈ. ȷɕɎɗɔɐ ACL Ɋɑɥ ɚɆɏɑɔɈ ɒɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɔɊɓə ɎɑɎ 

ɓɋɗɐɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɍɆɕɎɗɋɏ. 

 

ȷɈɥɍɆɓɓɡɋ ɘɎɕɡ ȪɔɕəɗɘɎɒɡɋ ɘɎɕɡ 

acl_inheritance  
> not inherited (ɓɋ ɓɆɗɑɋɊəɋɘɗɥ) 

> inherited (ɓɆɗɑɋɊəɋɘɗɥ) 

> not used (ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ) 

acl_apply  
> this folder only (ɘɔɑɢɐɔ ɣɘɆ ɕɆɕɐɆ) 

> this object only (ɘɔɑɢɐɔ ɣɘɔɘ ɔɇɠɋɐɘ) 

> this folder and files (ɣɘɆ ɕɆɕɐɆ Ɏ ɚɆɏɑɡ) 
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> this folder and subfolders (ɣɘɆ ɕɆɕɐɆ Ɏ ɕɔɊɕɆɕɐɎ) 

> this folder, subfolders and files (ɣɘɆ ɕɆɕɐɆ, ɕɔɊɕɆɕɐɎ Ɏ 
ɚɆɏɑɡ) 

> files only (ɘɔɑɢɐɔ ɚɆɏɑɡ) 

> subfolders only (ɘɔɑɢɐɔ ɕɔɊɕɆɕɐɎ) 

> subfolders and files only (ɘɔɑɢɐɔ ɕɔɊɕɆɕɐɎ Ɏ ɚɆɏɑɡ) 

acl_allow  

acl_deny  
ɃɘɎ ɕɆɖɆɒɋɘɖɡ ɥɈɑɥɤɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

 

ȴɇɟɎɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> full control (ɕɔɑɓɡɏ ɐɔɓɘɖɔɑɢ) 

> modify (Ɏɍɒɋɓɥɘɢ) 

> read & execute (ɝɎɘɆɘɢ Ɏ Ɏɗɕɔɑɓɥɘɢ) 

> read (ɝɎɘɆɘɢ) 

> write (ɍɆɕɎɗɡɈɆɘɢ) 

> list folder contents (ɕɔɑəɝɆɘɢ ɗɕɎɗɔɐ ɗɔɊɋɖɌɎɒɔɉɔ 
ɕɆɕɐɎ) 

 

ȶɆɗɞɎɖɋɓɓɡɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> full control (ɕɔɑɓɡɏ ɐɔɓɘɖɔɑɢ) 

> traverse folder / execute file (ɕɖɔɛɔɊɎɘɢ ɕɆɕɐə / 
Ɏɗɕɔɑɓɥɘɢ ɚɆɏɑ) 

> list folder / read data (ɕɔɑəɝɆɘɢ ɗɕɎɗɔɐ ɗɔɊɋɖɌɎɒɔɉɔ 

ɕɆɕɐɎ / ɝɎɘɆɘɢ ɊɆɓɓɡɋ) 

> read attributes (ɝɎɘɆɘɢ ɆɘɖɎɇəɘɡ) 

> read extended attributes (ɝɎɘɆɘɢ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ 
ɆɘɖɎɇəɘɡ) 

> create files / write data (ɗɔɍɊɆɈɆɘɢ ɚɆɏɑɡ / ɍɆɕɎɗɡɈɆɘɢ 
ɊɆɓɓɡɋ) 

> create folders / append data (ɗɔɍɊɆɈɆɘɢ ɕɆɕɐɎ / 

ɊɔɇɆɈɑɥɘɢ ɊɆɓɓɡɋ) 

> write attributes (ɍɆɕɎɗɡɈɆɘɢ ɆɘɖɎɇəɘɡ) 

> write extended attributes (ɍɆɕɎɗɡɈɆɘɢ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ 
ɆɘɖɎɇəɘɡ) 

> delete subfolder and files (əɊɆɑɥɘɢ ɕɔɊɕɆɕɐə Ɏ ɚɆɏɑɡ) 

> delete (əɊɆɑɥɘɢ) 

> read permissions (ɝɎɘɆɘɢ ɖɆɍɖɋɞɋɓɎɥ) 

> change permissions (Ɏɍɒɋɓɥɘɢ ɖɆɍɖɋɞɋɓɎɥ) 

> take ownership (ɗɘɆɓɔɈɎɘɢɗɥ ɈɑɆɊɋɑɢɜɋɒ) 

 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɘɋɐɗɘɆ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ɐ ɚɆɏɑɆɒ Ɏɍ ɚɆɏɑɆ .audit : 

 

<file_acl: "ASU1">  
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 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This folder, subfo lders and files"  

  acl_allow: "Full Control"  

 </user>  

 

 <user: "System">  

  acl_inheritance: "not inherited"  

  acl_apply: "This folder, subfolders and files"  

  acl_allow: "Full Control"  

 </user>  

 

 <user: "Users">  

  acl_inheritance: "not inherited"  

  acl_app ly: "this folder only"  

  acl_allow: "list folder / read data" | "read attributes" | "read 

extended attributes" | "create files / write data" | "create 

folders / append data" | "write attributes" | "write extended 

attributes" | "read permissions"  

 </user>  

 

</acl>  

 

ʇʨʦʚʝʨʢʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʨʝʝʩʪʨʫ 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<registry_acl: ["name"]>  

 

 <user: ["user_name"]>  

  acl_inheritance: ["value"]  

  acl_apply: ["value"]  

  (optional) acl_allow: ["rights value"]  

  (optional) acl_deny: ["rights value"]  

 </user>  

 

</a cl>  

 
ȷɕɎɗɔɐ ACL Ɋɑɥ ɖɋɋɗɘɖɆ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ registry_acl . Ȯɒɥ ɗɕɎɗɐɆ ACL 

ɊɔɑɌɓɔ ɇɡɘɢ əɓɎɐɆɑɢɓɡɒ, ɝɘɔɇɡ ɋɉɔ ɒɔɌɓɔ ɇɡɑɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗ ɣɑɋɒɋɓɘɔɒ ɖɆɍɖɋɞɋɓɎɏ 

Ɋɑɥ ɖɋɋɗɘɖɆ. ȷɕɎɗɔɐ ACL Ɋɑɥ ɖɋɋɗɘɖɆ ɒɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɔɊɓə ɎɑɎ ɓɋɗɐɔɑɢɐɔ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɍɆɕɎɗɋɏ. 

 

ȷɈɥɍɆɓɓɡɋ ɘɎɕɡ ȪɔɕəɗɘɎɒɡɋ ɘɎɕɡ 

acl_inheritance  
> not inherited (ɓɋ ɓɆɗɑɋɊəɋɘɗɥ) 

> inherited (ɓɆɗɑɋɊəɋɘɗɥ) 

> not used (ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ) 
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acl_apply  
> this key only (ɘɔɑɢɐɔ ɣɘɔɘ ɖɆɍɊɋɑ) 

> this key and subkeys (ɣɘɔɘ ɖɆɍɊɋɑ Ɏ ɕɔɊɖɆɍɊɋɑɡ) 

> subkeys only (ɘɔɑɢɐɔ ɕɔɊɖɆɍɊɋɑɡ) 

acl_allow  

acl_deny  
ɃɘɎ ɕɆɖɆɒɋɘɖɡ ɥɈɑɥɤɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒɎ Ɏ Ɏɗɕɔɑɢɍəɤɘɗɥ 

Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕɖɆɈ, ɐɔɘɔɖɡɋ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏɒɋɋɘ 

ɕɖɎɒɋɓɎɘɋɑɢɓɔ ɐ ɔɇɠɋɐɘə. 

 

ȴɇɟɎɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> full control (ɕɔɑɓɡɏ ɐɔɓɘɖɔɑɢ) 

> read (ɝɎɘɆɘɢ) 

 

ȶɆɗɞɎɖɋɓɓɡɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> full control (ɕɔɑɓɡɏ ɐɔɓɘɖɔɑɢ) 

> query value (ɍɆɕɖɆɞɎɈɆɘɢ ɍɓɆɝɋɓɎɋ) 

> set value (ɍɆɊɆɈɆɘɢ ɍɓɆɝɋɓɎɋ) 

> create subkey (ɗɔɍɊɆɈɆɘɢ ɕɔɊɖɆɍɊɋɑ) 

> enumerate subkeys (ɗɔɍɊɆɈɆɘɢ ɕɋɖɋɝɎɗɑɋɓɎɥ 
ɕɔɊɖɆɍɊɋɑɔɈ) 

> notify (əɈɋɊɔɒɑɥɘɢ) 

> create link (ɗɔɍɊɆɈɆɘɢ ɗɗɡɑɐə) 

> delete (əɊɆɑɥɘɢ) 

> write dac (ɍɆɕɎɗɡɈɆɘɢ Ɉ ɗɕɎɗɔɐ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ɓɆ 
əɖɔɈɓɋ ɕɔɑɢɍɔɈɆɘɋɑɋɏ) 

> write owner (ɍɆɕɎɗɡɈɆɘɢ ɈɑɆɊɋɑɢɜɆ) 

> read control (ɝɎɘɆɘɢ ɗɕɎɗɔɐ ɐɔɓɘɖɔɑɥ) 

 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɘɋɐɗɘɆ ɗɕɎɗɐɆ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ɐ ɖɋɋɗɘɖə Ɏɍ ɚɆɏɑɆ .audit : 

 

<registry_acl: "SOFTWARE ACL"> 

 

 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This key and subkeys"  

  acl_allow: "Full Control"  

 </user>  

 

 <user: "CREATOR OWNER">  

  acl_inheritance: "not inherited"  

  acl_apply: "Subkeys only"  

  acl_allow: "Full Control "  

 </user>  

 

 <user: "SYSTEM">  

  acl_inheritance: "not inherited"  

  acl_apply: "This key and subkeys"  
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  acl_allow: "Full Control"  

 </user>  

 

 <user: "Users">  

  acl_inheritance: "not inherited"  

  acl_apply: "This key and subkeys"  

  acl_allow: "Read"  

 </user>  

 

</acl>  

 

ʇʨʦʚʝʨʢʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʘʤ 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<service_acl: ["name"]>  

 

 <user: ["user_name"]>  

  acl_inheritance: ["value"]  

  acl_apply: ["value"]  

  (optional) acl_allow: ["rights value"]  

  (optional) acl_deny: ["rights value"]  

 </user>  

 

</a cl>  

 
ȷɕɎɗɔɐ ACL Ɋɑɥ ɗɑəɌɇ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ service_acl . Ȯɒɥ ɗɕɎɗɐɆ ACL 

ɊɔɑɌɓɔ ɇɡɘɢ əɓɎɐɆɑɢɓɡɒ, ɝɘɔɇɡ ɋɉɔ ɒɔɌɓɔ ɇɡɑɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗ ɣɑɋɒɋɓɘɔɒ ɖɆɍɖɋɞɋɓɎɏ 

Ɋɑɥ ɗɑəɌɇ. ȷɕɎɗɔɐ ACL Ɋɑɥ ɗɑəɌɇ ɒɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɔɊɓə ɎɑɎ ɓɋɗɐɔɑɢɐɔ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɍɆɕɎɗɋɏ. 

 

ȷɈɥɍɆɓɓɡɋ ɘɎɕɡ ȪɔɕəɗɘɎɒɡɋ ɘɎɕɡ 

acl_inheritance  
> not inherited (ɓɋ ɓɆɗɑɋɊəɋɘɗɥ) 

> inherited (ɓɆɗɑɋɊəɋɘɗɥ) 

> not used (ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ) 

acl_apply  
> this object only (ɘɔɑɢɐɔ ɣɘɔɘ ɔɇɠɋɐɘ) 

acl_allow  

acl_deny  
ɃɘɎ ɕɆɖɆɒɋɘɖɡ ɥɈɑɥɤɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒɎ Ɏ Ɏɗɕɔɑɢɍəɤɘɗɥ 

Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕɖɆɈ, ɐɔɘɔɖɡɋ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏɒɋɋɘ 

ɕɖɎɒɋɓɎɘɋɑɢɓɔ ɐ ɔɇɠɋɐɘə. 

 

ȴɇɟɎɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> full control (ɕɔɑɓɡɏ ɐɔɓɘɖɔɑɢ) 

> read (ɝɎɘɆɘɢ) 

> start, stop and pause (ɍɆɕəɗɐɆɘɢ, ɔɗɘɆɓɆɈɑɎɈɆɘɢ Ɏ 
ɕɖɎɔɗɘɆɓɆɈɑɎɈɆɘɢ) 
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> write (ɍɆɕɎɗɡɈɆɘɢ) 

> delete (əɊɆɑɥɘɢ) 

 

ȶɆɗɞɎɖɋɓɓɡɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> full control (ɕɔɑɓɡɏ ɐɔɓɘɖɔɑɢ) 

> delete (əɊɆɑɥɘɢ) 

> query template (ɔɘɕɖɆɈɑɥɘɢ ɍɆɕɖɔɗɡ ɐ ɞɆɇɑɔɓə) 

> change template (Ɏɍɒɋɓɥɘɢ ɞɆɇɑɔɓ) 

> query status (ɔɘɕɖɆɈɑɥɘɢ ɍɆɕɖɔɗɡ ɗɘɆɘəɗɆ) 

> enumerate dependents (ɗɔɍɊɆɈɆɘɢ ɕɋɖɋɝɎɗɑɋɓɎɋ 
ɍɆɈɎɗɎɒɡɛ) 

> start (ɍɆɕəɗɐɆɘɢ) 

> stop (ɔɗɘɆɓɆɈɑɎɈɆɘɢ) 

> pause and continue (ɕɖɎɔɗɘɆɓɆɈɑɎɈɆɘɢ Ɏ ɕɖɔɊɔɑɌɆɘɢ) 

> interrogate (ɔɕɖɆɞɎɈɆɘɢ) 

> user-defined control (ɔɕɖɋɊɋɑɋɓɓɔɋ ɕɔɑɢɍɔɈɆɘɋɑɋɒ 

əɕɖɆɈɑɋɓɎɋ) 

> read permissions (ɝɎɘɆɘɢ ɖɆɍɖɋɞɋɓɎɥ) 

> change permissions (Ɏɍɒɋɓɥɘɢ ɖɆɍɖɋɞɋɓɎɥ) 

> take ownership (ɗɘɆɓɔɈɎɘɢɗɥ ɈɑɆɊɋɑɢɜɋɒ) 

 

ȵɖɎɒɋɖ ɕɖɔɈɋɖɐɎ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ɐ ɗɑəɌɇɆɒ ɕɖɎɈɋɊɋɓ ɓɎɌɋ: 

 

<service_acl: "ALERT ACL">  

 

 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "query template" | "change tem plate" | "query status" | 

"enumerate dependents" | "start" | "stop" | "pause and continue" | 

"interrogate" | "user - defined control" | "delete" | "read 

permissions" | "change permissions" | "take ownership"  

 </user>  

 

</acl>  

 

ʇʨʦʚʝʨʢʠ ʢʦʥʪʨʦʣʷ ʨʘʟʨʝʰʝʥʠʷ ʟʘʧʫʩʢʘ Launch 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<launch_acl: ["name"]>  

 

 <user: ["user_name"]>  

  acl_inheritance: ["value"]  

  acl_apply: ["value"]  

  (optional) acl_allow: ["rights value"]  
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  (optional) acl_deny: ["rights value"]  

 </user>  

 

</acl>  

 

ȷɕɎɗɔɐ launch ACL ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ launch_acl . Ȯɒɥ ɗɕɎɗɐɆ ACL ɊɔɑɌɓɔ 

ɇɡɘɢ əɓɎɐɆɑɢɓɡɒ, ɝɘɔɇɡ ɋɉɔ ɒɔɌɓɔ ɇɡɑɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗ ɣɑɋɒɋɓɘɔɒ ɕɖɆɈ ɍɆɕəɗɐɆ 

DCOM. ȷɕɎɗɔɐ launch ACL ɒɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɔɊɓə ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ 

ɍɆɕɎɗɋɏ. 

 

ȷɈɥɍɆɓɓɡɋ ɘɎɕɡ ȪɔɕəɗɘɎɒɡɋ ɘɎɕɡ 

acl_inhe ritance  
> not inherited (ɓɋ ɓɆɗɑɋɊəɋɘɗɥ) 

> inherited (ɓɆɗɑɋɊəɋɘɗɥ) 

acl_apply  
> this object only (ɘɔɑɢɐɔ ɣɘɔɘ ɔɇɠɋɐɘ) 

acl_allow  

acl_deny  
ɃɘɎ ɕɆɖɆɒɋɘɖɡ ɥɈɑɥɤɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒɎ Ɏ Ɏɗɕɔɑɢɍəɤɘɗɥ 

Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕɖɆɈ, ɐɔɘɔɖɡɋ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏɒɋɋɘ 

ɕɖɎɒɋɓɎɘɋɑɢɓɔ ɐ ɔɇɠɋɐɘə. 

 

ȴɇɟɎɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> local launch (ɑɔɐɆɑɢɓɡɏ ɍɆɕəɗɐ) 

> remote launch (əɊɆɑɋɓɓɡɏ ɍɆɕəɗɐ) 

> local activation (ɑɔɐɆɑɢɓɆɥ ɆɐɘɎɈɆɜɎɥ) 

> remote activation (əɊɆɑɋɓɓɆɥ ɆɐɘɎɈɆɜɎɥ) 

 

 

Ƀɘɔɘ ɗɕɎɗɔɐ ACL ɖɆɇɔɘɆɋɘ ɘɔɑɢɐɔ Ɋɑɥ ȴȷ Windows XP/2003/Vista (Ɏ ɝɆɗɘɎɝɓɔ 

Ɋɑɥ ȴȷ Windows 2000). 

 

ȵɖɎɒɋɖ ɕɖɔɈɋɖɐɎ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ Ɋɑɥ ɔɕɋɖɆɜɎɏ launch (ɍɆɕəɗɐ) ɕɖɎɈɋɊɋɓ ɓɎɌɋ: 

 

<launch_acl: "2">  

 

 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Remote Activation"  

 </user>  

 

 <use r: "INTERACTIVE">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Local Activation" | "Local Launch"  

 </user>  

 

 <user: "SYSTEM">  
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  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Local Activat ion" | "Local Launch"  

 </user>  

 

</acl>  

 

ʇʨʦʚʝʨʢʠ ʢʦʥʪʨʦʣʷ ʨʘʟʨʝʰʝʥʠʷ ʟʘʧʫʩʢʘ Launch2 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<launch2_acl: ["name"]>  

 

 <user: ["user_name"]>  

  acl_inheritance: ["value"]  

  acl_apply: ["value"]  

  (optional) acl_allow: ["rights value"]  

  (optional) acl_deny: ["rights value"]  

 </user>  

 

</ac l>  

 

ȷɕɎɗɔɐ launch2 ACL (ɗɕɎɗɔɐ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ Ɋɑɥ ɍɆɕəɗɐɆ 2) ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɑɤɝɋɈɡɒ 

ɗɑɔɈɔɒ launch2_acl . Ȯɒɥ ɗɕɎɗɐɆ ACL ɊɔɑɌɓɔ ɇɡɘɢ əɓɎɐɆɑɢɓɡɒ, ɝɘɔɇɡ ɋɉɔ ɒɔɌɓɔ ɇɡɑɔ 

ɎɗɕɔɑɢɍɔɈɆɘɢ ɗ ɣɑɋɒɋɓɘɔɒ ɕɖɆɈ ɍɆɕəɗɐɆ DCOM. ȷɕɎɗɔɐ launch2 ACL (ɗɕɎɗɔɐ ɐɔɓɘɖɔɑɥ 

ɊɔɗɘəɕɆ Ɋɑɥ ɍɆɕəɗɐɆ 2) ɒɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɔɊɓə ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ 

ɍɆɕɎɗɋɏ. 

 

ȷɈɥɍɆɓɓɡɋ ɘɎɕɡ ȪɔɕəɗɘɎɒɡɋ ɘɎɕɡ 

acl_inheritance  
> not inherited (ɓɋ ɓɆɗɑɋɊəɋɘɗɥ) 

> inherited (ɓɆɗɑɋɊəɋɘɗɥ) 

acl_apply  
> this object only (ɘɔɑɢɐɔ ɣɘɔɘ ɔɇɠɋɐɘ) 

acl_allow  

acl_deny  
ɃɘɎ ɕɆɖɆɒɋɘɖɡ ɥɈɑɥɤɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒɎ Ɏ Ɏɗɕɔɑɢɍəɤɘɗɥ 

Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕɖɆɈ, ɐɔɘɔɖɡɋ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏɒɋɋɘ 

ɕɖɎɒɋɓɎɘɋɑɢɓɔ ɐ ɔɇɠɋɐɘə. 

 

ȴɇɟɎɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> launch (ɍɆɕəɗɐ) 

 

 

ȷɕɎɗɔɐ launch2 ACL (ɗɕɎɗɔɐ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ Ɋɑɥ ɍɆɕəɗɐɆ 2) Ɏɗɕɔɑɢɍəɏɘɋ 

ɘɔɑɢɐɔ ɗ ɗɎɗɘɋɒɆɒɎ Windows 2000 Ɏ NT. 

 

ȵɖɎɒɋɖ ɕɖɔɈɋɖɐɎ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ Ɋɑɥ ɔɕɋɖɆɜɎɏ launch (ɍɆɕəɗɐ) ɕɖɎɈɋɊɋɓ ɓɎɌɋ: 
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<launch2_acl: "2">  

 

 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Launch"  

 </user>  

 

 <user: "INTER ACTIVE">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Launch"  

 </user>  

 

 <user: "SYSTEM">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Launch"  

 </user>  

 

</acl>  

 

ʇʨʦʚʝʨʢʠ ʢʦʥʪʨʦʣʷ ʨʘʟʨʝʰʝʥʠʷ ʜʦʩʪʫʧʘ 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<access_acl: ["name"]>  

 

 <user: ["user_name"]>  

  acl_inheritance: ["value"]  

  acl_apply: ["value"]  

  (optional) acl_allow: ["rights value"]  

  (optional) acl_deny: ["rights value"]  

 </user>  

 

</acl>  

 

ȷɕɎɗɔɐ ACL Ɋɑɥ ɊɔɗɘəɕɆ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ access_acl . Ȯɒɥ ɗɕɎɗɐɆ ACL 

ɊɔɑɌɓɔ ɇɡɘɢ əɓɎɐɆɑɢɓɡɒ, ɝɘɔɇɡ ɋɉɔ ɒɔɌɓɔ ɇɡɑɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗ ɣɑɋɒɋɓɘɔɒ ɕɖɆɈ 

ɊɔɗɘəɕɆ DCOM. ȷɕɎɗɔɐ ACL Ɋɑɥ ɊɔɗɘəɕɆ ɒɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɔɊɓə ɎɑɎ ɓɋɗɐɔɑɢɐɔ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɍɆɕɎɗɋɏ. 

 

ȷɈɥɍɆɓɓɡɋ ɘɎɕɡ ȪɔɕəɗɘɎɒɡɋ ɘɎɕɡ 

acl_inheritance  
> not inherited (ɓɋ ɓɆɗɑɋɊəɋɘɗɥ) 

> inherited (ɓɆɗɑɋɊəɋɘɗɥ) 

acl_apply  
> this object only (ɘɔɑɢɐɔ ɣɘɔɘ ɔɇɠɋɐɘ) 

acl_allow  

acl_deny  
ɃɘɎ ɕɆɖɆɒɋɘɖɡ ɥɈɑɥɤɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒɎ Ɏ Ɏɗɕɔɑɢɍəɤɘɗɥ 

Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕɖɆɈ, ɐɔɘɔɖɡɋ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏɒɋɋɘ 

ɕɖɎɒɋɓɎɘɋɑɢɓɔ ɐ ɔɇɠɋɐɘə. 
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ȴɇɟɎɋ ɕɖɆɈɆ ɗɑɋɊəɤɟɎɋ: 

 

> local access (ɑɔɐɆɑɢɓɡɏ Ɋɔɗɘəɕ) 

> remote access (əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ) 

 

ȵɖɎɒɋɖ ɕɖɔɈɋɖɐɎ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ɕɖɎɈɋɊɋɓ ɓɎɌɋ: 

 

<access_acl: "3">  

 

 <user: "SELF">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only "  

  acl_allow: "Local Access"  

 </user>  

 

 <user: "SYSTEM">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Local Access"  

 </user>  

 

 <user: "Users">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_all ow: "Local Access"  

 </user>  

 

</acl>  

 

ȻȺȷɈȳȺȮȬȾȱȷɈȽȶȴȱ ɉȷȱȸȱȹȾɇ 

ȵɔɑɢɍɔɈɆɘɋɑɢɗɐɎɏ ɣɑɋɒɋɓɘ ð ɣɘɔ ɕɔɑɓɆɥ ɕɖɔɈɋɖɐɆ, ɔɕɖɋɊɋɑɋɓɓɆɥ ɓɆ ɔɗɓɔɈɋ ɐɑɤɝɋɈɡɛ 

ɗɑɔɈ, ɔɕɖɋɊɋɑɋɓɎɥ ɐɔɘɔɖɡɛ ɕɖɎɈɋɊɋɓɡ ɓɎɌɋ. ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɗɕɎɗɔɐ Ɋɔɗɘəɕɓɡɛ ɘɎɕɔɈ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɣɑɋɒɋɓɘɔɈ. ȰɆɌɊɆɥ ɕɖɔɈɋɖɐɆ ɓɆɝɎɓɆɋɘɗɥ ɗ ɘɋɉɆ <custom_i tem>  Ɏ 

ɍɆɐɆɓɝɎɈɆɋɘɗɥ ɘɋɉɔɒ </custom_item> . Ȩ ɊɆɓɓɡɋ ɘɋɉɎ ɍɆɐɑɤɝɆɘɗɥ ɗɕɎɗɐɎ Ɏɍ ɔɊɓɔɉɔ ɎɑɎ 

ɓɋɗɐɔɑɢɐɎɛ ɐɑɤɝɋɈɡɛ ɗɑɔɈ, ɐɔɘɔɖɡɋ ɎɓɘɋɖɕɖɋɘɎɖəɤɘɗɥ ɆɓɆɑɎɍɆɘɔɖɔɒ ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɐɎ. 

 

 

ȭɆɐɖɡɈɆɤɟɎɋ ɘɋɉɎ </custom_item>  Ɏ </item>  Ɋɑɥ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ 

ɆəɊɎɘɔɖɗɐɎɛ ɕɖɔɈɋɖɔɐ ɥɈɑɥɤɘɗɥ ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɡɒɎ. 

 

PASSWORD_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: PASSWORD_POLICY 

 description: ["description"]  
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 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type: [value]  

 password_policy:  [PASSWORD_POLICY_TYPE] 

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐ ɕɖɔɈɋɖɥɋɘ ɍɓɆɝɋɓɎɥ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ ɖɆɍɊɋɑɋ çWindows Settings 

-> Security Settings -> Account Policies -> Password Policyè (ȳɆɗɘɖɔɏɐɎ Windows -> 

ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> ȵɔɑɎɘɎɐɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ -> ȵɔɑɎɘɎɐɆ ɕɆɖɔɑɋɏ). 

 
ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ NetUserModalsGet  ɗ 1 əɖɔɈɓɋɒ. 

 

Ȫɑɥ ɔɕɎɗɆɓɎɥ ɘɔɉɔ, ɐɆɐɔɏ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ Ɉ ɔɘɓɔɞɋɓɎɎ ɕɆɖɔɑɋɏ ɊɔɑɌɋɓ ɇɡɘɢ ɕɖɔɈɋɖɋɓ, 
ɣɘɎ ɣɑɋɒɋɓɘɡ Ɏɗɕɔɑɢɍəɤɘ ɕɔɑɋ password_policy . ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 

> ENFORCE_PASSWORD_HISTORY (ɈɋɗɘɎ ɌəɖɓɆɑ ɕɆɖɔɑɋɏ) 
value_type: POLICY_DWORD  

value_data: DWORD or RANGE [number of remembered passwords]  

 

> MAXIMUM_PASSWORD_AGE (ɒɆɐɗɎɒɆɑɢɓɡɏ ɗɖɔɐ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ) 
value_type: TIME_DAY  

value_data: DWORD or RANGE [time in days ]  

 

> MINIMUM_PASSWORD_AGE (ɒɎɓɎɒɆɑɢɓɡɏ ɗɖɔɐ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ) 
value_type: TIME_DAY  

value_data: DWORD or RANGE [time in days]  

 

> MINIMUM_PASSWORD_LENGTH (ɒɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ) 
value_type: POLICY_DWORD  

value_data: DWORD or RANGE [minimum number of characters in the password]  

 

> COMPLEXITY_REQUIREMENTS (ɕɆɖɔɑɢ ɊɔɑɌɋɓ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɘɖɋɇɔɈɆɓɎɥɒ Ɉ 
ɔɘɓɔɞɋɓɎɎ ɗɑɔɌɓɔɗɘɎ) 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

> REVERSIBLE_ENCRYPTION (Ɋɑɥ Ɉɗɋɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɣɘɔɉɔ ɊɔɒɋɓɆ ɛɖɆɓɎɘɢ ɕɆɖɔɑɢ, 
Ɏɗɕɔɑɢɍəɥ ɔɇɖɆɘɎɒɔɋ ɞɎɚɖɔɈɆɓɎɋ) 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

> FORCE_LOGOFF (ɗɋɘɋɈɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ: ɕɖɎɓəɊɎɘɋɑɢɓɡɏ ɈɡɈɔɊ Ɏɍ ɗɋɆɓɗɆ ɕɔ 
ɎɗɘɋɝɋɓɎɎ ɊɔɕəɗɘɎɒɡɛ ɝɆɗɔɈ ɖɆɇɔɘɡ) 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

 

Ȩ ɓɆɗɘɔɥɟɋɋ Ɉɖɋɒɥ ɓɋɘ ɈɔɍɒɔɌɓɔɗɘɎ ɕɖɔɈɋɖɐɎ ɕɔɑɎɘɎɐɎ çȪɑɥ Ɉɗɋɛ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɣɘɔɉɔ ɊɔɒɋɓɆ ɛɖɆɓɎɘɢ ɕɆɖɔɑɢ, Ɏɗɕɔɑɢɍəɥ ɔɇɖɆɘɎɒɔɋ 

ɞɎɚɖɔɈɆɓɎɋ». 
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ȵɔɑɎɘɎɐɆ FORCE_LOGOFF ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɖɆɍɊɋɑɋ çSecurity Settings -> Local Policies -> 

Security Optionsè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> ȱɔɐɆɑɢɓɡɋ ɕɔɑɎɘɎɐɎ -> ȵɆɖɆɒɋɘɖɡ 

ɇɋɍɔɕɆɗɓɔɗɘɎ). 

 

ȪɆɑɋɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɆəɊɎɘɔɖɗɐɔɏ ɕɖɔɈɋɖɐɎ ɕɔɑɎɘɎɐɎ ɕɆɖɔɑɋɏ: 

 

<custom_item>  

 type: PASSWORD_POLICY 

 description: "Minimum password length"  

 value_type: POLICY_DWORD  

 value_data: 7  

 password_policy: MINIMUM _PASSWORD_LENGTH 

</custom_item>  

 

LOCKOUT_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: LOCKOUT_POLICY  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type: [value]  

 lockout_policy: [LOCKOUT_POLICY_TYPE]  

</custo m_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐ ɕɖɔɈɋɖɥɋɘ ɍɓɆɝɋɓɎɥ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ ɖɆɍɊɋɑɋ çSecurity Settings -> 

Account Policies -> Account Lockout Policyè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> ȵɔɑɎɘɎɐɎ əɝɋɘɓɡɛ 

ɍɆɕɎɗɋɏ -> ȵɔɑɎɘɎɐɆ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ). 

 
ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ NetUserModalsGet  ɗ 3 əɖɔɈɓɋɒ. 

 

Ȫɑɥ ɔɕɎɗɆɓɎɥ ɘɔɉɔ, ɐɆɐɔɏ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ Ɉ ɔɘɓɔɞɋɓɎɎ ɕɆɖɔɑɋɏ ɊɔɑɌɋɓ ɇɡɘɢ 
ɕɖɔɈɋɖɋɓ, ɣɘɔɘ ɣɑɋɒɋɓɘ Ɏɗɕɔɑɢɍəɋɘ ɕɔɑɋ lockout_policy . ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 

> LOCKOUT_DURATION (ɕɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ) 
value_type: TIME_MINUTE  

value_data: DWORD or RANGE [time in minutes]  

 

> LOCKOUT_THRESHOLD (ɕɔɖɔɉ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ) 
value_type: POLICY_DWORD  

value_data: DWORD or RANGE [time in days]  

 

> LOCKOUT_RESET (ɈɡɕɔɑɓɎɘɢ ɗɇɖɔɗ ɗɝɋɘɝɎɐɆ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɝɋɖɋɍ) 
value_type: TIME_MINUTE  

value_data: DWORD or RANGE [time in minutes]  
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ȵɖɎɈɋɊɋɒ ɕɖɎɒɋɖ: 

 

<custom_item>  

 type: LOCKOUT_POLICY  

 description: "Reset lockout account counter after"  

 value_type: TIME_MINUTE  

 value_data: 120  

 lockout_p olicy: LOCKOUT_RESET  

</custom_item>  

 

KERBEROS_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: KERBEROS_POLICY  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type: [value]  

 kerberos_policy: [KERBEROS_POLICY_TYPE]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐ ɕɖɔɈɋɖɥɋɘ ɍɓɆɝɋɓɎɥ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ ɖɆɍɊɋɑɋ çSecurity Settings -> 

Account Policies -> Kerberos Policyè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> ȵɔɑɎɘɎɐɎ əɝɋɘɓɡɛ 

ɍɆɕɎɗɋɏ -> ȵɔɑɎɘɎɐɆ Kerberos). 

 

ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ NetUserModalsGe t  ɗ 1 əɖɔɈɓɋɒ. 

 

Ȫɑɥ ɔɕɎɗɆɓɎɥ ɘɔɉɔ, ɐɆɐɔɏ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ Ɉ ɔɘɓɔɞɋɓɎɎ ɕɆɖɔɑɋɏ ɊɔɑɌɋɓ ɇɡɘɢ 
ɕɖɔɈɋɖɋɓ, ɣɘɔɘ ɣɑɋɒɋɓɘ Ɏɗɕɔɑɢɍəɋɘ ɕɔɑɋ kerberos_policy . ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 

> USER_LOGON_RESTRICTIONS (ɕɖɎɓəɊɎɘɋɑɢɓɡɋ ɔɉɖɆɓɎɝɋɓɎɥ ɈɛɔɊɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ) 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

> SERVICE_TICKET_LIFETIME (ɒɆɐɗɎɒɆɑɢɓɡɏ ɗɖɔɐ ɌɎɍɓɎ ɇɎɑɋɘɆ ɗɑəɌɇɡ) 
value_type: TIME_MINUTE  

value_data: DWORD or RANGE [time in minutes]  

 

> USER_TICKET_LIFETIME (ɒɆɐɗɎɒɆɑɢɓɡɏ ɗɖɔɐ ɌɎɍɓɎ ɇɎɑɋɘɆ ɕɔɑɢɍɔɈɆɘɋɑɥ) 
value_type: TIME_HOUR  

value_data: DWORD or RANGE [time in hours]  

 

> USER_TICKET_RENEWAL_LIFETIME (ɒɆɐɗɎɒɆɑɢɓɡɏ ɗɖɔɐ ɌɎɍɓɎ Ɋɑɥ ɈɔɍɔɇɓɔɈɑɋɓɎɥ 
ɇɎɑɋɘɆ ɕɔɑɢɍɔɈɆɘɋɑɥ) 
value_type: TIME_DAY  

value_data: DWORD or RANGE [time in day]  

 

> CLOCK_SYNCHRONIZATION_TOLERANCE (ɒɆɐɗɎɒɆɑɢɓɆɥ ɕɔɉɖɋɞɓɔɗɘɢ ɗɎɓɛɖɔɓɎɍɆɜɎɎ 

ɝɆɗɔɈ ɐɔɒɕɢɤɘɋɖɆ) 
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value_type: TIME_MINUTE  

value_data: DWORD or RANGE [time in minute]  

 

 

ȵɔɑɎɘɎɐə Kerberos ɒɔɌɓɔ ɕɖɔɈɋɖɥɘɢ, ɘɔɑɢɐɔ ɗɖɆɈɓɎɈɆɥ ɗ ɊɆɓɓɡɒɎ ɜɋɓɘɖɆ KDC 

(ɜɋɓɘɖɆ ɖɆɗɕɖɔɗɘɖɆɓɋɓɎɥ ɐɑɤɝɋɏ), ɐɔɘɔɖɡɏ Ɉ ɗɑəɝɆɋ ȴȷ Windows ɔɇɡɝɓɔ 

ɥɈɑɥɋɘɗɥ ɐɔɓɘɖɔɑɑɋɖɔɒ ɊɔɒɋɓɆ. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: KERBEROS_POLICY  

 description: "Maximum lifetime for user renewal ticket"  

 value_type: TIME_DAY  

 value_data: 12  

 kerberos_policy: USER_TICKET_RENEWAL_LIFETIME  

</cus tom_item>  

 

AUDIT_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: AUDIT_POLICY  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type: [value]  

 audit_policy: [PASSWORD_POLICY_TYPE]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐ ɕɖɔɈɋɖɥɋɘ ɍɓɆɝɋɓɎɥ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ ɖɆɍɊɋɑɋ çSecurity Settings -> 

Local Policies -> Audit Policyè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> ȱɔɐɆɑɢɓɡɋ ɕɔɑɎɘɎɐɎ -> ȵɔɑɎɘɎɐɆ 

ɆəɊɎɘɆ). 

 
ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ LsaQueryInformationPolicy  ɗ 

əɖɔɈɓɋɒ Pol icyAuditEventsInformation . 

 

Ȫɑɥ ɔɕɎɗɆɓɎɥ ɘɔɉɔ, ɐɆɐɔɏ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ Ɉ ɔɘɓɔɞɋɓɎɎ ɕɆɖɔɑɋɏ ɊɔɑɌɋɓ ɇɡɘɢ 

ɕɖɔɈɋɖɋɓ, ɣɘɔɘ ɣɑɋɒɋɓɘ Ɏɗɕɔɑɢɍəɋɘ ɕɔɑɋ audit_policy . ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 

> AUDIT_ACCOUNT_LOGON (ɆəɊɎɘ ɗɔɇɡɘɎɏ ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə) 

> AUDIT_ACCOUNT_MANAGER (ɆəɊɎɘ əɕɖɆɈɑɋɓɎɥ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ) 

> AUDIT_DIRECTORY_SERVICE_ACCESS (ɆəɊɎɘ ɊɔɗɘəɕɆ ɐ ɗɑəɌɇɋ ɐɆɘɆɑɔɉɔɈ) 

> AUDIT_LOGON (ɆəɊɎɘ ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə) 

> AUDIT_OBJECT_ACCESS (ɆəɊɎɘ ɊɔɗɘəɕɆ ɐ ɔɇɠɋɐɘɆɒ) 

> AUDIT_POLICY_CHANGE (ɆəɊɎɘ ɎɍɒɋɓɋɓɎɏ ɕɔɑɎɘɎɐ) 

> AUDIT_PRIVILEGE_USE (ɆəɊɎɘ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɕɖɎɈɎɑɋɉɎɏ) 

> AUDIT_DETAILED_TRACKING (ɆəɊɎɘ ɔɘɗɑɋɌɎɈɆɓɎɥ ɕɖɔɜɋɗɗɔɈ) 
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> AUDIT_SYSTEM (ɆəɊɎɘ ɗɎɗɘɋɒɓɡɛ ɗɔɇɡɘɎɏ) 

 
value_type: AUDIT_SET  

value_data: "No auditing", "Success", "Failure", "Success, Failure"  

 

 

ȴɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ Ɉ ɈɡɖɆɌɋɓɎɎ çSuccess, Failureè ɓɋɔɇɛɔɊɎɒ ɕɖɔɇɋɑ. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: AUDIT_POLICY  

 description: "Audit policy change"  

 value_type: AUDIT_SET  

 value_data: "Failure"  

 audit_policy: AUDIT_POLICY_CHANGE  

</custom_item>  

 

AUDIT_POLICY_SUBCATEGORY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<cu stom_item>  

 type: AUDIT_POLICY_SUBCATEGORY 

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type: [value]  

 audit_policy_subcategory: [SUBCATEGORY_POLICY_TYPE]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɍɓɆɝɋɓɎɥ, ɕɋɖɋɝɎɗɑɋɓɓɡɋ Ɉ ɖɆɍɊɋɑɋ auditpol /get 

/category:*. 

 

ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ ɕəɘɋɒ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ cmd.exe auditpol /get 

/category:* ɝɋɖɋɍ WMI. 

 

Ȫɑɥ ɔɕɖɋɊɋɑɋɓɎɥ, ɐɆɐəɤ ɕɔɊɐɆɘɋɉɔɖɎɤ ɓəɌɓɔ ɕɖɔɈɋɖɎɘɢ, ɣɘɔɘ ɣɑɋɒɋɓɘ Ɏɗɕɔɑɢɍəɋɘ ɕɔɑɋ 

audit_policy_su bcategory . ȪɔɕəɗɘɎɒɡɋ ɘɎɕɡ SUBCATEGORY_POLICY_TYPE: 

 

> Security State Change (ɎɍɒɋɓɋɓɎɋ ɗɔɗɘɔɥɓɎɥ ɇɋɍɔɕɆɗɓɔɗɘɎ) 

> Security System Extension (ɖɆɗɞɎɖɋɓɎɋ ɗɎɗɘɋɒɡ ɇɋɍɔɕɆɗɓɔɗɘɎ) 

> System Integrity (ɜɋɑɔɗɘɓɔɗɘɢ ɗɎɗɘɋɒɡ) 

> IPsec Driver (ɊɖɆɏɈɋɖ IPsec) 

> Other System Events (ɊɖəɉɎɋ ɗɎɗɘɋɒɓɡɋ ɗɔɇɡɘɎɥ) 

> Logon (ɈɛɔɊ Ɉ ɗɎɗɘɋɒə) 

> Logoff (ɈɡɛɔɊ Ɏɍ ɗɎɗɘɋɒɡ) 

> Account Lockout (ɇɑɔɐɎɖɔɈɐɆ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ) 
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> IPsec Main Mode (ɔɗɓɔɈɓɔɏ ɖɋɌɎɒ IPsec)  

> IPsec Quick Mode (ɇɡɗɘɖɡɏ ɖɋɌɎɒ IPsec) 

> IPsec Extended Mode (ɖɆɗɞɎɖɋɓɓɡɏ ɖɋɌɎɒ IPsec) 

> Special Logon (ɗɕɋɜɎɆɑɢɓɡɏ ɈɛɔɊ) 

> Other Logon/Logoff Events (ɊɖəɉɎɋ ɗɔɇɡɘɎɥ ɈɛɔɊɆ/ɈɡɛɔɊɆ) 

> Network Policy Server (ɗɋɖɈɋɖ ɗɋɘɋɈɡɛ ɕɔɑɎɘɎɐ) 

> File System (ɚɆɏɑɔɈɆɥ ɗɎɗɘɋɒɆ) 

> Registry (ɖɋɋɗɘɖ) 

> Kernel Object (ɔɇɠɋɐɘ ɥɊɖɆ) 

> SAM 

> Certification Services (ɗɑəɌɇɡ ɗɋɖɘɎɚɎɐɆɜɎɎ) 

> Application Generated (ɗɔɍɊɆɓɓɡɋ ɕɖɎɑɔɌɋɓɎɥɒɎ) 

> Handle Manipulation (ɖɆɇɔɘɆ ɗ ɊɋɗɐɖɎɕɘɔɖɆɒɎ) 

> File Share (ɔɇɟɎɏ Ɋɔɗɘəɕ ɐ ɚɆɏɑɆɒ) 

> Filtering Platform Packet Drop (ɔɘɇɖɆɗɡɈɆɓɎɋ ɕɆɐɋɘɔɈ ɕɑɆɘɚɔɖɒɔɏ ɚɎɑɢɘɖɆɜɎɎ) 

> Filtering Platform Connection (ɕɔɊɐɑɤɝɋɓɎɋ ɕɑɆɘɚɔɖɒɡ ɚɎɑɢɘɖɆɜɎɎ) 

> Other Object Access Events (ɊɖəɉɎɋ ɗɔɇɡɘɎɥ ɊɔɗɘəɕɆ ɐ ɔɇɠɋɐɘɆɒ) 

> Sensitive Privilege Use (ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɕɖɆɈ, ɍɆɘɖɆɉɎɈɆɤɟɋɋ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɋ 
ɊɆɓɓɡɋ) 

> Non Sensitive Privilege Use (ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɕɖɆɈ, ɓɋ ɍɆɘɖɆɉɎɈɆɤɟɋɋ 
ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɋ ɊɆɓɓɡɋ) 

> Other Privilege Use Events (ɊɖəɉɎɋ ɗɔɇɡɘɎɥ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɕɖɆɈ)  

> Process Creation (ɗɔɍɊɆɓɎɋ ɕɖɔɜɋɗɗɔɈ) 

> Process Termination (ɍɆɈɋɖɞɋɓɎɋ ɕɖɔɜɋɗɗɔɈ) 

> DPAPI Activity (ɆɐɘɎɈɓɔɗɘɢ DPAPI) 

> RPC Events (ɗɔɇɡɘɎɥ RPC) 

> Audit Policy Change (ɎɍɒɋɓɋɓɎɋ ɕɔɑɎɘɎɐɎ ɆəɊɎɘɆ) 

> Authentication Policy Change (ɎɍɒɋɓɋɓɎɋ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɐɎ ɕɔɊɑɎɓɓɔɗɘɎ) 

> Authorization Policy Change (ɎɍɒɋɓɋɓɎɋ ɕɔɑɎɘɎɐɎ ɆɈɘɔɖɎɍɆɜɎɎ) 

> MPSSVC Rule-Level Policy Change (ɎɍɒɋɓɋɓɎɋ ɕɔɑɎɘɎɐɎ ɓɆ əɖɔɈɓɋ ɕɖɆɈɎɑ MPSSVC) 

> Filtering Platform Policy Change (ɎɍɒɋɓɋɓɎɋ ɕɔɑɎɘɎɐɎ ɕɑɆɘɚɔɖɒɡ ɚɎɑɢɘɖɆɜɎɎ) 

> Other Policy Change Events (ɊɖəɉɎɋ ɗɔɇɡɘɎɥ ɎɍɒɋɓɋɓɎɥ ɕɔɑɎɘɎɐɎ) 

> User Account Management (əɕɖɆɈɑɋɓɎɋ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ) 

> Computer Account Management (əɕɖɆɈɑɋɓɎɋ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ ɐɔɒɕɢɤɘɋɖɆ) 

> Security Group Management (əɕɖɆɈɑɋɓɎɋ ɉɖəɕɕɆɒɎ ɇɋɍɔɕɆɗɓɔɗɘɎ) 

> Distribution Group Management (əɕɖɆɈɑɋɓɎɋ ɉɖəɕɕɆɒɎ ɖɆɗɕɖɔɗɘɖɆɓɋɓɎɥ) 

> Application Group Management (əɕɖɆɈɑɋɓɎɋ ɉɖəɕɕɆɒɎ ɕɖɎɑɔɌɋɓɎɏ) 

> Other Account Management Events (ɊɖəɉɎɋ ɗɔɇɡɘɎɥ əɕɖɆɈɑɋɓɎɥ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ) 

> Directory Service Access (Ɋɔɗɘəɕ ɐ ɗɑəɌɇɋ ɐɆɘɆɑɔɉɔɈ) 

> Directory Service Changes (ɎɍɒɋɓɋɓɎɥ ɗɑəɌɇɡ ɐɆɘɆɑɔɉɔɈ) 

> Directory Service Replication (ɖɋɕɑɎɐɆɜɎɥ ɗɑəɌɇɡ ɐɆɘɆɑɔɉɔɈ) 

> Directory Service Replication (ɕɔɊɖɔɇɓɆɥ ɖɋɕɑɎɐɆɜɎɥ ɗɑəɌɇɡ ɐɆɘɆɑɔɉɔɈ) 
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> Credential Validation (ɕɖɔɈɋɖɐɆ əɝɋɘɓɡɛ ɊɆɓɓɡɛ) 

> Kerberos Service Ticket Operations (ɔɕɋɖɆɜɎɎ ɗ ɇɎɑɋɘɆɒɎ ɗɑəɌɇɡ Kerberos) 

> Other Account Events (ɊɖəɉɎɋ ɗɔɇɡɘɎɥ ɗ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ) 

 
value_type: AUDIT_SET  

value_data: "No auditing", "Success", "Failure", "Success, Failure"  

 

 

ȴɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ Ɉ ɈɡɖɆɌɋɓɎɎ çSuccess, Failureè ɓɋɔɇɛɔɊɎɒ ɕɖɔɇɋɑ. 

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɕɖɎɒɋɓɎɒɆ ɘɔɑɢɐɔ ɐ ɔɕɋɖɆɜɎɔɓɓɡɒ ɗɎɗɘɋɒɆɒ Windows Vista/2008 Server Ɏ 

ɇɔɑɋɋ ɕɔɍɊɓɎɒ. ȫɗɑɎ ɇɖɆɓɊɒɆəɣɖ Ɉɐɑɤɝɋɓ, ɘɔ ɐɖɔɒɋ ɊɔɇɆɈɑɋɓɎɥ Ɉ ɋɉɔ ɕɆɖɆɒɋɘɖɡ Ɉ 

ɐɆɝɋɗɘɈɋ ɎɗɐɑɤɝɋɓɎɥ WMI, Ɉ ɕɆɖɆɒɋɘɖɆɛ ɇɖɆɓɊɒɆəɣɖɆ ɓɋɔɇɛɔɊɎɒɔ ɘɆɐɌɋ ɈɐɑɤɝɎɘɢ ɗ 
ɕɔɒɔɟɢɤ gpedit.msc  ɕɆɖɆɒɋɘɖ çȧɖɆɓɊɒɆəɣɖ Windows: ȶɆɍɖɋɞɎɘɢ ɎɗɐɑɤɝɋɓɎɋ Ɋɑɥ 

ɈɛɔɊɥɟɎɛ ɗɔɔɇɟɋɓɎɏ əɊɆɑɋɓɓɔɉɔ ɆɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɥè. ɃɘɆ ɕɖɔɈɋɖɐɆ ɒɔɌɋɘ ɓɋ 

ɖɆɇɔɘɆɘɢ ɓɆ ɊɖəɉɎɛ ɗɎɗɘɋɒɆɛ Vista/2008, ɐɖɔɒɋ ɆɓɉɑɎɏɗɐɔɏ, Ɇ ɘɆɐɌɋ ɓɆ ɗɎɗɘɋɒɆɛ, ɓɆ 

ɐɔɘɔɖɡɛ ɓɋ əɗɘɆɓɔɈɑɋɓɔ ɗɖɋɊɗɘɈɔ auditpol. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: AUDIT_POLICY_SUBCATEGORY 

 description: "AUDIT Security State Change"  

 value_type: AUDIT_SET  

 value_data:  "success, failure"  

 audit_policy_subcategory: "Security State Change"  

</cus tom_item>  

 

CHECK_ACCOUNT 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: CHECK_ACCOUNT 

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 account_type: [ACCOUNT_TYPE]  

 (optional) check_type: [CHECK_TYPE]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐ ɕɖɔɈɋɖɥɋɘ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ ɖɆɍɊɋɑɋ 

«Security Settings -> Local Policies -> Security Optionsè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> 

ȱɔɐɆɑɢɓɡɋ ɕɔɑɎɘɎɐɎ -> ȵɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ). 

 

> ȹɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɗɔɗɘɔɥɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ çȦɊɒɎɓɎɗɘɖɆɘɔɖè 

> ȹɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɗɔɗɘɔɥɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ çȩɔɗɘɢè 

> ȹɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɕɋɖɋɎɒɋɓɔɈɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

> ȹɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɕɋɖɋɎɒɋɓɔɈɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɉɔɗɘɥ 
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ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ LsaQueryInformationPolicy  ɗ 

əɖɔɈɓɋɒ PolicyAccountDomai nInformation , ɝɘɔɇɡ ɕɔɑəɝɎɘɢ ɎɊɋɓɘɎɚɎɐɆɘɔɖ 

ɇɋɍɔɕɆɗɓɔɗɘɎ (SID) ɊɔɒɋɓɆ/ɗɎɗɘɋɒɡ, LsaLookupSid  Ɋɑɥ ɕɔɑəɝɋɓɎɥ Ɏɒɋɓ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ Ɏ ɉɔɗɘɋɏ, Ɇ NetUserGetInfo  Ɋɑɥ ɕɔɑəɝɋɓɎɥ ɎɓɚɔɖɒɆɜɎɎ ɔɇ əɝɋɘɓɔɏ 

ɍɆɕɎɗɎ. 

 

Ȫɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɘɔɉɔ, ɐɆɐəɤ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɓəɌɓɔ ɕɖɔɈɋɖɎɘɢ, ɣɘɔɘ ɣɑɋɒɋɓɘ 
Ɏɗɕɔɑɢɍəɋɘ ɕɔɑɋ account_type . ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 

> ADMINISTRATOR_ACCOUNT (əɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɗɔɗɘɔɥɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ 
çȦɊɒɎɓɎɗɘɖɆɘɔɖè) 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

> GUEST_ACCOUNT (əɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɗɔɗɘɔɥɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ çȩɔɗɘɢè) 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

> ADMINISTRATOR_ACCOUNT (əɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɕɋɖɋɎɒɋɓɔɈɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ) 
value_type: POLICY_TEXT  

value_data: "TEXT HERE" [administrator name]  

check_type: [CHECK_T YPE] (any one of the possible check_type values)  

 

> GUEST_ACCOUNT (əɝɋɘɓɡɋ ɍɆɕɎɗɎ: ɕɋɖɋɎɒɋɓɔɈɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɉɔɗɘɥ) 
value_type: POLICY_TEXT  

value_data: "TEXT HERE" [guest name]  

check_type: [CHECK_TYPE] (any one of the possible check_type values)  

 

 

Ȩ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ əɝɋɘɓɡɛ ɊɆɓɓɡɛ çȪɔɒɋɓè ɒɔɉəɘ ɕɖɔɈɋɖɥɘɢɗɥ əɝɋɘɓɡɋ ɍɆɕɎɗɎ 

ɑɔɐɆɑɢɓɔɏ ɗɎɗɘɋɒɡ ɎɑɎ ɊɔɒɋɓɆ. 

 

ȵɖɎɒɋɖɡ: 

 

<custom_item>  

 type: CHECK_ACCOUNT 

 description: "Accounts: Guest account status"  

 value_type: POLICY_SET  

 value_data: "Disabled"  

 account_type: G UEST_ACCOUNT 

</custom_item>  

 

<custom_item>  

 type: CHECK_ACCOUNT 

 description: "Accounts: Rename administrator account"  

 value_type: POLICY_TEXT  

 value_data: "Dom_adm"  

 account_type: ADMINISTRATOR_ACCOUNT  

</custom_item>  
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<custom_item>  

 type: CHECK_ACCOUNT 

 description: "Accounts: Rename administrator account"  

 value_type: POLICY_TEXT  

 value_data: "Administrator"  

 account_type: ADMINISTRATOR_ACCOUNT  

 check_type: CHECK_NOT_EQUAL  

</custom_item>  

 

CHECK_LOCAL_GROUP 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: CHECK_LOCAL_GROUP 

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 group_type: [GROUP_TYPE]  

 (optional) check_type : [CHECK_TYPE]  

</custom_item>  

 
Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɎɒɋɓɆ Ɏ ɗɘɆɘəɗ ɉɖəɕɕ, ɕɋɖɋɝɎɗɑɋɓɓɡɛ Ɉ lusmgr.msc . 

 

Ȫɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɘɔɉɔ, ɐɆɐəɤ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɓəɌɓɔ ɕɖɔɈɋɖɎɘɢ, ɣɘɔɘ ɣɑɋɒɋɓɘ 

Ɏɗɕɔɑɢɍəɋɘ ɕɔɑɋ group_type . ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 

> ADMINISTRATORS_GROUP 

> USERS_GROUP 

> GUESTS_GROUP 

> POWER_USERS_GROUP 

> ACCOUNT_OPERATORS_GROUP 

> SERVER_OPERATORS_GROUP 

> PRINT_OPERATORS_GROUP 

> BACKUP_OPERATORS_GROUP 

> REPLICATORS_GROUP 

 
ȪɔɕəɗɘɎɒɡɒɎ Ɋɑɥ ɕɔɑɥ value_type  ɘɎɕɆɒɎ ɥɈɑɥɤɘɗɥ: 

 

> POLICY_SET (ɗɘɆɘəɗ ɉɖəɕɕɡ ɕɖɔɈɋɖɋɓ) 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

> POLICY_TEXT (Ɏɒɥ ɉɖəɕɕɡ ɕɖɔɈɋɖɋɓɔ) 
value_type: POLICY_TEXT  

value_data: "Guests1"  (Ɉ ɣɘɔɒ ɗɑəɝɆɋ value_data  ɒɔɌɋɘ ɇɡɘɢ ɑɤɇɔɏ ɘɋɐɗɘɔɈɔɏ 

ɗɘɖɔɐɔɏ) 
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ȵɖɎɒɋɖɡ: 

 

<custom_item>  

 type: CHECK_LOCAL_GROUP 

 description: "Local Guest group must be enabled"  

 value_type: POLICY_SET  

 value_data:  "enabled"  

 group_type: GUESTS_GROUP  

 check_type: CHECK_EQUAL  

</custom_item>  

 

<custom_item>  

 type: CHECK_LOCAL_GROUP 

 description: "Guests group account name should be Guests"  

 value_type: POLICY_TEXT  

 value_data: "Guests"  

 group_type: GUESTS_GROUP  

 check _type: CHECK_EQUAL  

</custom_item>  

 

<custom_item>  

 type: CHECK_LOCAL_GROUP 

 description: "Guests group account name should not be Guests"  

 value_type: POLICY_TEXT  

 value_data: "Guests"  

 group_type: GUESTS_GROUP  

 check_type: CHECK_NOT_EQUAL  

</custom_item>  

 

ANONYMOUS_SID_SETTING 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: ANONYMOUS_SID_SETTING 

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type: [value]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐ ɕɖɔɈɋɖɥɋɘ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ ɖɆɍɊɋɑɋ 

«Security Settings -> Local Policies -> Security Options -> Network access: Allow 

anonymous SID/Name translationè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> ȱɔɐɆɑɢɓɡɋ ɕɔɑɎɘɎɐɎ -> 

ȵɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ -> Ȫɔɗɘəɕ ɐ ɗɋɘɎ: ɖɆɍɖɋɞɎɘɢ ɘɖɆɓɗɑɥɜɎɤ ɆɓɔɓɎɒɓɔɉɔ SID Ɉ 
Ɏɒɥ). ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ LsaQuerySecurityObject  Ɋɑɥ 

ɊɋɗɐɖɎɕɘɔɖɆ ɕɔɑɎɘɎɐɎ LSA. 
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ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 
value_type: POLICY_SET  

value_data: "Enabled" or "Disabled"  

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ ɣɘɆ ɕɔɑɎɘɎɐɆ: 

 

> ɥɈɑɥɋɘɗɥ ɕɖɔɈɋɖɐɔɏ ɖɆɍɖɋɞɋɓɎɏ Ɋɑɥ ɗɑəɌɇɡ LSA; 

> ɕɖɔɈɋɖɥɋɘ, əɗɘɆɓɔɈɑɋɓ ɑɎ Ɋɑɥ ɕɔɑɢɍɔɈɆɘɋɑɥ ANONYMOUS_USER ɚɑɆɉ 
POLICY_LOOKUP_NAMES; 

> ɓɋ ɖɋɐɔɒɋɓɊəɋɘɗɥ Ɉ ȴȷ Windows 2003, ɕɔɘɔɒə ɝɘɔ ɆɓɔɓɎɒɓɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ ɓɋ 
ɒɔɌɋɘ ɕɔɑəɝɎɘɢ Ɋɔɗɘəɕ ɐ ɐɆɓɆɑə LSA. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: ANONYMOUS_SID_SETTING 

 description: "Network access: Allow anonymous SID/Name translation"  

 value_type: POLICY_SET  

 value_data: "Disabled"  

</custom_item>  

 

SERVICE_POLICY 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: SERVICE_POLICY  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type: [value]  

 service_name: ["service name"]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ Ɏɗɕɔɑɢɍəɋɒɡɋ ɕɖɎ ɍɆɕəɗɐɋ ɍɓɆɝɋɓɎɥ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ 

ɖɆɍɊɋɑɋ çSystem Servicesè (ɗɎɗɘɋɒɓɡɋ ɗɑəɌɇɡ). ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ 

ɈɡɍɔɈɆ ɚəɓɐɜɎɎ RegQueryValueEx  Ɋɑɥ ɗɑɋɊəɤɟɎɛ ɖɆɍɊɋɑɔɈ: 

 

> ɖɆɍɊɋɑ: "SYSTEM\CurrentControlSet\Services\" + Ɏɒɥ_ɗɑəɌɇɡ 

> ɣɑɋɒɋɓɘ: "Start" 

 

ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 
value_type: SERVICE_SET  

value_data: "Automatic", "Manual" or "Disabled"  
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svc_option: CAN_BE_NULL or CAN_NOT_BE_NULL  

 

ȵɔɑɋ service_name  ɗɔɔɘɈɋɘɗɘɈəɋɘ ɎɒɋɓɎ ɗɑəɌɇɡ REAL. Ƀɘɔ Ɏɒɥ ɒɔɌɓɔ ɕɔɑəɝɎɘɢ ɕəɘɋɒ: 

 

1) ɍɆɕəɗɐɆ ɕɆɓɋɑɎ əɕɖɆɈɑɋɓɎɥ çȷɑəɌɇɡè (Ɉ ɐɔɒɕɔɓɋɓɘɋ çȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋè); 

2) ɈɡɇɔɖɆ ɌɋɑɆɋɒɔɏ ɗɑəɌɇɡ; 

3) ɔɘɐɖɡɘɎɥ ɊɎɆɑɔɉɔɈɔɉɔ ɔɐɓɆ çȷɈɔɏɗɘɈɆè (ɓɆɌɆɘɎɋ ɕɖɆɈɔɏ ɐɓɔɕɐɎ ɒɡɞɎ -> ɕəɓɐɘ 

çȷɈɔɏɗɘɈɆè); 

4) ɎɍɈɑɋɝɋɓɎɥ ɝɆɗɘɎ çȮɒɥ ɗɑəɌɇɡè. 

 

ȳɆɗɘɖɔɏɐə ɖɆɍɖɋɞɋɓɎɥ ɗɑəɌɇɡ ɒɔɌɓɔ ɕɖɔɈɋɖɎɘɢ ɗ ɕɔɒɔɟɢɤ ɣɑɋɒɋɓɘɆ 

SERVICE_PERMISSIONS. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: SERVICE_POLICY  

 description: "Background Intelligent Transfer Service"  

 value_type: SERVICE_SET  

 value_data: "Disabled"  

 service_name: "BITS"  

</custom_item>  

 

FILE_CHECK 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: FILE_CHECK  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optiona l) check_type: [value]  

 file_option: [OPTION_TYPE]  

</custom_item>  

 
Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ, ɗəɟɋɗɘɈəɋɘ ɚɆɏɑ (value_data ) ɎɑɎ ɓɋɘ 

(file_option ). ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ CreateFile . 

 

ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 
value_type: PO LICY_TEXT 

value_data: "file name"  

file_option: MUST_EXIST or MUST_NOT_EXIST  
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ȵɖɎɒɋɖɡ: 

 

<custom_item>  

 type: FILE_CHECK  

 description: "Check that win.ini exists in the system root"  

 value_type: POLICY_TEXT  

 value_data: "%SystemRoot% \ win.ini"  

 file_option: MUST_EXIST 

</custom_item>  

 

<custom_item>  

 type: FILE_CHECK  

 description: "Check that bad.exe does not exist in the system root"  

 value_type: POLICY_TEXT  

 value_data: "%SystemRoot% \ bad.exe"  

 file_option: MUST_NOT_EXIST  

</custom_item>  

 

FILE_VERSION 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: FILE_VERSION  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 (optional) check_type:  [value]  

 file: PATH_TO_FILE  

 file_option: [OPTION_TYPE]  

 check_type: CHECK_TYPE  

</custom_item>  

 

ȵɔ əɒɔɑɝɆɓɎɤ ɣɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ, ɥɈɑɥɋɘɗɥ ɑɎ ɈɋɖɗɎɥ ɚɆɏɑɆ, əɐɆɍɆɓɓɔɉɔ 
Ɉ ɕɔɑɋ file , ɇɔɑɋɋ ɕɔɍɊɓɋɏ ɎɑɎ ɘɆɐɔɏ Ɍɋ, ɐɆɐ ɈɋɖɗɎɥ əɊɆɑɋɓɓɔɉɔ ɚɆɏɑɆ. ɃɘɆ ɕɖɔɈɋɖɐɆ 

ɘɆɐɌɋ ɒɔɌɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɘɔɉɔ, ɥɈɑɥɋɘɗɥ ɑɎ ɈɋɖɗɎɥ əɊɆɑɋɓɓɔɉɔ 
ɚɆɏɑɆ ɇɔɑɋɋ ɖɆɓɓɋɏ, ɗ ɕɔɒɔɟɢɤ ɔɕɜɎɎ check_type . 

 

ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 
value_type: POLICY_TEXT  

value_data: "file version"  

file_option: MUST_EXIST or MUST_NOT_EXIST  
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ȵɖɎɒɋɖɡ: 

 

<custom_item>  

 type: FILE_VERSION  

 description: "Audit for C: \ WINDOWS\ SYSTEM32\ calc.exe"  

 value_type: POLICY_TEXT  

 value_data: "1.1.1.1"  

 file: "C: \ WINDOWS\ SYSTEM32\ calc.exe"  

</custom_item>  

 

<custom_item>  

 type: FILE_VERSION  

 description: "Aud it for C: \ WINDOWS\ SYSTEM32\ calc.exe"  

 value_type: POLICY_TEXT  

 value_data: "1.1.1.1"  

 file: "C: \ WINDOWS\ SYSTEM32\ calc.exe"  

 check_type: CHECK_LESS_THAN  

</custom_item>  

 

REG_CHECK  
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: REG_CHECK  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 reg_option: [OPTION_TYPE]  

 (optional) check_type: [value]  

 (optional) key_item: [item value]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ, ɗəɟɋɗɘɈəɋɘ ɑɎ ɖɆɍɊɋɑ (ɎɑɎ ɣɑɋɒɋɓɘ) ɖɋɋɗɘɖɆ. ȪɆɓɓɆɥ 

ɕɖɔɈɋɖɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɏ RegOpenKeyEx Ɏ RegQueryValueEx . 

 

ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 
value_type: POLICY_TEXT  

value_data: "key path"  

reg_opt ion: MUST_EXIST or MUST_NOT_EXIST  

key_item: "item name"  

 

ȫɗɑɎ ɕɔɑɋ key_item  ɓɋ ɔɕɖɋɊɋɑɋɓɔ, ɘɔ ɣɘɔɘ ɣɑɋɒɋɓɘ ɕɖɔɈɋɖɥɋɘ ɗəɟɋɗɘɈɔɈɆɓɎɋ ɕəɘɎ ɐ 

ɖɆɍɊɋɑə. ȮɓɆɝɋ ɕɖɔɈɋɖɥɋɘɗɥ ɗəɟɋɗɘɈɔɈɆɓɎɋ ɣɑɋɒɋɓɘɆ. 
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ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: REG_CHECK  

 description: "Check the key HKLM \ SOFTWARE\ Adobe\ Acrobat 

Reader \ 7.0 \ AdobeViewer"  

 value_type: POLICY_TEXT  

 value_data: "HKLM \ SOFTWARE\ Adobe\ Acrobat Reader \ 7.0 \ AdobeViewer"  

 reg_option: MUST_NOT_EXIST  

 key_item: "EULA"  

</custom_item>  

 

REGISTRY_SETTING 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: REGISTRY_SETTING  

 description: ["description"]  

 value_type: [VALUE_TYPE]  

 value_data: [value]  

 reg_key: ["key name"]  

 reg_item: ["key i tem"]  

 (optional) check_type: [value]  

 (optional) reg_option: [KEY_OPTIONS]  

 (optional) reg_enum: ENUM_SUBKEYS  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɕɖɔɈɋɖɐɎ ɍɓɆɝɋɓɎɥ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. Ƀɘɔɘ 

ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ Ɏɗɕɔɑɢɍəɋɘɗɥ ɒɓɔɉɎɒɎ ɕɖɔɈɋɖɐɆɒɎ ɕɔɑɎɘɎɐɎ Ɉ ɖɆɍɊɋɑɋ çSecurity 

Settings -> Local Policies -> Security Optionsè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ -> ȱɔɐɆɑɢɓɡɋ 

ɕɔɑɎɘɎɐɎ -> ȵɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ). ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ 
ɚəɓɐɜɎɎ RegQueryValueEx . 

 
ȵɔɑɋ reg_key ɗɔɊɋɖɌɎɘ Ɏɒɥ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ (ɓɆɕɖɎɒɋɖ: 

«HKLM\SOFTWARE\Microsoft\Driver Signingè). ȵɋɖɈɆɥ ɝɆɗɘɢ ɖɆɍɊɋɑɆ (HKLM) 

Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ ɕɖɆɈɎɑɢɓɔɒə ɐəɗɘə ɖɋɋɗɘɖɆ. ȵɔɗɑɋɊəɤɟɎɏ ɕəɘɢ 
ɥɈɑɥɋɘɗɥ ɗɘɆɘɎɝɋɗɐɎɒ ɕəɘɋɒ ɐ ɒɋɗɘə ɖɆɗɕɔɑɔɌɋɓɎɥ ɓəɌɓɔɉɔ ɣɑɋɒɋɓɘɆ reg_item . 

 

 

Ȱəɗɘ ɖɋɋɗɘɖɆ HKU (HKEY_USERS) ɕɖɋɊɗɘɆɈɑɥɋɘ ɗɔɇɔɏ ɔɗɔɇɡɏ ɗɑəɝɆɏ. ȹɐɆɍɆɘɢ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖ SID Ɋɑɥ ɖɆɍɊɋɑɔɈ ɐəɗɘɆ HKU ɓɋɈɔɍɒɔɌɓɔ. Ȩ ɣɘɔɒ ɗɑəɝɆɋ 
ɚəɓɐɜɎɥ nbin  Ɉɡɕɔɑɓɥɋɘ ɈɓəɘɖɋɓɓɎɏ ɕɋɖɋɇɔɖ Ɉɗɋɛ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɈ SID, Ɏ 

ɕɖɔɈɋɖɐɆ ɕɖɔɛɔɊɎɘ ɘɔɑɢɐɔ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɍɓɆɝɋɓɎɥ Ɉɗɋɛ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɈ 

SID ɥɈɑɥɤɘɗɥ ɕɖɆɈɎɑɢɓɡɒɎ. 

 

ȳɆɕɖɎɒɋɖ: 
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<custom_item>  

type: REGISTRY_SETTING  

description: "HKU \ Control Panel \ Desktop \ ScreenSaveActive"  

value_type: POLICY_DWORD  

value_data: 1  

reg_key: "HKU \ Control Panel \ Desktop"  

reg_item: "ScreenSaveActive"  

</item>  

 

ɈɡɕɔɑɓɎɘ ɜɎɐɑ ɕɔ: 

 
HKU\ S- 1- 5- 18\ Control Panel \ Desktop \ ScreenSaveActive  

HKU\ S- 1- 5- 19\ Control Panel \ Desktop \ ScreenSaveActive  

HKU\ S- 1- 5- 20\ Control Panel \ Desktop \ ScreenSaveActive  

...  

 

Ɏ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ əɗɕɋɞɓɔɏ, ɋɗɑɎ ɣɑɋɒɋɓɘ ScreenSaveActive Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ 1 

Ɋɑɥ Ɉɗɋɛ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɈ SID. 

 

ȳɋɔɇɥɍɆɘɋɑɢɓɔɒə ɕɔɑɤ reg_option  ɒɔɌɋɘ ɇɡɘɢ ɕɖɎɗɈɔɋɓɔ ɍɓɆɝɋɓɎɋ CAN_BE_NULL, 

ɝɘɔɇɡ ɕɖɔɈɋɖɐɆ əɗɕɋɞɓɔ ɍɆɈɋɖɞɆɑɆɗɢ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɖɆɍɊɋɑɆ ɓɋ ɗəɟɋɗɘɈəɋɘ, Ɇ 

ɘɆɐɌɋ ɒɔɌɋɘ ɇɡɘɢ ɕɖɎɗɈɔɋɓɔ ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɋ ɍɓɆɝɋɓɎɋ CAN_NOT_BE_NULL. 

 
ȪɔɕɔɑɓɎɘɋɑɢɓɡɏ ɕɆɖɆɒɋɘɖ reg_enum  ɗ Ɇɖɉəɒɋɓɘɔɒ ENUM_SUBKEYS ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ 

Ɋɑɥ ɕɋɖɋɝɎɗɑɋɓɎɥ əɐɆɍɆɓɓɡɛ ɍɓɆɝɋɓɎɏ Ɋɑɥ Ɉɗɋɛ ɕɔɊɖɆɍɊɋɑɔɈ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. 
ȳɆɕɖɎɒɋɖ, Ɉ ɖɆɍɊɋɑɋ HKLM\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Uninstall  

ɕɋɖɋɝɎɗɑɋɓɔ ɒɓɔɉɔ ɕɆɐɋɘɔɈ ɕɖɔɉɖɆɒɒɓɔɉɔ ɔɇɋɗɕɋɝɋɓɎɥ. ȫɗɑɎ ɘɖɋɇəɋɘɗɥ ɗɖɆɈɓɎɘɢ 

ɍɓɆɝɋɓɎɋ ɕɔɑɥ CurrentVersion Ɋɑɥ Ɉɗɋɛ ɕɔɊɖɆɍɊɋɑɔɈ ɖɆɍɊɋɑɆ Uninstall, Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ 

ɕɆɖɆɒɋɘɖɔɒ reg_enum . 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: REGISTRY_SETTING  

 description: "DBMS network port, protocol, and service s (PPS) usage"  

 info: "Checking whether TCPDynamicPorts key value is configured (should 

be blank)."  

 value_type: POLICY_TEXT  

 value_data: ""  

 reg_key: "HKLM \ SOFTWARE\ Microsoft \ Microsoft SQL 

Server \ MSSQL.1\ MSSQLServer \ SuperSocketNetLib \ Tcp"  

 reg_item: "TCPD ynamicPorts"  

 reg_enum: ENUM_SUBKEYS 

 reg_option: CAN_BE_NULL  

</custom_item>  

 

Ƀɘɔɘ ɆəɊɎɘ ɐəɗɘɆ ɖɋɋɗɘɖɆ HKU ɓɋ ɈɐɑɤɝɆɋɘ ɎɊɋɓɘɎɚɎɐɆɘɔɖ ɇɋɍɔɕɆɗɓɔɗɘɎ SID Ɉ ɕəɘɢ 
ɖɋɋɗɘɖɆ reg_key . ȪɆɓɓɡɏ ɕɖɎɒɋɖ ɈɡɕɔɑɓɎɘ ɕɔɎɗɐ ɕɔ Ɉɗɋɒ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆɒ SID ɐəɗɘɆ 

HKU əɐɆɍɆɓɓɔɉɔ ɍɓɆɝɋɓɎɥ reg_item . 
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ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: REGISTRY_SETTING  

 description: "FakeAlert.BG trojan check"  

 value_type: POLICY_TEXT  

 reg_key: "HKU \ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Run"  

 reg_item: "brastk"  

 value_data: "C: \ WINDOWS\ System32 \ brastk.exe"  

 reg_option: CAN_BE_NULL  

 check_type: CHECK_NOT_EQUAL  

 info: "A registry en try for FakeAlert.BG trojan/downloader was found."  

 info: "The contents of this audit can be edited as desired."  

</custom_item>  

 

ȨɔɍɒɔɌɓɡ ɗɑɋɊəɤɟɎɋ ɔɗɓɔɈɓɡɋ ɘɎɕɡ ɕɔɑɥ value_type : 

 

> POLICY_SET 
value_data: "Enabled" or "Disabled"  

 

> POLICY_DWORD 
value_data: DWORD or RANGE [same dword as in registry or range]  

 

> POLICY_TEXT 
value_data: "TEXT" [same text as in registry]  

 

> POLICY_MULTI_TEXT 
va lue_data: "TEXT1" && "TEXT2" && ... && "TEXTN" [same texts as in 

registry]  

 

> POLICY_BINARY 
value_data: "0102ac0b...34fb" [same binary as in registry]  

 

> FILE_ACL, REG_ACL, SERVICE_ACL, LAUNCH_ACL, ACCESS_ACL 
value_data: "acl_name" [name of the acl to use]  

 

ȷɑɋɊəɤɟɎɋ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ ɘɎɕɡ Ɋɑɥ ɕɔɑɥ value_type  ɗəɟɋɗɘɈəɤɘ Ɏ Ɏɗɕɔɑɢɍəɤɘɗɥ Ɉ 

ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɔɕɖɋɊɋɑɋɓɓɡɛ ɣɑɋɒɋɓɘɆɛ: 

 

> DRIVER_SET 
value_data: "Silent Succeed", "Warn but allow installation", "Do not allow 

installation"  

 

> LDAP_SET 
value_data: "None" or "Require  Signing"  

 

> LOCKEDID_SET 
value_data: "user display name, domain and user names", "user display name 

only", "do not display user information"  

 

> SMARTCARD_SET 



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

38 
 

 

value_data: "No action", "Lock workstation", "Force logoff", "Disconnect 

if a remote terminal service s session"  

 

> LOCALACCOUNT_SET 
value_data: "Classic -  local users authenticate as themselves", "Guest 

only -  local users authenticate as guest"  

 

> NTLMSSP_SET 
value_data: "No minimum", "Require message integrity", "Require message 

confidentiality", "Require nt lmv2 session security", "Require 128 - bit 

encryption"  

 

> CRYPTO_SET 
value_data: "User input is not required when new keys are stored and 

used", "User is prompted when the key is first used" or "User must enter a 

password each time they use a key"  

 

> OBJECT_SET 
value_data: "Administrators group", "Object creator"  

 

> DASD_SET 
value_data: "Administrators", "administrators and power users", 

"Administrators and interactive users"  

 

> LANMAN_SET 
value_data: "Send LM & NTLM responses", "send lm & ntlm -  use ntlmv2 

session s ecurity if negotiated", "send ntlm response only", "send ntlmv2 

response only", "send ntlmv2 response only \ refuse lm" or "send ntlmv2 

response only \ refuse lm & ntlm"  

 

> LDAPCLIENT_SET 
value_data: "None", "Negotiate Signing" or "Require Signing"  

 

> EVENT_METHOD 
value_data: "by days", "manually" or "as needed"  

 

> POLICY_DAY 
value_data: DWORD or RANGE (time in days)  

 

> POLICY_KBYTE 
value_data: DWORD or RANGE  

 
Ȫɑɥ ɕɔɑɥ custom_item  Ɏɗɕɔɑɢɍəɏɘɋ ɔɗɓɔɈɓɡɋ ɘɎɕɡ value_type . ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɘɎɕɡ 

ɇɡɑɎ ɗɔɍɊɆɓɡ Ɋɑɥ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɔɕɖɋɊɋɑɋɓɓɡɛ ɣɑɋɒɋɓɘɔɈ. 

 
ȫɗɑɎ ɘɎɕ value_type  ð ACL, ɘɔ ɣɑɋɒɋɓɘ ɖɋɋɗɘɖɆ ɊɔɑɌɋɓ ɇɡɘɢ ɔɕɎɗɆɓɎɋɒ ɇɋɍɔɕɆɗɓɔɗɘɎ Ɉ 

ɊɈɔɎɝɓɔɒ ɚɔɖɒɆɘɋ. 
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ȵɖɎɒɋɖɡ: 

 

<custom _item>  

 type: REGISTRY_SETTING  

 description: "Network security: Do not store LAN Manager hash value on 

next password change"  

 value_type: POLICY_SET  

 value_data: "Enabled"  

 reg_key: "HKLM \ SYSTEM\ CurrentControlSet \ Control \ Lsa"  

 reg_item: "NoLMHash"  

</custom _item>  

 

<custom_item>  

 type: REGISTRY_SETTING  

 description: "Network access: Shares that can be accessed anonymously"  

 value_type: POLICY_MULTI_TEXT  

 value_data: "SHARE" && "EXAMPLE$"  

 reg_key: "HKLM \ SYSTEM\ CurrentControlSet \ Services \ LanManServer \ Paramete rs"  

 reg_item: "NullSessionShares"  

</custom_item>  

 

<custom_item>  

 type: REGISTRY_SETTING  

 description: "DCOM: Network Provisioning Service -  Launch permissions"  

 value_type: LAUNCH_ACL  

 value_data: "2"  

 reg_key: "HKLM \ SOFTWARE\ Classes \ AppID \ {39ce474e - 59c1 - 4b84 - 9be2 -

2600c335b5c6}"  

 reg_item: "LaunchPermission"  

</custom_item>  

 

<custom_item>  

 type: REGISTRY_SETTING  

 description: "DCOM: Automatic Updates -  Access permissions"  

 value_type: ACCESS_ACL  

 value_data: "3"  

 reg_key: "HKLM \ SOFTWARE\ Classes \ AppID \ {653 C5148- 4DCE- 4905 - 9CFD-

1B23662D3D9E}"  

 reg_item: "AccessPermission"  

</custom_item>  

 

GROUP_MEMBERS_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: GROUP_MEMBERS_POLICY 

 description: ["description"]  

 value_type: [value type]  

 value_data: [value]  
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 (optional) check _type: [value]  

 group_name: ["group name"]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɗəɟɋɗɘɈɔɈɆɓɎɋ ɔɕɖɋɊɋɑɋɓɓɔɉɔ ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

Ɉ ɔɊɓɔɏ ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ ɉɖəɕɕɆɛ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: POLICY_TEXT or POLICY_MULTI_TEXT  

value_data: "user1" && "user2" && ... && "usern"  

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ ɒɔɌɋɘ ɇɡɘɢ 
əɐɆɍɆɓɔ ɗ Ɏɒɋɓɋɒ ɊɔɒɋɓɆ, ɓɆɕɖɎɒɋɖ çȲȴȯ_ȪȴȲȫȳ\ȪɌɔɓ ȷɒɎɘè, Ɇ ɕɔɑɋ group_name  

ɔɕɖɋɊɋɑɥɋɘ ɋɊɎɓɗɘɈɋɓɓəɤ ɉɖəɕɕə Ɋɑɥ ɕɖɔɈɋɖɐɎ. 

 
Ȩ ɔɊɓɔɒ ɚɆɏɑɋ Nessus .audit  ɒɔɉəɘ ɇɡɘɢ ɔɕɖɋɊɋɑɋɓɡ ɣɑɋɒɋɓɘɡ Ɋɑɥ ɓɋɗɐɔɑɢɐɎɛ 

ɐɑɎɋɓɘɔɈ, ɕɔɣɘɔɒə ɕɖɔɈɋɖɥɘɢ ɗɕɎɗɐɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɉ ɖɆɍɑɎɝɓɡɛ ɉɖəɕɕɆɛ ɔɝɋɓɢ ɑɋɉɐɔ. 
ȵɖɎɈɋɊɋɒ ɕɖɎɒɋɖ ɕɔɑɎɘɎɐɎ .audit , ɕɖɔɈɋɖɥɤɟɋɏ, ɗɔɊɋɖɌɎɘ ɑɎ ɉɖəɕɕɆ Administrators 

ɘɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ çAdministratorè Ɏ çTENABLE\Domain admins» 

(Tenable\ɆɊɒɎɓɎɗɘɖɆɘɔɖɡ ɊɔɒɋɓɆ): 

 

<custom_item>  

 type: GROUP_MEMBERS_POLICY 

 description: "Checks Administrators members"  

 value_type: POLICY_MULTI_TEXT  

 value_data: "Administrator" && "TENABLE \ Domain admins"  

 group_name: "Admin istrators"  

</custom_item>  

 

ȵɖɎɈɋɊɋɒ ɔɇɖɆɍɋɜ ɗɓɎɒɐɆ ɣɐɖɆɓɆ Ɉ ɖɋɍəɑɢɘɆɘɋ ɈɡɕɔɑɓɋɓɎɥ ɕɖɎɈɋɊɋɓɓɔɉɔ Ɉɡɞɋ 

ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɆ .audit  Ɋɑɥ ɗɋɖɈɋɖɆ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows 2003: 

 

 
 

USER_GROUPS_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: USER_GROUPS_POLICY 

 descr iption: ["description"]  

 value_type: [value type]  

 value_data: [value]  
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 (optional) check_type: [value]  

 user_name: ["user name"]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ, ɕɖɎɓɆɊɑɋɌɎɘ ɑɎ ɕɔɑɢɍɔɈɆɘɋɑɢ ȴȷ Windows ɐ 
əɐɆɍɆɓɓɡɒ Ɉ value_data  ɉɖəɕɕɆɒ. ȷ ɕɔɒɔɟɢɤ ɣɘɔɉɔ ɆəɊɎɘɆ ɒɔɌɓɔ ɕɖɔɈɋɖɥɘɢ ɘɔɑɢɐɔ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɊɔɒɋɓɆ ɕɔ ɐɔɓɘɖɔɑɑɋɖə ɊɔɒɋɓɆ. ɃɘɆ ɕɖɔɈɋɖɐɆ ɓɋ ɕɖɎɒɋɓɎɒɆ ɐ ɘɆɐɎɒ 

Ɉɗɘɖɔɋɓɓɡɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɐɆɐ çLocal Serviceè (ɑɔɐɆɑɢɓɆɥ ɗɑəɌɇɆ). 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: USER_GROUPS_POLICY 

 description: "3.72 DG0005: DBMS administration OS accounts"  

 info: "Checking that the 'dba' account is a member of required groups 

only."  

 info: "Modify the account/groups in this audit to match your 

environment."  

 value_type: POLICY_MULTI_TEXT  

 value_data: "Users" && "SQL S erver DBA" && "SQL Server Users"  

 user_name: "dba"  

</custom_item>  

 

USER_RIGHTS_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: USER_RIGHTS_POLICY  

 description: ["description"]  

 value_type: [value type]  

 value_data: [value]  

 (optional) check_type: [value]  

 right_type: [right]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐ ɕɖɔɈɋɖɥɋɘ ɗɑɋɊəɤɟɋɋ ɍɓɆɝɋɓɎɋ, ɔɕɖɋɊɋɑɋɓɓɔɋ Ɉ ɖɆɍɊɋɑɋ 

«Security Settings -> Local Policies -> User Rights Assignmentè (ȳɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ 

-> ȱɔɐɆɑɢɓɡɋ ɕɔɑɎɘɎɐɎ -> ȵɖɋɊɔɗɘɆɈɑɋɓɎɋ ɕɖɆɈ ɕɔɑɢɍɔɈɆɘɋɑɥɒ). ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ 
ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ LsaEnumerateAccountsWithUserRight  Ɋɑɥ 

ɊɋɗɐɖɎɕɘɔɖɆ ɕɔɑɎɘɎɐɎ LSA. 

 
ȵɔɑɋ right_type  ɗɔɔɘɈɋɘɗɘɈəɋɘ ɎɗɕɡɘɡɈɆɋɒɔɒə ɕɖɆɈə. ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ 

ɍɓɆɝɋɓɎɥ: 

 
right_type: RIGHT  

 
ɉɊɋ RIGHT ɒɔɌɋɘ ɇɡɘɢ: 

 
SeAssignPrimaryTokenPrivilege  

SeAuditPrivilege  
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SeBackupPrivilege  

SeBatchLogonRight  

SeChangeNotifyPrivilege  

SeCreateGlobalPrivilege  

SeCreatePagefilePrivilege  

SeCreatePermanentPrivilege  

SeCreateTokenPrivilege  

SeDenyBatchLogonRight  

SeDenyInteractiveLogonRight  

SeDenyNetworkLogonRight  

SeDenyRemoteInteractiveLogonRight  

SeDenyServiceLogonRight  

SeDebugPrivilege  

SeEnableDelegationPrivilege  

SeImpersonatePrivilege  

SeIncreaseBasePriorityPrivilege  

SeIncreaseWorkingSetPrivilege  

SeIncreaseQuotaPrivilege  

SeInteractiveLogonRight  

SeLoadDriverPrivilege  

SeLockMemoryPrivilege  

SeMachineAccountPrivilege  

SeManageVolumePrivilege  

SeNetworkLogonRight  

SeProfileSingleProcessPrivilege  

SeRemoteShutdownPrivilege  

SeRemoteInteractiveLogonRight  

SeReLabelPrivilege  

SeRestorePrivilege  

SeSecurityPrivilege  

SeServiceLogonRight  

SeShutdownPrivilege  

SeSyncAgentPrivilege  

SeSystemEnvironmentPrivilege  

SeSyst emProfilePrivilege  

SeSystemtimePrivilege  

SeTakeOwnershipPrivilege  

SeTcbPrivilege  

SeTimeZonePrivilege  

SeUndockPrivilege  

SeUnsolicitedInputPrivilege  

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: USER_RIGHT  

value_data: "user1" && "user2" && "group1" && ... && "groupn"  

 

 

ȵɖɔɈɋɖɐɎ ɕɖɆɈ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉɡɕɔɑɓɥɤɘ ɒɓɔɉɔɝɎɗɑɋɓɓɡɋ ɍɆɕɖɔɗɡ ɐ 

ɐɔɓɘɖɔɑɑɋɖə ɊɔɒɋɓɆ. ɃɘɎ ɕɖɔɈɋɖɐɎ ɊɔɑɌɓɡ ɇɡɘɢ Ɉɐɑɤɝɋɓɡ Ɉ ɔɘɊɋɑɢɓɡɏ ɚɆɏɑ 

ɕɔɑɎɘɎɐɎ Ɏ ɍɆɕəɗɐɆɘɢɗɥ ɘɔɑɢɐɔ Ɉ ɔɘɓɔɞɋɓɎɎ ɐɔɓɘɖɔɑɑɋɖɆ ɊɔɒɋɓɆ Ɏ ȴȪȳȴȯ 

ɗɎɗɘɋɒɡ ɊɔɒɋɓɆ. 
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ȸɎɕ right  ɓɋ ɊɔɑɌɋɓ ɇɡɘɢ ɍɆɐɑɤɝɋɓ Ɉ ɐɆɈɡɝɐɎ, ɘɆɐ ɐɆɐ ɔɓ ɆɓɆɑɎɍɎɖəɋɘɗɥ Ɉ 

ɐɆɝɋɗɘɈɋ ɑɋɐɗɋɒɡ. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: USER_RIGHTS_POLICY  

 description: "Create a token object "  

 value_type: USER_RIGHT  

 value_data: "Administrators" && "Backup Operators"  

 right_type: SeCreateTokenPrivilege  

</custom_item>  

 

FILE_PERMISSIONS 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: FILE_PERMISSIONS  

 description: ["description"]  

 value_type: [value_type]  

 value_data: [value]  

 (optional) check_type: [value]  

 file: ["filename"]  

 (optional) acl_option: [acl_option]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɕɖɆɈɎɑɢɓɔɗɘɢ FILE_PERMISSIONS ɗɕɎɗɐɆ ACL. ȪɆɓɓɆɥ 

ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ GetSecurityInfo  ɗ 7 əɖɔɈɓɋɒ Ɋɑɥ 

ɊɋɗɐɖɎɕɘɔɖɆ ɚɆɏɑɆ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: FILE_ACL  

value_data: "ACLname"  

file: "PATH \ Filename"  

 

Ȩ ɐɆɝɋɗɘɈɋ ɎɒɋɓɎ ɚɆɏɑɆ ɎɑɎ ɕɆɕɐɎ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɑɋɊəɤɟɎɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ 

ɔɕɖɋɊɋɑɋɓɓɡɋ ɕəɘɎ: 

 
%allusersprofile%  

%windir%  

%systemroot%  

%commonfiles%  

%programfiles%  

%systemdrive%  

%systemdirectory%  
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ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ file  ɊɔɑɌɓɔ ɗɔɊɋɖɌɆɘɢ ɕɔɑɓɡɏ ɕəɘɢ ɐ ɚɆɏɑə ɎɑɎ ɎɒɋɓɎ ɕɆɕɐɎ (ɓɆɕɖɎɒɋɖ, 

C: \ WINDOWS\ SYSTEM32) ɎɑɎ Ɉ ɓɋɒ ɊɔɑɌɓɡ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɕɖɎɈɋɊɋɓɓɡɋ Ɉɡɞɋ 

ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕəɘɋɏ. Ȩ ɗɑəɝɆɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɐɑɤɝɋɈɡɛ ɗɑɔɈ 

ɊɔɑɌɋɓ ɇɡɘɢ Ɉɐɑɤɝɋɓ əɊɆɑɋɓɓɡɏ ɖɋɋɗɘɖ, ɝɘɔɇɡ ɗɐɆɓɋɖ Nessus ɒɔɉ ɔɕɖɋɊɋɑɎɘɢ 

ɍɓɆɝɋɓɎɥ ɕɋɖɋɒɋɓɓɡɛ ɕəɘɋɏ. 

> ȵɔɑɋ value_data  ɗɔɊɋɖɌɎɘ Ɏɒɥ ɗɕɎɗɐɆ ACL, ɔɕɖɋɊɋɑɋɓɓɔɉɔ Ɉ ɚɆɏɑɋ ɕɔɑɎɘɎɐɎ. 

> ȵɔɑɋ acl_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL ɎɑɎ CAN_NOT_BE_NULL, 

ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ ɎɑɎ ɈɡɊɆɝə ɔɞɎɇɐɎ Ɉ ɗɑəɝɆɋ 

ɔɘɗəɘɗɘɈɎɥ ɚɆɏɑɆ. 

 

ȵɖɎɒɋɖɡ: 

 

<file_acl: "ACL1">  

 

 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "Full Control"  

 </user>  

 

 <user: "System">  

  acl_inheritance: "not inherite d"  

  acl_apply: "This object only"  

  acl_allow: "Full Control"  

 </user>  

 

</acl>  

 

<custom_item>  

 type: FILE_PERMISSIONS  

 description: "Permissions for C: \ WINDOWS\ SYSTEM32" 

 value_type: FILE_ACL  

 value_data: "ACL1"  

 file: "C: \ WINDOWS\ SYSTEM32" 

</custom_item>  

 

<custom_item>  

 type: FILE_PERMISSIONS  

 description: "Permissions for C: \ WINDOWS\ SYSTEM32" 

 value_type: FILE_ACL  

 value_data: "ACL1"  

 file: "%SystemRoot% \ SYSTEM32" 

</custom_item>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɕɖɎɈɋɊɋɓɓɔɏ Ɉɡɞɋ ɕɖɔɈɋɖɐɎ ɒɔɊəɑɢ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇəɊɋɘ 
ɕɖɔɈɋɖɥɘɢ, ɗɔɔɘɈɋɘɗɘɈəɤɘ ɑɎ ɔɕɖɋɊɋɑɋɓɓɡɋ Ɋɑɥ %SystemRoot%\ SYSTEM32 ɖɆɍɖɋɞɋɓɎɥ 

ɔɕɎɗɆɓɓɡɒ Ɉ ɗɕɎɗɐɋ file_acl ACL1. 
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FILE_AUDIT 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: FILE_AUDIT  

 description: ["description"]  

 value_type: [value_type]  

 value_data: [value]  

 (optional) check_type: [value]  

 file: ["filename"]  

 (optional) acl_option : [acl_option]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɕɖɔɈɋɖɐɎ ɗɈɔɏɗɘɈ ɆəɊɎɘɆ (çȷɈɔɏɗɘɈɆ ï> 

ȧɋɍɔɕɆɗɓɔɗɘɢ ï> ȪɔɕɔɑɓɎɘɋɑɢɓɔ ï> ȦəɊɎɘè) ɚɆɏɑɆ ɎɑɎ ɕɆɕɐɎ, Ɏɗɕɔɑɢɍəɥ əɐɆɍɆɓɓɡɏ 
ɗɕɎɗɔɐ ACL. ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ GetSecuri tyInfo  ɗ 

əɖɔɈɓɋɒ SACL_SECURITY_INFORMATION (ɎɓɚɔɖɒɆɜɎɥ ɔ ɇɋɍɔɕɆɗɓɔɗɘɎ ɗɕɎɗɐɆ SACL) Ɋɑɥ 

ɊɋɗɐɖɎɕɘɔɖɆ ɚɆɏɑɆ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: FILE_ACL  

value_data: "ACLname"  

file: "PATH \ Filename"  

 

Ȩ ɐɆɝɋɗɘɈɋ ɎɒɋɓɎ ɚɆɏɑɆ ɎɑɎ ɕɆɕɐɎ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɑɋɊəɤɟɎɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ 

ɔɕɖɋɊɋɑɋɓɓɡɋ ɕəɘɎ: 

 
%allusersprofile%  

%windir%  

%systemroot%  

%commonfiles%  

%programfiles%  

%systemdrive%  

%systemdirectory%  

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ file  ɊɔɑɌɓɔ ɗɔɊɋɖɌɆɘɢ ɕɔɑɓɡɏ ɕəɘɢ ɐ ɚɆɏɑə ɎɑɎ ɎɒɋɓɎ ɕɆɕɐɎ (ɓɆɕɖɎɒɋɖ, 

C: \ WINDOWS\ SYSTEM32) ɎɑɎ Ɉ ɓɋɒ ɊɔɑɌɓɡ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɕɖɎɈɋɊɋɓɓɡɋ Ɉɡɞɋ 

ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕəɘɋɏ. Ȩ ɗɑəɝɆɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɐɑɤɝɋɈɡɛ ɗɑɔɈ 

ɊɔɑɌɋɓ ɇɡɘɢ Ɉɐɑɤɝɋɓ əɊɆɑɋɓɓɡɏ ɖɋɋɗɘɖ, ɝɘɔɇɡ ɗɐɆɓɋɖ Nessus ɒɔɉ ɔɕɖɋɊɋɑɎɘɢ 

ɍɓɆɝɋɓɎɥ ɕɋɖɋɒɋɓɓɡɛ ɕəɘɋɏ. 

> ȵɔɑɋ value_data  ɗɔɊɋɖɌɎɘ Ɏɒɥ ɗɕɎɗɐɆ ACL, ɔɕɖɋɊɋɑɋɓɓɔɉɔ Ɉ ɚɆɏɑɋ ɕɔɑɎɘɎɐɎ. 
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> ȵɔɑɋ acl_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL ɎɑɎ CAN_NOT_BE_NULL, 

ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ ɎɑɎ ɈɡɊɆɝə ɔɞɎɇɐɎ Ɉ ɗɑəɝɆɋ 

ɔɘɗəɘɗɘɈɎɥ ɚɆɏɑɆ. 

> ȵɔɑɥ acl_ allow  Ɏ acl_deny  ɗɔɔɘɈɋɘɗɘɈəɤɘ ɗɔɇɡɘɎɥɒ ɆəɊɎɘɆ Successful (əɗɕɋɞɓɔ 

ɕɖɔɏɊɋɓ) Ɏ Failed (ɓɋ ɕɖɔɏɊɋɓ). 

 
ȵɖɎɈɋɊɋɒ ɕɖɎɒɋɖ ɚɆɏɑɆ .audit , Ɉ ɐɔɘɔɖɔɒ ɖɋɆɑɎɍɔɈɆɓɆ ɚəɓɐɜɎɥ FILE_AUDIT, ɈɐɑɤɝɆɥ 

ɕɖɎɒɋɖ ɕɖɆɈɎɑɆ ɗɕɎɗɐɆ ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ɗ Ɏɒɋɓɋɒ ACL1. 

 

<check_type: "Windows " version:"2">  

<group_policy: "Audits SYSTEM32 directory for correct auditing 

permissions">  

 

<file_acl: "ACL1">  

 <user: "Everyone">  

  acl_inheritance: "not inherited"  

  acl_apply: "This folder, subfolders and files"  

  acl_deny: "full control"  

  acl_allow: "full control"  

 </user>  

</acl>  

 

<custom_item>  

 type: FILE_AUDIT  

 description: "Audit for C: \ WINDOWS\ SYSTEM32" 

 value_type: FILE_ACL  

 value_data: "ACL1"  

 file: "%SystemRoot% \ SYSTEM32" 

</custom_item>  

 

</group_policy>  

</check_type>  

 

FILE_CONTENT_CHECK 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: FILE_CONTENT_CHECK  

 description: ["description"]  

 value_type: [value_type]  

 value_data: ["filename"]  

 (option al) check_type: [value]  

 regex: ["regex"]  

 expect: ["regex"]  

(optional) file_option: [file_option]  

</custom_item>  
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Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ, ɗɔɊɋɖɌɎɘ ɑɎ ɚɆɏɑ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ regex  Ɏ 

ɗɔɔɘɈɋɘɗɘɈəɋɘ ɑɎ ɔɓɔ ɍɓɆɝɋɓɎɤ expect . 

 
ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ ReadFile  Ɋɑɥ ɊɋɗɐɖɎɕɘɔɖɆ ɚɆɏɑɆ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: POLICY_TEXT  

value_data: "PATH \ Filename"  

regex: "regex"  

expect: "regex"  

 

Ȩ ɐɆɝɋɗɘɈɋ ɎɒɋɓɎ ɚɆɏɑɆ ɎɑɎ ɕɆɕɐɎ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɑɋɊəɤɟɎɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ 

ɔɕɖɋɊɋɑɋɓɓɡɋ ɕəɘɎ: 

 
%allusersprofile%  

%windir%  

%systemroot%  

%commonfiles%  

%programfiles%  

%systemdrive%  

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɘɎɕɆ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ value_data  ɊɔɑɌɓɔ ɗɔɊɋɖɌɆɘɢ ɕɔɑɓɡɏ ɕəɘɢ ɐ ɚɆɏɑə ɎɑɎ ɎɒɋɓɎ ɕɆɕɐɎ 

(ɓɆɕɖɎɒɋɖ, C: \ WINDOWS\ SYSTEM32), ɎɑɎ Ɉ ɓɋɒ ɊɔɑɌɓɡ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɕɖɎɈɋɊɋɓɓɡɋ 

Ɉɡɞɋ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕəɘɋɏ. Ȩ ɗɑəɝɆɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɐɑɤɝɋɈɡɛ 

ɗɑɔɈ ɊɔɑɌɋɓ ɇɡɘɢ Ɉɐɑɤɝɋɓ əɊɆɑɋɓɓɡɏ ɖɋɋɗɘɖ, ɝɘɔɇɡ ɗɐɆɓɋɖ Nessus ɒɔɉ ɔɕɖɋɊɋɑɎɘɢ 

ɍɓɆɝɋɓɎɥ ɕɋɖɋɒɋɓɓɡɛ ɕəɘɋɏ. 

> ȵɔɑɋ regex  ɕɖɔɈɋɖɥɋɘ ɓɆɑɎɝɎɋ ɣɑɋɒɋɓɘɆ Ɉ ɚɆɏɑɋ. 

> ȵɔɑɋ expect  ɕɖɔɈɋɖɥɋɘ ɗɔɔɘɈɋɘɗɘɈɎɋ ɣɘɔɉɔ ɣɑɋɒɋɓɘɆ ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ. 

> ȵɔɑɋ file_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL, ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ 

ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ Ɉ ɗɑəɝɆɋ ɔɘɗəɘɗɘɈɎɥ ɚɆɏɑɆ. 

> ȵɔɑɋ file_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_NOT_BE_NULL, ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ 

ɔɞɎɇɐə, ɋɗɑɎ ɚɆɏɑ ɗəɟɋɗɘɈəɋɘ, ɓɔ ɕəɗɘɔɏ. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: FILE_CONTENT_CHECK  

 description: "File content for C: \ WINDOWS\ win.ini"  

 value_type: POLICY_TEXT  

 value_data: "C: \ WINDOWS\ win.ini"  

 regex: "aif=.*"  

 expect: "aif=MPEGVideo"  

</custom_item>  
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FILE_CONTENT_CHECK_NOT 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: FILE_CONTENT_CHECK_NOT 

 description: ["d escription"]  

 value_type: [value_type]  

 value_data: ["filename"]  

 (optional) check_type: [value]  

 regex: ["regex"]  

 expect: ["regex"]  

(optional) file_option: [file_option]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ, ɗɔɊɋɖɌɎɘ ɑɎ ɚɆɏɑ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ regex, Ɇ 

ɘɆɐɌɋ, ɝɘɔ ɣɘɔ ɈɡɖɆɌɋɓɎɋ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɋɘ ɍɓɆɝɋɓɎɤ ɕɔɑɥ expect. ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ 

ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ ReadFile  Ɋɑɥ ɊɋɗɐɖɎɕɘɔɖɆ ɚɆɏɑɆ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: POLICY_TEXT  

value_data: "PATH \ Filename"  

regex: "regex"  

expect : "regex"  

 

Ȩ ɐɆɝɋɗɘɈɋ ɎɒɋɓɎ ɚɆɏɑɆ ɎɑɎ ɕɆɕɐɎ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɑɋɊəɤɟɎɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ 

ɔɕɖɋɊɋɑɋɓɓɡɋ ɕəɘɎ: 

 
%allusersprofile%  

%windir%  

%systemroot%  

%commonfiles%  

%programfiles%  

%systemdrive%  

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɘɎɕɆ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ value_data  ɊɔɑɌɓɔ ɗɔɊɋɖɌɆɘɢ ɕɔɑɓɡɏ ɕəɘɢ ɐ ɚɆɏɑə ɎɑɎ ɎɒɋɓɎ ɕɆɕɐɎ 

(ɓɆɕɖɎɒɋɖ, C: \ WINDOWS\ SYSTEM32), ɎɑɎ Ɉ ɓɋɒ ɊɔɑɌɓɡ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɕɖɎɈɋɊɋɓɓɡɋ 

Ɉɡɞɋ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɕəɘɋɏ. Ȩ ɗɑəɝɆɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɐɑɤɝɋɈɡɛ 

ɗɑɔɈ ɊɔɑɌɋɓ ɇɡɘɢ Ɉɐɑɤɝɋɓ əɊɆɑɋɓɓɡɏ ɖɋɋɗɘɖ, ɝɘɔɇɡ ɗɐɆɓɋɖ Nessus ɒɔɉ ɔɕɖɋɊɋɑɎɘɢ 

ɍɓɆɝɋɓɎɥ ɕɋɖɋɒɋɓɓɡɛ ɕəɘɋɏ. 

> ȵɔɑɋ  regex  ɕɖɔɈɋɖɥɋɘ ɓɆɑɎɝɎɋ ɣɑɋɒɋɓɘɆ Ɉ ɚɆɏɑɋ. 

> ȵɔɑɋ expect  ɕɖɔɈɋɖɥɋɘ ɗɔɔɘɈɋɘɗɘɈɎɋ ɣɘɔɉɔ ɣɑɋɒɋɓɘɆ ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ. 

> ȵɔɑɋ file_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL, ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ 

ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ Ɉ ɗɑəɝɆɋ ɔɘɗəɘɗɘɈɎɥ ɚɆɏɑɆ. 
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> ȵɔɑɋ file_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_NOT_BE_NULL, ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ 

ɔɞɎɇɐə, ɋɗɑɎ ɚɆɏɑ ɗəɟɋɗɘɈəɋɘ, ɓɔ ɕəɗɘɔɏ. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: FILE_CONTENT_CHECK_NOT 

 description: "File cont ent for C: \ WINDOWS\ win.ini"  

 value_type: POLICY_TEXT  

 value_data: "C: \ WINDOWS\ win.ini"  

 (optional) check_type: [value]  

 regex: "au=.*"  

 expect: "au=MPEGVideo2"  

 file_option: CAN_NOT_BE_NULL  

</custom_item>  

 

REGISTRY_PERMISSIONS 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: REGISTRY_PERMISSIONS  

 description: ["description"]  

 value_type: [value_type]  

 value_data: [value]  

 (optional) check_type: [value]  

 reg _key: ["regkeyname"]  

 (optional) acl_option: [acl_option]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɕɖɆɈɎɑɢɓɔɗɘɢ ɗɕɎɗɐɆ ACL Ɋɑɥ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. 

ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ RegGetKeySecurity  Ɋɑɥ 

ɊɋɗɐɖɎɕɘɔɖɆ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: REG_ACL  

value_data: "ACLname"  

reg_key: "RegistryKeyName"  

 
Ȩ ɐɆɝɋɗɘɈɋ ɍɓɆɝɋɓɎɥ ɕɔɑɥ reg_key  ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɑɋɊəɤɟɎɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ 

ɔɕɖɋɊɋɑɋɓɓɡɋ ɕəɘɎ: 

 
HKLM (HKEY_LOCAL_MACHINE) 

HKU (HKEY_USERS) 

HKCR (HKEY_CLASS_ROOT) 
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ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ reg_key  ɊɔɑɌɓɔ ɗɔɊɋɖɌɆɘɢ ɕɔɑɓɡɏ ɕəɘɢ ɐ ɖɆɍɊɋɑə ɖɋɋɗɘɖɆ. 

> ȵɔɑɋ  value_data  ɗɔɊɋɖɌɎɘ Ɏɒɥ ɗɕɎɗɐɆ ACL, ɔɕɖɋɊɋɑɋɓɓɔɉɔ Ɉ ɚɆɏɑɋ ɕɔɑɎɘɎɐɎ. 

> ȵɔɑɋ acl_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL ɎɑɎ CAN_NOT_BE_NULL, 

ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ ɎɑɎ ɈɡɊɆɝə ɔɞɎɇɐɎ Ɉ ɗɑəɝɆɋ 

ɔɘɗəɘɗɘɈɎɥ ɖɆɍɊɋɑɆ. 

 

ȵɖɎɒɋɖ: 

 

<registry_acl: "ACL2">  

 

 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This key and subkeys"  

  acl_allow: "Full Control"  

 </user>  

 

 <user: "SYSTEM">  

  acl_inheritance: "not inherited"  

  acl_apply: "This key and subkeys"  

  acl_allow: "Full Control"  

 </user>  

 

</acl>  

 

<custom_item>  

 type: REGISTRY_PERMISSIONS  

 description: "Permissions for HKLM \ SOFTWARE\ Microsoft"  

 val ue_type: REG_ACL  

 value_data: "ACL2"  

 reg_key: "HKLM \ SOFTWARE\ Microsoft"  

</custom_item>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɕɖɎɈɋɊɋɓɓɔɏ Ɉɡɞɋ ɕɖɔɈɋɖɐɎ ɒɔɊəɑɢ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇəɊɋɘ 
ɕɖɔɈɋɖɥɘɢ, ɗɔɔɘɈɋɘɗɘɈəɤɘ ɑɎ ɔɕɖɋɊɋɑɋɓɓɡɋ Ɋɑɥ HKLM\ SOFTWARE\ Microsoft  ɖɆɍɖɋɞɋɓɎɥ 

ɔɕɎɗɆɓɓɡɒ Ɉ ɗɕɎɗɐɋ registry_acl ACL2. 

 

REGISTRY_AUDIT 
 

 

Ȫɑɥ ɓɆɊɑɋɌɆɟɋɉɔ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɘɖɋɇəɋɘɗɥ əɊɆɑɋɓɓɡɏ Ɋɔɗɘəɕ ɐ 

ɖɋɋɗɘɖə Ɋɑɥ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ Windows. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: REGISTRY_AUDIT  

 description: ["description"]  

 value_type: [value_type]  

 value_data: [value]  
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 reg_key: ["regkeyname"]  

 (optional) acl_option: [acl_option ]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɕɖɆɈɎɑɢɓɔɗɘɢ ɗɕɎɗɐɆ ACL Ɋɑɥ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. 
ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ RegGetKeySecurity  Ɋɑɥ 

ɊɋɗɐɖɎɕɘɔɖɆ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: REG_ACL  

value_data: "AC Lname"  

reg_key: "RegistryKeyName"  

 
Ȩ ɐɆɝɋɗɘɈɋ ɍɓɆɝɋɓɎɥ ɕɔɑɥ reg_key  ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɑɋɊəɤɟɎɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ 

ɔɕɖɋɊɋɑɋɓɓɡɋ ɕəɘɎ: 

 
HKLM (HKEY_LOCAL_MACHINE) 

HKU (HKEY_USERS) 

HKCR (HKEY_CLASS_ROOT) 

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ reg_key  ɊɔɑɌɓɔ ɗɔɊɋɖɌɆɘɢ ɕɔɑɓɡɏ ɕəɘɢ ɐ ɖɆɍɊɋɑə ɖɋɋɗɘɖɆ. 

> ȵɔɑɋ  value_data  ɗɔɊɋɖɌɎɘ Ɏɒɥ ɗɕɎɗɐɆ ACL, ɔɕɖɋɊɋɑɋɓɓɔɉɔ Ɉ ɚɆɏɑɋ ɕɔɑɎɘɎɐɎ. 

> ȵɔɑɋ acl_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL ɎɑɎ CAN_NOT_BE_NULL, 

ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ ɎɑɎ ɈɡɊɆɝə ɔɞɎɇɐɎ Ɉ ɗɑəɝɆɋ 

ɔɘɗəɘɗɘɈɎɥ ɖɆɍɊɋɑɆ. 

> ȵɔɑɥ acl_allow  Ɏ acl_deny  ɗɔɔɘɈɋɘɗɘɈəɤɘ ɗɔɇɡɘɎɥɒ ɆəɊɎɘɆ Successful (əɗɕɋɞɓɔ 

ɕɖɔɏɊɋɓ) Ɏ Failed (ɓɋ ɕɖɔɏɊɋɓ). 

 

ȵɖɎɈɋɊɋɒ ɕɖɎɒɋɖ ɚɆɏɑɆ .audit , Ɉɡɕɔɑɓɥɤɟɋɉɔ ɆəɊɎɘ ɖɆɍɊɋɑɆ ɖɋɋɗɘɖɆ 

«HKLM\SOFTWARE\Microsoftè ɕɔ ɗɕɎɗɐə ɐɔɓɘɖɔɑɥ ɊɔɗɘəɕɆ ACL2, ɐɔɘɔɖɡɏ ɓɋ ɕɔɐɆɍɆɓ: 

 

<custom_item>  

 type: REGISTRY_AUDIT  

 description: "Audit for HKLM \ SOFTWARE\ Microsoft"  

 value_type: REG_ACL  

 value_data: "ACL2"  

 reg_key: "HKLM \ SOFTWARE\ Microsoft"  

</custom_item>  

 

SERVICE_PERMISSIONS 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: SERVICE_PERMISSIONS  

 description: ["description"]  
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 value_type: [value_type]  

 value_data: [value]  

 (optional) check_type: [value]  

 service: ["servicename"]  

 (optional) acl_option: [acl_option]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɕɖɆɈɎɑɢɓɔɗɘɢ ACL ɗɑəɌɇɡ. ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ 

ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ QueryServiceObjectSecurity  Ɋɑɥ ɊɋɗɐɖɎɕɘɔɖɆ 

ɗɑəɌɇɡ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: SERVICE_ACL  

value_data: "ACLname"  

service: "ServiceName"  

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ value_data  ɗɔɊɋɖɌɎɘ Ɏɒɥ ɗɕɎɗɐɆ ACL, ɔɕɖɋɊɋɑɋɓɓɔɉɔ Ɉ ɚɆɏɑɋ ɕɔɑɎɘɎɐɎ. 

> ȵɔɑɋ acl_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL ɎɑɎ CAN_NOT_BE_NULL, 

ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ ɎɑɎ ɈɡɊɆɝə ɔɞɎɇɐɎ Ɉ ɗɑəɝɆɋ 

ɔɘɗəɘɗɘɈɎɥ ɖɆɍɊɋɑɆ. 

 

ȵɖɎɒɋɖ: 

 

<service_acl: "ACL3">  

 

 <user: "Administrators">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "query template" | "change template" | "query status" | 

"enumerate dependents" | "start" | "st op" | "pause and continue" | 

"interrogate" | "user - defined control" | "delete" | "read 

permissions" | "change permissions" | "take ownership"  

 </user>  

 

 <user: "SYSTEM">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "query  template" | "change template" | "query status" | 

"enumerate dependents" | "start" | "stop" | "pause and continue" | 

"interrogate" | "user - defined control" | "delete" | "read 

permissions" | "change permissions" | "take ownership"  

 </user>  

 

 <user: "Interac tive">  

  acl_inheritance: "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "query template" | "query status" | "enumerate dependents" | 

"interrogate" | "user - defined control" | "read permissions"  

 </user>  
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 <user: "Everyone">  

  acl_inheritance:  "not inherited"  

  acl_apply: "This object only"  

  acl_allow: "query template" | "change template" | "query status" | 

"enumerate dependents" | "start" | "stop" | "pause and continue" | 

"interrogate" | "user - defined control" | "delete" | "read 

permissions" | "change permissions" | "take ownership"  

 </user>  

 

</acl>  

 

<custom_item>  

 type: SERVICE_PERMISSIONS  

 description: "Permissions for Alerter Service"  

 value_type: SERVICE_ACL  

 value_data: "ACL3"  

 service: "Alerter"  

</custom_item>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɕɖɎɈɋɊɋɓɓɔɏ Ɉɡɞɋ ɕɖɔɈɋɖɐɎ ɒɔɊəɑɢ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇəɊɋɘ 

ɕɖɔɈɋɖɥɘɢ, ɗɔɔɘɈɋɘɗɘɈəɤɘ ɑɎ ɔɕɖɋɊɋɑɋɓɓɡɋ Ɋɑɥ ɗɑəɌɇɡ ɔɕɔɈɋɟɋɓɎɏ ɖɆɍɖɋɞɋɓɎɥ 

ɔɕɎɗɆɓɓɡɒ Ɉ ɗɕɎɗɐɋ service_acl ACL3. 

 

SERVICE_AUDIT 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: SERVICE_AUDIT  

 description: ["description" ]  

 value_type: [value_type]  

 value_data: [value]  

 (optional) check_type: [value]  

 service: ["servicename"]  

 (optional) acl_option: [acl_option]  

</custom_item>  

 

Ƀɘɔɘ ɣɑɋɒɋɓɘ ɕɔɑɎɘɎɐɎ ɕɖɔɈɋɖɥɋɘ ɕɖɆɈɎɑɢɓɔɗɘɢ ACL ɗɑəɌɇɡ. ȪɆɓɓɆɥ ɕɖɔɈɋɖɐɆ 
ɕɖɔɈɔɊɎɘɗɥ ɕəɘɋɒ ɈɡɍɔɈɆ ɚəɓɐɜɎɎ QueryServiceObjectSecurity  Ɋɑɥ ɊɋɗɐɖɎɕɘɔɖɆ 

ɗɑəɌɇɡ. 

 

ȪɔɕəɗɘɎɒ ɗɑɋɊəɤɟɎɏ ɘɎɕ: 

 
value_type: SERVICE_ACL  

value_data: "ACLname"  

service: "ServiceName"  

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɣɘɔɉɔ ɘɎɕɆ ɆəɊɎɘɆ ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ ɓɆ ɗɑɋɊəɤɟɋɋ: 

 

> ȵɔɑɋ value_data  ɗɔɊɋɖɌɎɘ Ɏɒɥ ɗɕɎɗɐɆ ACL, ɔɕɖɋɊɋɑɋɓɓɔɉɔ Ɉ ɚɆɏɑɋ ɕɔɑɎɘɎɐɎ. 
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> ȵɔɑɋ acl_option  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ CAN_BE_NULL ɎɑɎ CAN_NOT_BE_NULL, 

ɝɘɔɇɡ əɗɘɆɓɔɈɎɘɢ əɗɕɋɞɓɔɋ ɕɖɔɛɔɌɊɋɓɎɋ ɕɖɔɈɋɖɐɎ ɎɑɎ ɈɡɊɆɝə ɔɞɎɇɐɎ Ɉ ɗɑəɝɆɋ 

ɔɘɗəɘɗɘɈɎɥ ɖɆɍɊɋɑɆ. 

> ȵɔɑɥ acl_allow  Ɏ acl_deny  ɗɔɔɘɈɋɘɗɘɈəɤɘ ɗɔɇɡɘɎɥɒ ɆəɊɎɘɆ Successful (əɗɕɋɞɓɔ 

ɕɖɔɏɊɋɓ) Ɏ Failed (ɓɋ ɕɖɔɏɊɋɓ). 

 
ȵɖɎɈɋɊɋɒ ɕɖɎɒɋɖ ɚɆɏɑɆ .audit  Ɋɑɥ ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɗɑəɌɇɡ ɔɕɔɈɋɟɋɓɎɏ Alerter: 

 

<custom_item>  

 type: SERVICE_AUDIT  

 description: "Audit for Alerter Service"  

 value_type: SERVICE_ACL  

 value_data: "A CL3"  

 service: "Alerter"  

</custom_item>  

 

WMI_POLICY 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<custom_item>  

 type: WMI_POLICY  

 description: "Test for WMI Value"  

 value_type: [value_type]  

 value_data: [value]  

 (optional) check_type: [value]  

 wmi_namespace: ["namespace"]  

 wmi_reques t: ["request select statement"]  

 wmi_attribute: ["attribute"]  

 wmi_key: ["key"]  

</custom_item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɍɆɕɖɆɞɎɈɆɋɘ Ɉ ɇɆɍɋ ɊɆɓɓɡɛ WMI ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Windows 

ɍɓɆɝɋɓɎɥ, əɐɆɍɆɓɓɡɋ Ɉ ɕɖɔɗɘɖɆɓɗɘɈɋ Ɏɒɋɓ/ɐɑɆɗɗɋ/ɆɘɖɎɇəɘɋ. 

 

Ȩ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ Ɏɗɕɔɑɢɍəɋɒɔɉɔ ɗɎɓɘɆɐɗɎɗɆ ɒɔɉəɘ ɇɡɘɢ ɎɍɈɑɋɝɋɓɡ ɍɓɆɝɋɓɎɥ ɖɋɋɗɘɖɆ 

ɎɑɎ ɕɔɑəɝɋɓɡ Ɉ ɈɎɊɋ ɕɋɖɋɝɎɗɑɋɓɎɥ ɎɒɋɓɆ ɆɘɖɎɇəɘɔɈ. 

 

ȪɔɕəɗɘɎɒɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ: 

 
wmi_namespace: "namespace"  

wmi_request: "WMI Query"  

wmi_attribute: "Name"  

wmi_key: "Name"  

wmi_option: option  

 

ȫɗɑɎ ɈɡɇɖɆɘɢ ɐɔɓɚɎɉəɖɆɜɎɤ ɗɑəɌɇɡ ɗ ɕɖɔɊəɇɑɎɖɔɈɆɓɓɡɒɎ Ɉ ɗɎɗɘɋɒɋ ɍɓɆɝɋɓɎɥɒɎ 

(ɓɆɕɖɎɒɋɖ, MSFTPSVC/83207416 Ɏ MSFTPSVC/2), ɘɔ ɍɆɕɖɔɗ ɎɍɈɑɋɝɋɘ ɈɡɇɖɆɓɓɡɏ 

ɆɘɖɎɇəɘ Ɏɍ ɔɇɋɎɛ. ȫɗɑɎ ɔɊɓɔ Ɏɍ ɣɘɎɛ ɍɓɆɝɋɓɎɏ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɋɘ ɍɓɆɝɋɓɎɤ ɕɔɑɎɘɎɐɎ, ɘɔ 
Ɉ ɔɘɝɋɘ ɇəɊɋɘ ɊɔɇɆɈɑɋɓɔ ɍɓɆɝɋɓɎɋ wmi_key , ɝɘɔɇɡ ɔɘɒɋɘɎɘɢ, ɐɆɐɔɋ Ɏɒɋɓɓɔ. ȵɔɑɋ  
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wmi_enum ɕɔɍɈɔɑɥɋɘ ɕɔɑəɝɎɘɢ ɕɋɖɋɝɎɗɑɋɓɎɋ Ɏɒɋɓ ɐɔɓɚɎɉəɖɆɜɎɏ Ɉ ɕɖɔɗɘɖɆɓɗɘɈɋ Ɏɒɋɓ 

Ɋɑɥ ɗɖɆɈɓɋɓɎɥ ɎɑɎ ɕɖɔɈɋɖɐɎ ɍɓɆɝɋɓɎɥ ɕɔɑɎɘɎɐɎ. ȷɒ. ɕɖɎɈɋɊɋɓɓɡɋ ɓɎɌɋ ɕɖɎɒɋɖɡ. 

 

ȵɖɎɒɋɖ 1: 

 

<custom_item>  

 type: WMI_POLICY  

 description: "IIS te st"  

 value_type: POLICY_DWORD  

 value_data: 0  

 wmi_namespace: "root/MicrosoftIISv2"  

 wmi_request: "SELECT Name, UserIsolationMode FROM IIsFtpServerSetting"  

 wmi_attribute: "UserIsolationMode"  

 wmi_key: "Name"  

</custom_item>  

 

ȵɖɎ ɓɆɑɎɝɎɎ Ɉ ɗɎɗɘɋɒɋ ɊɈəɛ ɐɔɓɚɎɉəɖɆɜɎɏ ɗɑəɌɇɡ FTP (MSFTPSVC/83207416 Ɏ 

MSFTPSVC/2) ɊɆɓɓɡɏ ɍɆɕɖɔɗ ɎɍɈɑɋɝɋɘ ɆɘɖɎɇəɘ UserIsolationMode Ɋɑɥ ɔɇɋɎɛ ɗɑəɌɇ. ȫɗɑɎ 

ɔɊɓɔ Ɏɍ ɍɓɆɝɋɓɎɏ ɣɘɔɉɔ ɆɘɖɎɇəɘɆ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɋɘ ɍɓɆɝɋɓɎɤ ɕɔɑɎɘɎɐɎ (0), ɘɔ ɍɓɆɝɋɓɎɋ 
wmi_key  (Ɉ ɊɆɓɓɔɒ ɗɑəɝɆɋ) ɇəɊɋɘ ɊɔɇɆɈɑɋɓɔ Ɉ ɔɘɝɋɘ, ɝɘɔɇɡ ɔɘɒɋɘɎɘɢ, ɐɆɐɔɋ Ɏɒɋɓɓɔ. 

 

ȵɖɎɒɋɖ 2: 

 

<custom_item>  

 type: WMI_POLICY  

 description: "IIS test2"  

 value_type: POLICY_MULTI_TEXT  

 value_data: "MSFTPSVC/83207416" && "MSFTPSVC/2"  

 wmi_namespace: "root/MicrosoftIISv2"  

 wmi_request: "SELECT Name FROM IIs FtpServerSetting"  

 wmi_attribute: "Name"  

 wmi_key: "Name"  

 wmi_option: WMI_ENUM  

</custom_item>  

 

Ȩ ɣɘɔɒ ɕɖɎɒɋɖɋ Ɉɡɕɔɑɓɥɋɘɗɥ ɕɖɔɈɋɖɐɆ ɗəɟɋɗɘɈɔɈɆɓɎɥ ɊɈəɛ ɊɋɏɗɘɈɎɘɋɑɢɓɡɛ Ɏɒɋɓ 
ɐɔɓɚɎɉəɖɆɜɎɏ, əɐɆɍɆɓɓɡɛ Ɉ ɕɔɑɋ value_data . Microsoft WMI CIM Studio ï ɣɘɔ ɜɋɓɓɔɋ 

ɗɖɋɊɗɘɈɔ, ɕɔɍɈɔɑɥɤɟɋɋ ɕɔɊɖɔɇɓɋɋ əɍɓɆɘɢ ɔ ɕɖɔɗɘɖɆɓɗɘɈɋ Ɏɒɋɓ WMI Ɏ ɗɈɥɍɆɓɓɡɛ ɗ ɓɎɒ 

ɆɘɖɎɇəɘɆɛ, ɐɔɘɔɖɔɋ ɒɔɌɓɔ ɍɆɉɖəɍɎɘɢ ɕɔ ɗɗɡɑɐɋ: 
http://www.microsoft.com/downloads/details.aspx?FamilyID=6430f853-1120-48db-8cc5-
f2abdc3ed314&displaylang=en 
 

ɉȷȱȸȱȹȾɇ 

Ƀɑɋɒɋɓɘɡ (item) ð ɣɘɔ ɘɎɕɡ ɕɖɔɈɋɖɔɐ, ɐɔɘɔɖɡɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɔɕɖɋɊɋɑɋɓɡ Ɉ Windows 

Compliance Checks Engine (ɗɎɗɘɋɒɆ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Windows). ȴɓɎ Ɏɗɕɔɑɢɍəɤɘɗɥ 

Ɋɑɥ ɝɆɗɘɔ ɕɖɔɈɋɖɥɋɒɡɛ ɣɑɋɒɋɓɘɔɈ Ɏ Ɋɑɥ ɗɔɐɖɆɟɋɓɎɥ Ɋɔ ɒɎɓɎɒəɒɆ ɗɎɓɘɆɐɗɎɗɆ, 

ɓɋɔɇɛɔɊɎɒɔɉɔ Ɋɑɥ ɗɔɍɊɆɓɎɥ ɆəɊɎɘɔɖɗɐɎɛ ɕɖɔɈɋɖɔɐ. Ƀɑɋɒɋɓɘ Ɏɒɋɋɘ ɗɑɋɊəɤɟəɤ 

ɗɘɖəɐɘəɖə: 

 
<item>  

 name: ["predefined_entry"]  

 value: [value]  

http://www.microsoft.com/downloads/details.aspx?FamilyID=6430f853-1120-48db-8cc5-f2abdc3ed314&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=6430f853-1120-48db-8cc5-f2abdc3ed314&displaylang=en
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</item>  

 

ȵɔɑɋ name ɊɔɑɌɓɔ Ɏɒɋɘɢ Ɏɒɥ, ɐɔɘɔɖɔɋ əɌɋ ɔɕɖɋɊɋɑɋɓɔ (ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɔɕɖɋɊɋɑɋɓɓɡɋ 

ɎɒɋɓɆ ɕɋɖɋɝɎɗɑɋɓɡ Ɉ ɘɆɇɑɎɜɋ çȵɖɋɊɈɆɖɎɘɋɑɢɓɔ ɔɕɖɋɊɋɑɋɓɓɡɋ ɕɔɑɎɘɎɐɎè ɓɎɌɋ). 

 

Ȩɗɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɔɕɖɋɊɋɑɋɓɓɡɋ ɣɑɋɒɋɓɘɡ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɗɕɎɗɐə, ɗəɟɋɗɘɈəɤɟɋɒə Ɉ 

ɖɋɊɆɐɘɔɖɋ ɕɔɑɎɘɎɐ ɊɔɒɋɓɆ ȴȷ Windows 2003 SP1. 

 

ȷɑɋɊəɤɟɎɏ ɕɖɎɒɋɖ ɕɖɔɈɋɖɥɋɘ, əɗɘɆɓɔɈɑɋɓɆ ɑɎ ɒɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ Ɉ ɊɎɆɕɆɍɔɓɋ 

ɔɘ 8 Ɋɔ 14 ɗɎɒɈɔɑɔɈ: 

 

<item>  

 name: "Minimum password length"  

 value: [8..14]  

</item>  

 

ȷɔɔɘɈɋɘɗɘɈəɤɟɎɏ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɏ ɣɑɋɒɋɓɘ ɗɑɋɊəɤɟɎɏ: 

 

<custom_item>  

 type: PASSWORD_POLICY 

 description: "Minimum password length"  

 value_type: POLICY_DWORD  

 value_data: [8..14]  

 password_policy: MINIMUM_PASSWORD_LENGTH  

</custom_item>  

 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʦʣʠʪʠʢʠ 
 

ȵɔɑɎɘɎɐɆ ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

ȵɔɑɎɘɎɐɆ Ɉ ɔɘɓɔɞɋɓɎɎ 

ɕɆɖɔɑɋɏ 

name: "Enforc e password policy"  

value: POLICY_DWORD  

 

name: "Maximum password age"  

value: TIME_DAY  

 

name: "Minimum password age"  

value: TIME_DAY  

 

name: "Minimum password length"  

value: POLICY_DWORD  

 

name: "Password must meet complexity requirements"  

value: POLICY_SET  

ȵɔɑɎɘɎɐɆ ɇɑɔɐɎɖɔɈɐɎ 

əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ 

name: "Account lockout duration"  

value: TIME_MINUTE  

 or  

name: "Account lockout duration"  

value: TIME_SECOND  

 

name: "Account lockout threshold"  
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value: POLICY_DWORD  

 

name: "Reset lockout account counter after"  

value: TIME_M INUTE 

 

name: "Enforce user logon restrictions"  

value: POLICY_SET  

ȵɔɑɎɘɎɐɆ Kerberos name: "Maximum lifetime for service ticket"  

value: TIME_MINUTE  

 

name: "Maximum lifetime for user ticket"  

value: TIME_HOUR  

 

name: "Maximum lifetime for user renewal ticket"  

value: TIME_DAY  

 

name: "Maximum tolerance for computer clock 

synchronization"  

value: TIME_MINUTE  

ȵɔɑɎɘɎɐɆ ɆəɊɎɘɆ name: "Audit account logon events"  

value: AUDIT_SET  

 

name: "Audit account management"  

value: AUDIT_SET  

 

name: "Audit directory service access"  

value: AUDIT_SET  

 

name: "Audit logon events"  

value: AUDIT_SET  

 

name: "Audit object access"  

value: AUDIT_SET  

 

name: "Audit policy change"  

value: AUDIT_SET  

 

name: "Audit privilege use"  

value: AUDIT_SET  

 

name: "Audit process tracking"  

value: AUDIT_SET  

 

name:  "Audit system events"  

value: AUDIT_SET  

ȹɝɋɘɓɡɋ ɍɆɕɎɗɎ name: "Accounts: Administrator account status"  

value: POLICY_SET  

 

name: "Accounts: Guest account status"  

value: POLICY_SET  

 

name: "Accounts: Limit local account use of blank 

password to console logon only"  

value: POLICY_SET  
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name: "Accounts:  Rename administrator account"  

value: POLICY_TEXT  

 

name: "Accounts: Rename guest account"  

value: POLICY_TEXT  

ȦəɊɎɘ name: "Audit: Audit the access of global system 

objects"  

value: POLICY_SET  

 

name: "Audit: Audit the use of Backup and Restore 

privilege"  

val ue: POLICY_SET  

 

name: "Audit: Shut down system immediately if unable 

to log security audits"  

value: POLICY_SET  

DCOM name: "DCOM: Machine Launch Restrictions in Security 

Descriptor Definition Language (SDDL) syntax"  

value: POLICY_TEXT  

 

name: "DCOM: Machine  Access Restrictions in Security 

Descriptor Definition Language (SDDL) syntax"  

value: POLICY_TEXT  

ȹɗɘɖɔɏɗɘɈɆ name: "Devices: Allow undock without having to log 

on"  

value: POLICY_SET  

 

name: "Devices: Allowed to format and eject 

removable media"  

value: DASD_SET  

 

name: "Devices: Prevent users from installing 

printer drivers"  

value: POLICY_SET  

 

name: "Devi ces: Restrict CD - ROM access to locally 

logged - on user only"  

value: POLICY_SET  

 

name: "Devices: Restrict floppy access to locally 

logged - on user only"  

value: POLICY_SET  

 

name: "Devices: Unsigned driver installation 

behavior"  

value: DRIVER_SET  

Ȱɔɓɘɖɔɑɑɋɖ ɊɔɒɋɓɆ name: "Domain controller: Allow server operators to 

schedule tasks"  

value: POLICY_SET  

 

name: "Domain controller: LDAP server signing 

requirements"  
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value: LDAP_SET  

 

name: "Domain controller: Refuse machine account 

password changes"  

value: POLICY_SET  

Ƚɑɋɓ ɊɔɒɋɓɆ name: "Domain member: Digitally encrypt or sign 

secure channel data (always)"  

value: POLICY_SET  

 

name: "Domain member: Digitally encrypt secure 

channel data (when possible)"  

value: POLICY_SET  

 

name: "Domain member: Digitally sign secure channel 

data (when possible)"  

value: POLICY_SET  

 

name: "Domain member: Disable machine account 

password changes"  

value: POLICY_SET  

 

name: "Domain member: Maximum machine account 

password age"  

value: POLICY_DAY  

 

name: "Domain member: Require strong (Windows 2000 

or  later) session key"  

value: POLICY_SET  

ȮɓɘɋɖɆɐɘɎɈɓɡɏ ɈɛɔɊ Ɉ 

ɗɎɗɘɋɒə 

name: "Interactive logon: Display user information 

when the session is locked"  

value: LOCKEDID_SET  

 

name: "Interactive logon: Do not display last user 

name"  

value: POLICY_SET  

 

name: "Interactive logon: Do not require 

CTRL+ALT+DEL"  

value: POLICY_SET  

 

name: "Interactive logon: Message text for users 

attempting to log on"  

value: POLICY_TEXT  

 

name: "Interactive logon: Message title for users 

attempting to log on"  

value: POLICY_TEXT  

 

name: "Interactive logon: Number of previous logon s 

to cache (in case domain controller is not 

available)"  

value: POLICY_DWORD  

 

name: "Interactive logon: Prompt user to change 
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password before expiration"  

value: POLICY_DWORD  

 

name: "Interactive logon: Require Domain Controller 

authentication to unlock work station"  

value: POLICY_SET  

 

name: "Interactive logon: Require smart card"  

value: POLICY_SET  

 

name: "Interactive logon: Smart card removal 

behavior"  

value: SMARTCARD_SET  

ȰɑɎɋɓɘ Ɋɑɥ ɗɋɘɋɏ 

ȲɆɏɐɖɔɗɔɚɘ 

name: "Microsoft network client: Digitally sign 

communicat ions (always)"  

value: POLICY_SET  

 

name: "Microsoft network client: Digitally sign 

communications (if server agrees)"  

value: POLICY_SET  

 

name: "Microsoft network client: Send unencrypted 

password to third - party SMB servers"  

value: POLICY_SET  

ȷɋɖɈɋɖ Ɋɑɥ ɗɋɘɋɏ 

ȲɆɏɐɖɔɗɔɚɘ 

name: "Microsoft network server: Amount of idle time 

required before suspending session"  

value: POLICY_DWORD  

 

name: "Microsoft network server: Digitally sign 

communications (always)"  

value: POLICY_SET  

 

name: "Microsoft network server: Digital ly sign 

communications (if client agrees)"  

value: POLICY_SET  

 

name: "Microsoft network server: Disconnect clients 

when logon hours expire"  

value: POLICY_SET  

Ȫɔɗɘəɕ ɐ ɗɋɘɎ name: "Network access: Allow anonymous SID/Name 

translation"  

value: POLICY_SET  

 

name: "Network access: Do not allow anonymous 

enumeration of SAM accounts"  

value: POLICY_SET  

 

name: "Network access: Do not allow anonymous 

enumeration of SAM accounts and shares"  

value: POLICY_SET  

 

name: "Network access: Do not allow storage of 

credentials or  .NET Passports for network 

authentication"  
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value: POLICY_SET  

 

name: "Network access: Let Everyone permissions 

apply to anonymous users"  

value: POLICY_SET  

 

name: "Network access: Named Pipes that can be 

accessed anonymously"  

value: POLICY_MULTI_TEXT  

 

name:  "Network access: Remotely accessible registry 

paths and sub - paths"  

value: POLICY_MULTI_TEXT  

 

name: "Network access: Remotely accessible registry 

paths"  

value: POLICY_MULTI_TEXT  

 

name: "Network access: Restrict anonymous access to 

Named Pipes and Shares"  

value: POLICY_SET  

 

name: "Network access: Shares that can be accessed 

anonymously"  

value: POLICY_MULTI_TEXT  

 

name: "Network access: Sharing and security model 

for local accounts"  

value: LOCALACCOUNT_SET 

ȷɋɘɋɈɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ name: "Network security: Do not store LAN Manager 

hash value on next password change"  

value: POLICY_SET  

 

name: "Network security: Force logoff when logon 

hours expire"  

value: POLICY_SET  

 

name: "Network security: LAN Manager authenticat ion 

level"  

value: LANMAN_SET  

 

name: "Network security: LDAP client signing 

requirements"  

value: LDAPCLIENT_SET  

 

name: "Network security: Minimum session security 

for NTLM SSP based (including secure RPC) clients"  

value: NTLMSSP_SET  

 

name: "Network security : Minimum session security 

for NTLM SSP based (including secure RPC) servers"  

value: NTLMSSP_SET  

Ȱɔɓɗɔɑɢ ɈɔɗɗɘɆɓɔɈɑɋɓɎɥ name: "Recovery console: Allow automatic 

administrative logon"  



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

62 
 

 

value: POLICY_SET  

 

name: "Recovery console: Allow floppy copy and 

access to all drives and all folders"  

value: POLICY_SET  

ȴɘɐɑɤɝɋɓɎɋ name: "Shutdown: Allow system to be shut down 

without having to log on"  

value: POLICY_SET  

 

name: "Shutdown: Clear virtual memory pagefile"  

value: POLICY_SET  

ȷɎɗɘɋɒɓɆɥ ɐɖɎɕɘɔɉɖɆɚɎɥ name: "System cryptography: Force strong key 

protection for user keys stored on the computer"  

value: CRYPTO_SET  

 

name: "System cryptography: Use FIPS compliant 

algorithms for encryption, hashing, and signing"  

value: POLICY_SET  

ȷɎɗɘɋɒɓɡɋ ɔɇɠɋɐɘɡ name: "System objects: Default owner for objects 

created by members of the Administrators group"  

value: OBJECT_SET  

 

name:  "System objects: Require case insensitivity 

for non - Windows subsystems"  

value: POLICY_SET  

 

name: "System objects: Strengthen default 

permissions of internal system objects (e.g. 

Symbolic Links)"  

value: POLICY_SET  

ȷɎɗɘɋɒɓɡɋ ɓɆɗɘɖɔɏɐɎ name: "System setting s: Optional subsystems"  

value: POLICY_MULTI_TEXT  

 

name: "System settings: Use Certificate Rules on 

Windows Executables for Software Restriction 

Policies"  

value: POLICY_SET  

ȬəɖɓɆɑ ɗɔɇɡɘɎɏ name: "Maximum application log size"  

value: POLICY_KBYTE  

 

name: "Max imum security log size"  

value: POLICY_KBYTE  

 

name: "Maximum system log size"  

value: POLICY_KBYTE  

 

name: "Prevent local guests group from accessing 

application log"  

value: POLICY_SET  

 

name: "Prevent local guests group from accessing 

security log"  



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

63 
 

 

value: POL ICY_SET 

 

name: "Prevent local guests group from accessing 

system log"  

value: POLICY_SET  

 

name: "Retain application log"  

value: POLICY_DAY  

 

name: "Retain security log"  

value: POLICY_DAY  

 

name: "Retain system log"  

value: POLICY_DAY  

 

name: "Retention method f or application log"  

value: EVENT_METHOD  

 

name: "Retention method for security log"  

value: EVENT_METHOD  

 

name: "Retention method for system log"  

value: EVENT_METHOD  

 

ȻȼȴȹȿȰȴȾȱȷɈȹȺȱ ȴȹɀȺȼȸȴȼȺȮȬȹȴȱ 

ȲɔɌɓɔ ɕɖɎɓəɊɎɘɋɑɢɓɔ ɕɔɑəɝɆɘɢ ɔɘ ɕɔɑɎɘɎɐ ɆəɊɎɘɆ ɔɕɖɋɊɋɑɋɓɓɡɋ ɖɋɍəɑɢɘɆɘɡ, 
Ɏɗɕɔɑɢɍəɥ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ report . ȲɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɘɎɕɡ ɔɘɝɋɘɔɈ PASSED 

(ɕɖɔɏɊɋɓɔ), FAILED (ɓɋ ɕɖɔɏɊɋɓɔ) Ɏ WARNING (ɕɖɋɊəɕɖɋɌɊɋɓɎɋ). ȳɎɌɋ ɕɖɎɈɋɊɋɓ 

ɕɖɎɒɋɖ ɕɔɑɎɘɎɐɎ: 

 

<report type: "WARNING">  

  description: "Audit 103 - a requires a physical inspec tion of the pod bay 

doors Hal"  

</report>  

 
ȸɋɐɗɘ ɈɓəɘɖɎ ɕɔɑɥ description  ɇəɊɋɘ ɈɗɋɉɊɆ ɔɘɔɇɖɆɌɆɘɢɗɥ Ɉ ɔɘɝɋɘɋ. 

 

Ƀɘɔ ɘɎɕ ɔɘɝɋɘɓɔɗɘɎ ɕɔɑɋɍɋɓ, ɋɗɑɎ ɓəɌɓɔ ɗɔɔɇɟɎɘɢ ɆəɊɎɘɔɖə, ɝɘɔ ɚɆɐɘɎɝɋɗɐɆɥ ɕɖɔɈɋɖɐɆ, 

ɈɡɕɔɑɓɥɋɒɆɥ Nessus, ɓɋ ɒɔɌɋɘ ɇɡɘɢ ɍɆɈɋɖɞɋɓɆ. ȳɆɕɖɎɒɋɖ, ɈɔɍɒɔɌɓɔ, ɗəɟɋɗɘɈəɋɘ 

ɘɖɋɇɔɈɆɓɎɋ ɔɕɖɋɊɋɑɎɘɢ, ɝɘɔ ɔɕɖɋɊɋɑɋɓɓɆɥ ɗɎɗɘɋɒɆ ɇɡɑɆ ɚɎɍɎɝɋɗɐɎ ɍɆɟɎɟɋɓɆ, Ɏ ɒɡ 

ɛɔɘɎɒ, ɝɘɔɇɡ ɆəɊɎɘɔɖ ɈɡɕɔɑɓɎɑ ɕɖɔɈɋɖɐə ɎɑɎ ɎɓɗɕɋɐɜɎɤ Ɉɖəɝɓəɤ. Ƀɘɔɘ ɘɎɕ ɔɘɝɋɘɆ 

ɘɆɐɌɋ ɕɔɑɋɍɋɓ, ɋɗɑɎ ɐɔɓɐɖɋɘɓɡɏ ɘɎɕ ɆəɊɎɘɆ, ɐɔɘɔɖɡɏ ɊɔɑɌɋɓ ɕɖɔɈɋɗɘɎ ɗɐɆɓɋɖ Nessus, 

ɕɖɔɈɋɖɐɔɏ OVAL ɔɕɖɋɊɋɑɋɓ ɓɋ ɇɡɑ. 

 

ȿȽȷȺȮȴɋ 

ȷəɟɋɗɘɈəɋɘ ɈɔɍɒɔɌɓɔɗɘɢ ɔɕɖɋɊɋɑɎɘɢ ɑɔɉɎɐə if/then/else  Ɉ ɕɔɑɎɘɎɐɋ ȴȷ Windows 

ɘɔɑɢɐɔ Ɋɑɥ ɍɆɕəɗɐɆ ɕɖɔɈɋɖɐɎ, ɋɗɑɎ ɕɖɋɊɈɆɖɎɘɋɑɢɓɡɋ əɗɑɔɈɎɥ Ɉɡɕɔɑɓɥɤɘɗɥ, ɎɑɎ Ɋɑɥ 

ɉɖəɕɕɎɖɔɈɐɎ ɓɋɗɐɔɑɢɐɎɛ ɘɋɗɘɔɈ Ɉ ɔɊɎɓ. 

 

ȷɎɓɘɆɐɗɎɗ ɈɡɕɔɑɓɋɓɎɥ əɗɑɔɈɎɏ ɗɑɋɊəɤɟɎɏ: 

 
<if>  
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 <condition type: "or">  

  <Insert your audit here>  

 </condition>  

 <then>  

  <Insert your audit here>  

 </then>  

 <else>  

  <Insert your audit here>  

 </else>  

</if>  

 
ȹɗɑɔɈɎɥ ɒɔɉəɘ ɇɡɘɢ ɘɎɕɆ and  (Ɏ) ɑɎɇɔ or  (ɎɑɎ). 

 
ȦəɊɎɘ Ɋɑɥ ɔɕɋɖɆɘɔɖɔɈ əɗɑɔɈɎɥ, then  Ɏ else  ɒɔɌɋɘ ɇɡɘɢ ɗɕɎɗɐɔɒ ɣɑɋɒɋɓɘɔɈ (ɎɑɎ 

ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɒɎ ɣɑɋɒɋɓɘɆɒɎ) ɑɎɇɔ ɔɕɋɖɆɘɔɖɔɒ if . ȴɕɋɖɆɘɔɖɡ else  Ɏ then  ɒɔɉəɘ 

ɘɆɐɌɋ ɎɗɕɔɑɢɍɔɈɆɘɢ ɘɎɕ report , ɝɘɔɇɡ ɗɔɔɇɟɆɘɢ ɔɇ əɗɕɋɞɓɔɒ ɎɑɎ ɓɋəɊɆɝɓɔɒ 

ɈɡɕɔɑɓɋɓɎɎ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɈɔɍɈɖɆɟɆɋɒɔɉɔ əɗɑɔɈɎɋɒ ɍɓɆɝɋɓɎɥ: 

 

<report type:"PASSED|FAILED">  

 description: "the test passed (or failed)"  

 (optional) severity: INFO|MEDIUM|HIGH  

</report>  

 
ȭɓɆɝɋɓɎɋ if  ɈɔɍɈɖɆɟɆɋɘ SUCCESS (əɗɕɋɛ) ɎɑɎ FAILURE (ɓɋəɊɆɝɆ) Ɏ ɣɘɔ ɍɓɆɝɋɓɎɋ 

Ɏɗɕɔɑɢɍəɋɘɗɥ, ɋɗɑɎ ɔɕɋɖɆɘɔɖ if  ɖɆɗɕɔɑɆɉɆɋɘɗɥ ɈɓəɘɖɎ Ɋɖəɉɔɏ ɐɔɓɗɘɖəɐɜɎɎ if . 

ȳɆɕɖɎɒɋɖ, ɋɗɑɎ Ɉɡɕɔɑɓɥɋɘɗɥ ɐɔɓɗɘɖəɐɜɎɥ <then> , ɘɔ ɈɔɍɈɖɆɟɆɋɒɔɋ ɍɓɆɝɋɓɎɋ ɇəɊɋɘ 

ɔɊɓɎɒ Ɏɍ ɗɑɋɊəɤɟɎɛ: 

 

> ɆəɊɎɘ ɗɔɊɋɖɌɎɘ ɘɔɑɢɐɔ ɣɑɋɒɋɓɘɡ: ɈɔɍɈɖɆɟɆɋɘɗɥ SUCCESS (əɗɕɋɛ), ɋɗɑɎ ɣɑɋɒɋɓɘɡ 
əɗɕɋɞɓɔ Ɉɡɕɔɑɓɋɓɡ, ɎɓɆɝɋ ɈɔɍɈɖɆɟɆɋɘɗɥ FAILURE (ɓɋəɊɆɝɆ); 

> ɆəɊɎɘ ɗɔɊɋɖɌɎɘ ɘɔɑɢɐɔ <report> : ɈɔɍɈɖɆɟɆɋɘɗɥ ɘɎɕ report; 

> ɆəɊɎɘ ɗɔɊɋɖɌɎɘ ɔɊɓɔɈɖɋɒɋɓɓɔ ɣɑɋɒɋɓɘɡ Ɏ <report> : ɈɔɍɈɖɆɟɆɋɘɗɥ ɘɎɕ report. 

 

ȫɗɑɎ Ɏɗɕɔɑɢɍəɋɘɗɥ ɔɕɋɖɆɘɔɖ <report>  Ɏ ɘɎɕ FAILED (ɓɋəɊɆɝɆ), ɘɔ ɕɖɎɝɎɓɆ ɓɋəɊɆɝɓɔɉɔ 

ɈɡɕɔɑɓɋɓɎɥ ɇəɊɋɘ ɕɔɐɆɍɆɓɆ Ɉ ɔɘɝɋɘɋ Ɉɒɋɗɘɋ ɗ əɖɔɈɓɋɒ ɗɋɖɢɋɍɓɔɗɘɎ, ɋɗɑɎ əɖɔɈɓɎ ɇɡɑɎ 

ɔɕɖɋɊɋɑɋɓɡ. 

 

ȪɆɑɋɋ ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɆəɊɎɘɆ ɕɔɑɎɘɎɐɎ Ɉ ɔɘɓɔɞɋɓɎɎ ɕɆɖɔɑɋɏ. ȸɆɐ ɐɆɐ Ɏɗɕɔɑɢɍəɋɘɗɥ 

ɘɎɕ and  (Ɏ), Ɋɑɥ ɣɘɔɏ ɕɔɑɎɘɎɐɎ əɗɕɋɞɓɔɋ ɕɖɔɛɔɌɊɋɓɎɋ ɆəɊɎɘɆ ɕɖɋɊɕɔɑɆɉɆɋɘ əɗɕɋɞɓɔɋ 

ɈɡɕɔɑɓɋɓɎɋ ɔɇɔɎɛ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɣɑɋɒɋɓɘɔɈ. Ƀɘɔɘ ɕɖɎɒɋɖ ɎɗɕɡɘɡɈɆɋɘ ɔɝɋɓɢ 

ɗɘɖɆɓɓɔɋ ɗɔɝɋɘɆɓɎɋ ɊɋɏɗɘɈɎɘɋɑɢɓɡɛ ɕɔɑɎɘɎɐ Ɉ ɔɘɓɔɞɋɓɎɎ ɈɋɊɋɓɎɥ ɌəɖɓɆɑɆ ɕɆɖɔɑɋɏ, 

ɝɘɔɇɡ ɕɔɐɆɍɆɘɢ, ɓɆɗɐɔɑɢɐɔ ɗɑɔɌɓəɤ ɑɔɉɎɐə ɕɖɔɈɋɖɐɎ ɒɔɌɓɔ ɖɋɆɑɎɍɔɈɆɘɢ: 

 

<if>  

 <condition type:"and">  

  <custom_item>  

   type: PASSWORD_POLICY 

   description: "2.2.2.5 Password History: 24 passwords remembered"  

   value_type: POLICY_DWORD  

   value_data: [22..MAX] || 20  

   password_policy: ENFORCE_PASSWORD_HISTORY  
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  </custom_item>  

  <custom_item>  

   type: PASSWORD_POLICY 

   description: "2.2.2.5 Pass word History: 24 passwords remembered"  

   value_type: POLICY_DWORD  

   value_data: 18 || [4..24]  

   password_policy: ENFORCE_PASSWORD_HISTORY  

  </custom_item>  

 </condition>  

 

 <then>  

  <report type:"PASSED">  

   description: "Password policy passed"  

  </repor t>  

 </then>  

 

 <else>  

  <report type:"FAILED">  

   description: "Password policy failed"  

  </report>  

 </else>  

</if>  

 
Ȩ ɕɖɎɈɋɊɋɓɓɔɒ Ɉɡɞɋ ɕɖɎɒɋɖɋ ɕɔɐɆɍɆɓ ɘɔɑɢɐɔ ɓɔɈɡɏ ɘɎɕ report  (ɔɘɝɋɘ), ɓɔ ɗɘɖəɐɘəɖɆ 

if/then/else  ɕɔɊɊɋɖɌɎɈɆɋɘ ɈɡɕɔɑɓɋɓɎɋ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɆəɊɎɘɔɈ ɈɓəɘɖɎ ɎɓɗɘɖəɐɜɎɏ 

else . ȨɓəɘɖɎ əɗɑɔɈɎɥ ɘɆɐɌɋ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɈɑɔɌɋɓɓɡɋ ɎɓɗɘɖəɐɜɎɎ if/then/else . 

ȧɔɑɋɋ ɗɑɔɌɓɡɏ ɕɖɎɒɋɖ ɕɖɎɈɋɊɋɓ ɓɎɌɋ: 

 

<if>  

 <condition type:"and">  

  <custom_item>  

   type: CHECK_ACCOUNT 

   description: "Accounts: Rename Administrator ac count"  

   value_type: POLICY_TEXT  

   value_data: "Administrator"  

   account_type: ADMINISTRATOR_ACCOUNT  

   check_type: CHECK_NOT_EQUAL  

  </custom_item>  

 </condition>  

 

 <then>  

  <report type:"PASSED">  

   description: "Administrator account policy passed"  

  </report>  

 </then>  

 

 <else>  

  <if>  

   <condition type:"or">  

    <item>  

     name: "Minimum password age"  

     value: [1..30]  

    </item>  

    <custom_item>  
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     type: PASSWORD_POLICY 

     description: "Password Policy setting"  

     value_type: POLICY_SET  

     value_data: "Enabled"  

     password_policy: COMPLEXITY_REQUIREMENTS  

    </custom_item>  

   </condition>  

 

   <then>  

    <report type:"PASSED">  

     description: "Administrator account policy passed"  

    </report>  

   </then>  

 

   <else>  

    <report type:"FA ILED">  

     description: "Administrator account policy failed"  

    </report>  

   </else>  

  </if>  

 

 </else>  

</if>  

 

Ȩ ɣɘɔɒ ɕɖɎɒɋɖɋ, ɋɗɑɎ əɝɋɘɓɆɥ ɍɆɕɎɗɢ Administrator ɓɋ ɇɡɑɆ ɕɋɖɋɎɒɋɓɔɈɆɓɆ, ɘɔ 

ɕɖɔɈɔɊɎɘɗɥ ɆəɊɎɘ ɕɖɆɈɎɑɆ, ɝɘɔ ɒɎɓɎɒɆɑɢɓɡɏ ɗɖɔɐ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ ɓɋ ɊɔɑɌɋɓ 

ɕɖɋɈɡɞɆɘɢ 30 Ɋɓɋɏ. ɃɘɆ ɕɔɑɎɘɎɐɆ ɆəɊɎɘɆ ɇəɊɋɘ ɕɖɔɈɋɖɋɓɆ əɗɕɋɞɓɔ, ɋɗɑɎ əɝɋɘɓɆɥ 

ɍɆɕɎɗɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɇɡɑɆ ɕɋɖɋɎɒɋɓɔɈɆɓɆ, ɓɋɍɆɈɎɗɎɒɔ ɔɘ ɕɔɑɎɘɎɐɎ Ɉ ɔɘɓɔɞɋɓɎɎ 

ɕɆɖɔɑɋɏ, Ɇ ɕɔɑɎɘɎɐɆ Ɉ ɔɘɓɔɞɋɓɎɎ ɗɖɔɐɆ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɋɏ ɇəɊɋɘ ɕɖɔɈɋɖɥɘɢɗɥ ɘɔɑɢɐɔ Ɉ 

ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɓɋ ɇɡɑɆ ɕɋɖɋɎɒɋɓɔɈɆɓɆ. 

 

ȽȻȼȬȮȶȬ ȻȺ ɀȬȵȷȬȸ ȻȼȺȮȱȼȶȴ ȽȺȺȾȮȱȾȽȾȮȴɋ 

ȽȺȰȱȼȲȴȸȺȯȺ ȺȽ WINDOWS .AUDIT  

ȵɖɔɈɋɖɐɎ .audit  Windows Content (ɗɔɊɋɖɌɎɒɔɋ Windows) ɔɘɑɎɝɆɤɘɗɥ ɔɘ ɕɖɔɈɋɖɔɐ 

.audit  Windows Configuration (ɐɔɓɚɎɉəɖɆɜɎɥ Windows) ɘɋɒ, ɝɘɔ ɔɓɎ ɕɖɋɊɓɆɍɓɆɝɋɓɡ Ɋɑɥ 

ɈɡɕɔɑɓɋɓɎɥ ɕɔɎɗɐɆ Ɉ ɚɆɏɑɔɈɔɏ ɗɎɗɘɋɒɋ ȴȷ Windows ɚɆɏɑɔɈ ɔɕɖɋɊɋɑɋɓɓɔɉɔ ɘɎɕɆ, 

ɗɔɊɋɖɌɆɟɎɛ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɋ ɊɆɓɓɡɋ, Ɇ ɓɋ Ɋɑɥ ɕɋɖɋɝɎɗɑɋɓɎɥ ɕɆɖɆɒɋɘɖɔɈ 

ɐɔɓɚɎɉəɖɆɜɎɎ ɗɎɗɘɋɒɡ. ȴɓɎ ɈɐɑɤɝɆɤɘ ɖɥɊ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɕɆɖɆɒɋɘɖɔɈ, ɐɔɘɔɖɡɋ 

ɕɔɒɔɉɆɤɘ ɆəɊɎɘɔɖə ɗəɍɎɘɢ ɕɆɖɆɒɋɘɖɡ ɕɔɎɗɐɆ Ɏ ɇɔɑɋɋ ɣɚɚɋɐɘɎɈɓɔ ɔɕɖɋɊɋɑɎɘɢ 

ɖɆɗɕɔɑɔɌɋɓɎɋ ɓɋɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɘɖɋɇɔɈɆɓɎɥɒ ɊɆɓɓɡɛ Ɏ ɕɔɐɆɍɆɘɢ Ɏɛ. 

 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɐɆɈɡɝɋɐ 

 

ȴɊɎɓɆɖɓɡɋ Ɏ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɕɖɎ ɍɆɐɑɤɝɋɓɎɎ Ɉ ɓɎɛ ɕɔɑɋɏ ɆəɊɎɘɆ ɥɈɑɥɤɘɗɥ 

ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɡɒɎ, ɍɆ ɎɗɐɑɤɝɋɓɎɋɒ ɗɑɋɊəɤɟɎɛ ɊɈəɛ ɗɑəɝɆɋɈ: 

 

1. Ȩ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Windows, ɋɗɑɎ 

ɗɕɋɜɎɆɑɢɓɡɋ ɕɔɑɥ, ɓɆɕɖɎɒɋɖ CRLF Ɏ ɘ. Ɋ., ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ 

ɇəɐɈɆɑɢɓɔ, Ɏɗɕɔɑɢɍəɏɘɋ ɔɊɎɓɆɖɓɡɋ ɐɆɈɡɝɐɎ. ȱɤɇɡɋ ɔɐɆɍɆɈɞɎɋɗɥ ɈɓəɘɖɎ ɣɘɎɛ 

ɐɆɈɡɝɋɐ ɕɔɑɥ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ ɐɆɐ ɗɘɖɔɐɎ, ɗɑɋɊəɋɘ 

ɈɡɊɋɑɥɘɢ. 
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ȳɆɕɖɎɒɋɖ: 

 
expect: 'First line \ r \ nSecond line \ r \ nJohn \ 's Lin e'  

 

2. ȪɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɘɖɋɇəɤɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɕɔɑɋɏ include_paths Ɏ 

exclude_paths ɆəɊɎɘɆ WindowsFiles. 

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ Ɉ ɕɔɑɋ ɑɤɇɔɉɔ ɘɎɕɆ (description, value_data, regex Ɏ ɘ. Ɋ.) 

ɗɘɖɔɐ, ɗɔɊɋɖɌɆɟɎɛ ɔɊɎɓɆɖɓɡɋ ɎɑɎ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ, ɗəɟɋɗɘɈəɋɘ ɊɈɆ ɗɕɔɗɔɇɆ 

Ɏɛ ɔɇɖɆɇɔɘɐɎ: 

 

a. Ȩ ɐɆɝɋɗɘɈɋ ɓɆɖəɌɓɡɛ ɐɆɈɡɝɋɐ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɆɈɡɝɐɎ 

ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɉɔ ɘɎɕɆ. 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: "This is John's Line"  

expect: 'We are looking for a double - quote - ".*'  

 

b. ȲɔɌɓɔ ɈɡɊɋɑɥɘɢ ɈɓəɘɖɋɓɓɎɋ ɐɆɈɡɝɐɎ ɗ ɕɔɒɔɟɢɤ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ 

ɝɋɖɘɡ (ɘɔɑɢɐɔ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ). 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: " \ "Text to be searched \ ""  

 

ȾȴȻ ȻȼȺȮȱȼȶȴ 

Ȩɗɋ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɊɋɖɌɎɒɔɉɔ ȴȷ Windows ɊɔɑɌɓɡ ɍɆɐɑɤɝɆɘɢɗɥ Ɉ ɘɋɉɎ 
check_type  Ɏ Ɏɒɋɘɢ ɔɇɔɍɓɆɝɋɓɎɋ ɘɎɕɆ WindowsFiles . Ƀɘɔ ɔɝɋɓɢ ɗɛɔɌɋ ɗɔ ɈɗɋɒɎ 

ɔɗɘɆɑɢɓɡɒɎ ɚɆɏɑɆɒɎ .audit . ȴɇɟɎɏ ɚɔɖɒɆɘ ɚɆɏɑɆ ɕɖɔɈɋɖɐɎ ɗɔɊɋɖɌɎɒɔɉɔ ɗɑɋɊəɤɟɎɏ: 

 
<check_type: "WindowsFiles">  

 

<item>  

 

</item>  

 

<item>  

 

</item>  

 

<item>  

 

</item>  

 

</check_type>  

 

ȺɆɐɘɎɝɋɗɐɎɋ ɕɖɔɈɋɖɐɎ Ɋɑɥ ɐɆɌɊɔɉɔ ɣɑɋɒɋɓɘɆ ɓɋ ɕɔɐɆɍɆɓɡ. Ȩ ɗɑɋɊəɤɟɎɛ ɖɆɍɊɋɑɆɛ 

ɕɔɐɆɍɆɓɔ, ɐɆɐ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɖɆɍɑɎɝɓɡɋ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ Ɏ ɕɆɖɆɒɋɘɖɡ Ɋɑɥ 

ɗɔɗɘɆɈɑɋɓɎɥ ɐɔɓɐɖɋɘɓɡɛ ɕɖɔɈɋɖɔɐ ɣɑɋɒɋɓɘɔɈ ɗɔɊɋɖɌɎɒɔɉɔ. 
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ɀȺȼȸȬȾ ɉȷȱȸȱȹȾȺȮ 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 type: FILE_CONTENT_CHECK  

 description: ["value data"]  

 file_extension: ["value data"]  

 (optional) rege x: ["value data"]  

 (optional) expect: ["value data"]  

 (optional) file_name: ["value data"]  

 (optional) max_size: ["value data"]  

 (optional) only_show: ["value data"]  

 (optional) regex_replace: ["value data"]  

</item>  

 

ȰɆɌɊɡɏ Ɏɍ ɣɘɎɛ ɣɑɋɒɋɓɘɔɈ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɕɖɔɈɋɖɐɎ ɚɆɏɑɔɈ ɔɝɋɓɢ ɒɓɔɉɎɛ ɚɔɖɒɆɘɔɈ, 

ɗɔɊɋɖɌɆɟɎɛ ɊɆɓɓɡɋ ɖɆɍɑɎɝɓɡɛ ɘɎɕɔɈ. Ȩ ɗɑɋɊəɤɟɋɏ ɘɆɇɑɎɜɋ ɕɖɎɈɋɊɋɓ ɗɕɎɗɔɐ 

ɕɔɊɊɋɖɌɎɈɆɋɒɡɛ ɘɎɕɔɈ ɊɆɓɓɡɛ. Ȩ ɗɑɋɊəɤɟɋɒ ɖɆɍɊɋɑɋ ɕɖɎɈɋɊɋɓɡ ɒɓɔɉɔɝɎɗɑɋɓɓɡɋ 

ɕɖɎɒɋɖɡ ɘɔɉɔ, ɐɆɐ ɣɘɎ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɉ ɗɔɈɔɐəɕɓɔɗɘɎ Ɋɑɥ 

ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɖɆɍɑɎɝɓɡɛ ɘɎɕɔɈ ɗɔɊɋɖɌɎɒɔɉɔ ɚɆɏɑɔɈ. 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ ȴɕɎɗɆɓɎɋ 

type  Ȫɑɥ ɣɘɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ Ɉɔ Ɉɗɋɛ ɗɑəɝɆɥɛ ɊɔɑɌɓɔ ɇɡɘɢ 

əɗɘɆɓɔɈɑɋɓɔ ɍɓɆɝɋɓɎɋ FILE_CONTENT_CHECK 

description  Ƀɘɔ ɎɓɚɔɖɒɆɜɎɥ, ɐɔɘɔɖɆɥ ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɉ ɐɆɝɋɗɘɈɋ 

ɓɆɍɈɆɓɎɥ əɓɎɐɆɑɢɓɡɛ əɥɍɈɎɒɔɗɘɋɏ ɗɔɔɘɈɋɘɗɘɈɎɥ 

ɘɖɋɇɔɈɆɓɎɥɒ Ɉ SecurityCenter. ȴɓɆ ɘɆɐɌɋ ɇəɊɋɘ ɕɋɖɈɔɏ 

ɗɔɈɔɐəɕɓɔɗɘɢɤ ɊɆɓɓɡɛ, ɗɔɔɇɟɆɋɒɔɏ ɗɐɆɓɋɖɔɒ Nessus. 

file_extension  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɗɔɊɋɖɌɎɘ ɕɋɖɋɝɎɗɑɋɓɎɋ Ɉɗɋɛ 

ɖɆɗɞɎɖɋɓɎɏ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɖɆɍɡɗɐɎɈɆɘɢɗɥ ɗɐɆɓɋɖɔɒ 

Nessus. ȶɆɗɞɎɖɋɓɎɥ ɕɋɖɋɝɎɗɑɥɤɘɗɥ ɇɋɍ ɘɔɝɐɎ (.) Ɉ 

ɐɆɈɡɝɐɆɛ Ɏ ɖɆɍɊɋɑɥɤɘɗɥ ɈɋɖɘɎɐɆɑɢɓɡɒɎ ɑɎɓɎɥɒɎ. ȫɗɑɎ 

ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ, ɓɆɕɖɎɒɋɖ regex  Ɏ expect , Ɉ 

ɆəɊɎɘ ɓɋ Ɉɐɑɤɝɋɓɡ, Ɉ ɖɋɍəɑɢɘɆɘɆɛ ɆəɊɎɘɆ ɔɘɔɇɖɆɌɆɤɘɗɥ 

ɚɆɏɑɡ ɗ əɐɆɍɆɓɓɡɒɎ Ɉ ɕɔɑɋ file_extension ɖɆɗɞɎɖɋɓɎɥɒɎ. 

regex  Ȩ ɣɘɔɒ ɐɑɤɝɋɈɔɒ ɗɑɔɈɋ ɛɖɆɓɎɘɗɥ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ, 

Ɏɗɕɔɑɢɍəɋɒɔɋ Ɋɑɥ ɕɔɎɗɐɆ ɗɑɔɌɓɡɛ ɘɎɕɔɈ ɊɆɓɓɡɛ. Ȩ ɗɑəɝɆɋ 

ɗɔɈɕɆɊɋɓɎɥ ɗ ɖɋɉəɑɥɖɓɡɒ ɈɡɖɆɌɋɓɎɋɒ, ɕɋɖɈɡɏ ɗɑəɝɆɏ 

ɗɔɈɕɆɊɋɓɎɥ ɗɔɊɋɖɌɎɒɔɉɔ ɔɘɔɇɖɆɌɆɋɘɗɥ Ɉ ɔɘɝɋɘɋ 

əɥɍɈɎɒɔɗɘɋɏ. 

 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ rege x ɊɔɑɌɓɔ Ɉɡɕɔɑɓɥɘɢɗɥ ɗ 

ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ expect , ɔɕɎɗɆɓɓɡɒ ɓɎɌɋ. 
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Ȩ ɔɘɑɎɝɎɋ ɔɘ ɕɖɔɈɋɖɔɐ Windows Compliance 

Checks (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Windows), Ɉ 

ɕɖɔɈɋɖɐɋ Windows File Content Compliance 

Check (ɕɖɔɈɋɖɐɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɊɋɖɌɎɒɔɉɔ 

ɚɆɏɑɔɈ Windows) ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ regex  Ɏ 

expect  ɓɋ ɘɖɋɇəɤɘ ɗɔɈɕɆɊɋɓɎɥ ɗ ɔɊɓɎɒɎ Ɏ ɘɋɒɎ 

Ɍɋ ɗɘɖɔɐɆɒɎ ɊɆɓɓɡɛ Ɉ ɚɆɏɑɋ, ɕɔ ɐɔɘɔɖɔɒə 

ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɔɎɗɐ. ȵɖɔɈɋɖɐɎ Windows File 

Content (ɗɔɊɋɖɌɎɒɔɋ ɚɆɏɑɔɈ Windows) ɘɖɋɇəɤɘ 

ɕɖɔɗɘɔ ɓɆɑɎɝɎɥ ɗɔɈɕɆɊɋɓɎɥ ɊɆɓɓɡɛ Ɋɑɥ ɔɇɔɎɛ 
ɔɕɋɖɆɘɔɖɔɈ,  regex  Ɏ expect , Ɉ ɕɖɋɊɋɑɆɛ 

ɐɔɑɎɝɋɗɘɈɆ ɇɆɏɘ ɚɆɏɑɆ, ɕɔ ɐɔɘɔɖɔɒə 

ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɔɎɗɐ, əɐɆɍɆɓɓɔɒə Ɉ ɕɔɑɋ 

<max_size> . 
 

expect  ȴɕɋɖɆɘɔɖ expect  Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɕɋɖɋɝɎɗɑɋɓɎɥ ɔɊɓɔɉɔ 

ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ ɕɖɔɗɘɡɛ ɔɇɖɆɍɜɔɈ ɘɋɐɗɘɆ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ 

ɗɔɊɋɖɌɆɘɢɗɥ Ɉ Ɋɔɐəɒɋɓɘɋ, ɝɘɔɇɡ ɔɓ ɗɔɔɘɈɋɘɗɘɈɔɈɆɑ 

əɗɑɔɈɎɤ ɕɔɎɗɐɆ. ȳɆɕɖɎɒɋɖ, ɕɖɎ ɕɔɎɗɐɋ ɓɔɒɋɖɔɈ Social 

Security (ɓɔɒɋɖɔɈ ɗɔɜɎɆɑɢɓɔɉɔ ɗɘɖɆɛɔɈɆɓɎɥ) ɒɔɌɋɘ 

ɘɖɋɇɔɈɆɘɢɗɥ ɓɆɑɎɝɎɋ ɗɑɔɈ SSN, SS# ɎɑɎ Social. 

 

ȳɋɗɐɔɑɢɐɔ ɔɇɖɆɍɜɔɈ ɕɋɖɋɝɎɗɑɥɤɘɗɥ Ɉ ɐɆɈɡɝɐɆɛ Ɏ 

ɖɆɍɊɋɑɥɤɘɗɥ ɗɎɒɈɔɑɆɒɎ ɈɋɖɘɎɐɆɑɢɓɔɏ ɝɋɖɘɡ. 

 

ȵɖɔɈɋɖɐɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɕɖɔɗɘɡɒ ɔɇɖɆɍɜɆɒ ɘɋɐɗɘɆ ɘɆɐɌɋ 

ɕɔɊɊɋɖɌɎɈɆɋɘɗɥ Ɉ ɣɘɔɒ ɐɑɤɝɋɈɔɒ ɗɑɔɈɋ ɗ ɕɔɒɔɟɢɤ ɘɔɝɐɎ. 
ȵɖɎ ɗɖɆɈɓɋɓɎɎ ɗɔ ɗɘɖɔɐɔɏ çC.Tè ɔɕɋɖɆɘɔɖ expect ɇəɊɋɘ 

ɕɖɔɈɋɖɥɘɢ ɗɔɔɘɈɋɘɗɘɈɎɋ ɗɘɖɔɐɆɒ çCATè, çCaTè, çCOTè, çC 

Tè Ɏ ɘ. Ɋ. 

 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ  expect  ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ 

ɔɘɊɋɑɢɓɔ Ɋɑɥ ɗɖɆɈɓɋɓɎɥ ɗ ɔɊɓɎɒ ɔɇɖɆɍɜɔɒ 

ɘɋɐɗɘɆ, ɔɊɓɆɐɔ ɋɗɑɎ Ɏɗɕɔɑɢɍəɋɘɗɥ ɐɑɤɝɋɈɔɋ 
ɗɑɔɈɔ regex , ɘɔ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɐɑɤɝɋɈɔɉɔ 

ɗɑɔɈɆ expect  ɔɇɥɍɆɘɋɑɢɓɔ. 

 

 

Ȩ ɔɘɑɎɝɎɋ ɔɘ ɕɖɔɈɋɖɔɐ Windows Compliance 

Checks (ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Windows), Ɉ 

ɕɖɔɈɋɖɐɋ Windows File Content Compliance 

Check (ɕɖɔɈɋɖɐɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɔɊɋɖɌɎɒɔɉɔ 

ɚɆɏɑɔɈ Windows) ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ regex  Ɏ 

expect  ɓɋ ɘɖɋɇəɤɘ ɗɔɈɕɆɊɋɓɎɥ ɗ ɔɊɓɎɒɎ Ɏ ɘɋɒɎ 

Ɍɋ ɗɘɖɔɐɆɒɎ ɊɆɓɓɡɛ Ɉ ɚɆɏɑɋ, ɕɔ ɐɔɘɔɖɔɒə 

ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɔɎɗɐ. ȵɖɔɈɋɖɐɎ Windows File 

Content (ɗɔɊɋɖɌɎɒɔɋ ɚɆɏɑɔɈ Windows) ɘɖɋɇəɤɘ 

ɕɖɔɗɘɔ ɓɆɑɎɝɎɥ ɗɔɈɕɆɊɋɓɎɥ ɊɆɓɓɡɛ Ɋɑɥ ɔɇɔɎɛ 
ɔɕɋɖɆɘɔɖɔɈ, regex  Ɏ expect , Ɉ ɕɖɋɊɋɑɆɛ 
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ɐɔɑɎɝɋɗɘɈɆ ɇɆɏɘ ɚɆɏɑɆ, ɕɔ ɐɔɘɔɖɔɒə 

ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɔɎɗɐ, əɐɆɍɆɓɓɔɒə Ɉ ɕɔɑɋ 
<max_size> . 

 

file_name  ȫɗɑɎ ɘɖɋɇəɋɘɗɥ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ file_extension , ɘɔ ɔɓɔ 

ɒɔɌɋɘ ɊɔɕɔɑɓɎɘɋɑɢɓɔ əɘɔɝɓɎɘɢ ɗɕɎɗɔɐ ɚɆɏɑɔɈ, ɐɔɘɔɖɡɋ 

ɓɋɔɇɛɔɊɎɒɔ ɆɓɆɑɎɍɎɖɔɈɆɘɢ. ȵɔɗɖɋɊɗɘɈɔɒ ɗɕɎɗɐɆ ɔɇɖɆɍɜɔɈ 

ɚɆɏɑɡ ɒɔɉəɘ ɔɘɇɖɆɗɡɈɆɘɢɗɥ ɎɑɎ ɗɖɆɈɓɎɈɆɘɢɗɥ. 

 

ȳɆɕɖɎɒɋɖ, ɣɘɔ ɕɔɍɈɔɑɥɋɘ ɗ ɑɋɉɐɔɗɘɢɤ ɎɗɐɆɘɢ ɎɒɋɓɆ 

ɚɆɏɑɔɈ ɑɤɇɔɉɔ ɘɎɕɆ, ɈɐɑɤɝɆɤɟɎɋ ɘɆɐɎɋ ɗɑɔɈɆ, ɐɆɐ 

employee (ɖɆɇɔɘɓɎɐ), customer (ɍɆɐɆɍɝɎɐ) ɎɑɎ salary 

(ɍɆɖɆɇɔɘɓɆɥ ɕɑɆɘɆ). 

max_size  Ȫɑɥ ɕɔɈɡɞɋɓɎɥ ɕɖɔɎɍɈɔɊɎɘɋɑɢɓɔɗɘɎ ɆəɊɎɘ ɒɔɌɋɘ 

ɕɖɔɈɔɊɎɘɢɗɥ ɘɔɑɢɐɔ ɕɔ ɓɆɝɆɑə ɐɆɌɊɔɉɔ ɚɆɏɑɆ. ȶɆɍɒɋɖ 

ɕɖɔɈɋɖɥɋɒɔɏ ɝɆɗɘɎ ɒɔɌɓɔ əɐɆɍɆɘɢ Ɉ ɇɆɏɘɆɛ ɗ ɕɔɒɔɟɢɤ 

ɣɘɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ. ȰɔɑɎɝɋɗɘɈɔ ɇɆɏɘ əɐɆɍɡɈɆɋɘɗɥ Ɉ 

ɐɆɝɋɗɘɈɋ ɆɖɉəɒɋɓɘɆ. ȸɆɐɌɋ ɕɔɊɊɋɖɌɎɈɆɤɘɗɥ ɖɆɗɞɎɖɋɓɎɥ 

çKè Ɏ çMè Ɋɑɥ ɐɎɑɔɇɆɏɘ Ɏ ɒɋɉɆɇɆɏɘ, ɗɔɔɘɈɋɘɗɘɈɋɓɓɔ. 

only_show  ȵɖɎ ɕɖɔɈɋɖɐɋ ɗɔɔɘɈɋɘɗɘɈɎɥ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɛ ɊɆɓɓɡɛ, 

ɓɆɕɖɎɒɋɖ ɓɔɒɋɖɔɈ ɐɖɋɊɎɘɓɡɛ ɐɆɖɘ, ɔɖɉɆɓɎɍɆɜɎɎ ɒɔɌɋɘ 

ɕɔɘɖɋɇɔɈɆɘɢɗɥ ɔɘɔɇɖɆɌɋɓɎɋ Ɉ ɔɘɝɋɘɋ ɘɔɑɢɐɔ ɕɔɗɑɋɊɓɎɛ 

ɝɋɘɡɖɋɛ ɜɎɚɖ. Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɔɊɊɋɖɌɎɈɆɋɘ 

ɔɘɔɇɖɆɌɋɓɎɋ ɑɤɇɔɉɔ ɐɔɑɎɝɋɗɘɈɆ ɇɆɏɘ, ɔɕɖɋɊɋɑɋɓɓɔɉɔ 

ɕɔɑɎɘɎɐɔɏ. 

regex_replace  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɔɍɈɔɑɥɋɘ ɐɔɓɘɖɔɑɎɖɔɈɆɘɢ, ɐɆɐɔɏ 

ɔɇɖɆɍɋɜ Ɏɍ ɖɋɉəɑɥɖɓɔɉɔ ɈɡɖɆɌɋɓɎɥ ɇəɊɋɘ ɕɔɐɆɍɆɓ Ɉ 

ɔɘɝɋɘɋ. ȵɖɎ ɕɔɎɗɐɋ ɗɑɔɌɓɡɛ ɔɇɖɆɍɜɔɈ ɊɆɓɓɡɛ, ɓɆɕɖɎɒɋɖ 

ɓɔɒɋɖɔɈ ɐɖɋɊɎɘɓɡɛ ɐɆɖɘ, ɓɋ ɈɗɋɉɊɆ ɎɗɐɔɒɡɒɎ ɊɆɓɓɡɒɎ 

ɔɐɆɍɡɈɆɋɘɗɥ ɕɋɖɈɔɋ ɗɔɈɕɆɊɋɓɎɋ. Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ 

ɔɇɋɗɕɋɝɎɈɆɋɘ ɇɔɑɢɞəɤ ɉɎɇɐɔɗɘɢ Ɋɑɥ ɓɆɛɔɌɊɋɓɎɥ 

ɓɋɔɇɛɔɊɎɒɡɛ ɊɆɓɓɡɛ ɗ ɇɔɑɋɋ Ɉɡɗɔɐɔɏ ɘɔɝɓɔɗɘɢɤ. 

include_paths  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɔɍɈɔɑɥɋɘ ɈɐɑɤɝɆɘɢ ɐɆɘɆɑɔɉɎ Ɏ ɊɎɗɐɎ 

Ɉ ɖɋɍəɑɢɘɆɘɡ ɕɔɎɗɐɆ. Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɒɔɌɋɘ 

ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ 
exclude_paths  ɎɑɎ ɗɆɒɔɗɘɔɥɘɋɑɢɓɔ. Ƀɘɔ ɔɗɔɇɋɓɓɔ ɕɔɑɋɍɓɔ 

Ɉ ɗɑəɝɆɥɛ, ɐɔɉɊɆ ɓɋɔɇɛɔɊɎɒɔ ɈɡɕɔɑɓɎɘɢ ɕɔɎɗɐ ɘɔɑɢɐɔ ɕɔ 

ɔɕɖɋɊɋɑɋɓɓɡɒ ɊɎɗɐɆɒ ɎɑɎ ɕɆɕɐɆɒ ɗɎɗɘɋɒɡ ɗ ɓɋɗɐɔɑɢɐɎɒɎ 

ɊɎɗɐɆɒɎ. ȫɗɑɎ ɘɖɋɇəɋɘɗɥ əɐɆɍɆɘɢ ɓɋɗɐɔɑɢɐɔ ɕəɘɋɏ, ɘɔ ɔɓɎ 

ɍɆɐɑɤɝɆɤɘɗɥ Ɉ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ Ɏ ɖɆɍɊɋɑɥɤɘɗɥ ɗɎɒɈɔɑɔɒ 

ɈɋɖɘɎɐɆɑɢɓɔɏ ɝɋɖɘɡ. 

 

 

Ȩ ɐɆɝɋɗɘɈɋ ɍɓɆɝɋɓɎɏ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ 
include_paths  ɒɔɉəɘ ɇɡɘɢ əɐɆɍɆɓɡ ɘɔɑɢɐɔ 

ɇəɐɈɡ ɊɎɗɐɔɈ Ɏ ɎɒɋɓɆ ɕɆɕɔɐ. ȮɒɋɓɆ ɚɆɏɑɔɈ ɓɋ 

ɒɔɉəɘ ɇɡɘɢ Ɉɐɑɤɝɋɓɡ Ɉ ɗɘɖɔɐə ɍɓɆɝɋɓɎɏ 
ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ include_paths . 

 



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

71 
 

 

exclude_paths  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɔɍɈɔɑɥɋɘ ɎɗɐɑɤɝɆɘɢ ɊɎɗɐɎ, ɐɆɘɆɑɔɉɎ 

Ɏ ɚɆɏɑɡ Ɏɍ ɖɋɍəɑɢɘɆɘɔɈ ɕɔɎɗɐɆ. Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ 

ɒɔɌɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ 
include_paths  ɎɑɎ ɗɆɒɔɗɘɔɥɘɋɑɢɓɔ. Ƀɘɔ ɔɗɔɇɋɓɓɔ əɊɔɇɓɔ 

Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɐɆɐɔɏ-ɘɔ ɐɔɓɐɖɋɘɓɡɏ ɊɎɗɐ, ɐɆɘɆɑɔɉ ɎɑɎ 

ɚɆɏɑ ɓɋɔɇɛɔɊɎɒɔ ɎɗɐɑɤɝɎɘɢ Ɏɍ ɖɋɍəɑɢɘɆɘɔɈ ɕɔɎɗɐɆ. ȫɗɑɎ 

ɘɖɋɇəɋɘɗɥ əɐɆɍɆɘɢ ɓɋɗɐɔɑɢɐɔ ɕəɘɋɏ, ɘɔ ɔɓɎ ɍɆɐɑɤɝɆɤɘɗɥ Ɉ 

ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ Ɏ ɖɆɍɊɋɑɥɤɘɗɥ ɗɎɒɈɔɑɔɒ ɈɋɖɘɎɐɆɑɢɓɔɏ 

ɝɋɖɘɡ. 

 

Ȼȼȴȸȱȼɇ ȶȺȸȬȹȰȹɇɁ ȽȾȼȺȶ 

Ȩ ɣɘɔɒ ɖɆɍɊɋɑɋ ɒɡ ɗɔɍɊɆɊɎɒ ɎɗɐəɗɗɘɈɋɓɓɡɏ ɘɋɐɗɘɔɈɡɏ Ɋɔɐəɒɋɓɘ ɗ ɖɆɗɞɎɖɋɓɎɋɒ .tns  Ɏ 

ɍɆɘɋɒ ɕɖɔɈɋɖɎɒ ɋɉɔ ɓɋɗɐɔɑɢɐɎɒɎ ɚɆɏɑɆɒɎ .audit , ɔɘ ɕɖɔɗɘɔɉɔ ɐ ɗɑɔɌɓɔɒə. 

ȶɆɗɗɒɆɘɖɎɈɆɥ ɐɆɌɊɡɏ ɕɖɎɒɋɖ, ɒɡ ɎɗɕɡɘɆɋɒ ɐɆɌɊɡɏ ɕɔɊɊɋɖɌɎɈɆɋɒɡɏ ɗɑəɝɆɏ 

ɕɖɎɒɋɓɋɓɎɥ ɕɆɖɆɒɋɘɖɔɈ ɕɖɔɈɋɖɔɐ Windows Content. 

 
Ȳɡ ɘɆɐɌɋ Ɏɗɕɔɑɢɍəɋɒ ɊɈɔɎɝɓɡɏ ɚɆɏɑ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ nasl . ȰɆɌɊɡɏ 

ɊɋɒɔɓɗɘɖɎɖəɋɒɡɏ ɓɆɒɎ ɚɆɏɑ .audit  ɒɔɌɓɔ ɑɋɉɐɔ ɈɐɑɤɝɎɘɢ Ɉ ɕɔɑɎɘɎɐɎ ɗɐɆɓɎɖɔɈɆɓɎɥ 

Nessus 4 ɎɑɎ SecurityCenter, ɓɔ Ɋɑɥ ɇɡɗɘɖɔɉɔ ɆəɊɎɘɆ ɔɊɓɔɏ ɗɎɗɘɋɒɡ ɊɆɓɓɡɏ ɗɕɔɗɔɇ 

ɔɝɋɓɢ ɣɚɚɋɐɘɎɈɋɓ. ȰɔɒɆɓɊɆ, ɐɔɘɔɖəɤ ɒɡ ɇəɊɋɒ ɐɆɌɊɡɏ ɖɆɍ Ɉɡɕɔɑɓɥɘɢ Ɏɍ ɐɆɘɆɑɔɉɆ  

/opt/nessus/bin , ɇəɊɋɘ ɗɑɋɊəɤɟɋɏ: 

 

# ./nasl - t <IP> 

/opt/nessus/lib/nessus/plugins/compliance_check_windows_file_conte n

t.nbin  

 

ȭɊɋɗɢ <IP> ð ɣɘɔ IP-ɆɊɖɋɗ ɗɎɗɘɋɒɡ, ɆəɊɎɘ ɐɔɘɔɖɔɏ ɒɡ ɕɖɔɈɔɊɎɒ. 

 

Ȩ ɗɑəɝɆɋ Nessus 4 ɕɖɎ ɈɡɕɔɑɓɋɓɎɎ ɚɆɏɑɆ .nbin  (ɎɑɎ ɑɤɇɔɉɔ Ɋɖəɉɔɉɔ ɕɔɊɐɑɤɝɆɋɒɔɉɔ 

ɒɔɊəɑɥ) ɇəɊɋɘ ɈɡɈɔɊɎɘɢɗɥ ɍɆɕɖɔɗ əɐɆɍɆɘɢ ɖɋɐɈɎɍɎɘɡ ɈɛɔɊɆ Ɋɑɥ ɜɋɑɋɈɔɏ ɗɎɗɘɋɒɡ, Ɇ 

ɘɆɐɌɋ ɖɆɗɕɔɑɔɌɋɓɎɋ ɚɆɏɑɆ .audit . 

 

ʎʝʣʝʚʦʡ ʬʘʡʣ ʜʣʷ ʠʩʧʳʪʘʥʠʷ 
ȼɋɑɋɈɔɏ ɚɆɏɑ, ɐɔɘɔɖɡɏ ɒɡ ɇəɊɋɒ ɎɗɕɔɑɢɍɔɈɆɘɢ, ɗɔɊɋɖɌɎɘ ɗɑɋɊəɤɟɎɏ ɘɋɐɗɘ: 

 

abcdefghijklmnopqrstuvwxyz  

01234567890  

Tenable Network Security  

SecurityCenter  

Nessus  

Passive Vulnerability Scanner  

Log Correlation Engine  

AB12CD34EF56 

Nessus  

 

ȷɐɔɕɎɖəɏɘɋ ɣɘɎ ɊɆɓɓɡɋ Ɉ ɑɤɇəɤ ɗɎɗɘɋɒə ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Windows, Ɋɑɥ ɐɔɘɔɖɔɏ ə 

ɈɆɗ ɋɗɘɢ ɖɋɐɈɎɍɎɘɡ ɈɛɔɊɆ. ȳɆɍɔɈɎɘɋ ɚɆɏɑ Tenable_Content.tns. 
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ʇʨʠʤʝʨ 1: ʧʦʠʩʢ ʜʦʢʫʤʝʥʪʦʚ ʩ ʨʘʩʰʠʨʝʥʠʝʤ TNS, ʩʦʜʝʨʞʘʱʠʭ ʩʣʦʚʦ 
«Nessus» 
ȪɆɑɋɋ ɕɖɎɈɋɊɋɓ ɕɖɔɗɘɔɏ ɚɆɏɑ . audit , ɈɡɕɔɑɓɥɤɟɎɏ ɕɔɎɗɐ ɑɤɇɔɉɔ ɚɆɏɑɆ ɗ 

ɖɆɗɞɎɖɋɓɎɋɒ .tns , ɗɔɊɋɖɌɆɟɋɉɔ ɗɑɔɈɔ çNessusè Ɉ ɑɤɇɔɏ ɝɆɗɘɎ ɊɔɐəɒɋɓɘɆ. 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS File that Contains the word Nessus"  

 file_extension: "tns"  

 expec t: "Nessus"  

</item>  

</check_type>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɏ ɐɔɒɆɓɊɡ ɔɌɎɊɆɋɘɗɥ ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 

 

"TNS File that Contains the word Nessus" : [FAILED]  

 -  error message:  

The following files do not match your policy :  

Share: C$, path: \ share \ new folder \ tenable_ content.tns  

 

ɃɘɎ ɖɋɍəɑɢɘɆɘɡ ɕɔɐɆɍɡɈɆɤɘ, ɝɘɔ ɒɡ ɓɆɞɑɎ ɗɔɈɕɆɊɋɓɎɋ. Ȩ ɔɘɝɋɘɋ ɗɐɆɍɆɓɔ çfailedè 

(ɓɋəɊɆɝɆ), ɕɔɘɔɒə ɝɘɔ ɒɡ ɓɆɞɑɎ ɊɆɓɓɡɋ, ɐɔɘɔɖɡɋ ɓɋ ɛɔɘɋɑɎ ɓɆɛɔɊɎɘɢ. ȳɆɕɖɎɒɋɖ, ɋɗɑɎ 

ɒɡ ɕɖɔɈɔɊɎɒ ɆəɊɎɘ Ɉ ɗɕɎɗɐɆɛ ɓɔɒɋɖɆ Social Security (ɓɔɒɋɖɆ ɗɔɜɎɆɑɢɓɔɉɔ ɗɘɖɆɛɔɈɆɓɎɥ) 

Ɏ ɕɔɑəɝɆɋɒ ɕɔɑɔɌɎɘɋɑɢɓɔɋ ɗɔɔɘɈɋɘɗɘɈɎɋ ɓɔɒɋɖɆ Social Security ɓɆ ɔɇɟɋɊɔɗɘəɕɓɔɒ 

ɐɔɒɕɢɤɘɋɖɋ, ɘɔ, ɓɋɗɒɔɘɖɥ ɓɆ ɕɔɑɔɌɎɘɋɑɢɓɡɏ ɖɋɍəɑɢɘɆɘ ɕɔɎɗɐɆ ɗɔɔɘɈɋɘɗɘɈɎɏ, ɔɓ 

ɍɆɕɎɗɡɈɆɋɘɗɥ ɐɆɐ ɈɡɕɔɑɓɋɓɎɋ ɘɖɋɇɔɈɆɓɎɏ ɗɔɔɘɈɋɘɗɘɈɎɥ. 

 

ʇʨʠʤʝʨ 2: ʧʦʠʩʢ ʜʦʢʫʤʝʥʪʦʚ ʩ ʨʘʩʰʠʨʝʥʠʝʤ TNS, ʩʦʜʝʨʞʘʱʠʭ ʩʣʦʚʦ 
«France» 
ȪɆɑɋɋ ɕɖɎɈɋɊɋɓ ɕɖɔɗɘɔɏ ɚɆɏɑ .audit , ɈɡɕɔɑɓɥɤɟɎɏ ɕɔɎɗɐ ɑɤɇɔɉɔ ɚɆɏɑɆ ɗ 

ɖɆɗɞɎɖɋɓɎɋɒ .tns , ɗɔɊɋɖɌɆɟɋɉɔ ɗɑɔɈɔ çFranceè Ɉ ɑɤɇɔɏ ɝɆɗɘɎ ɊɔɐəɒɋɓɘɆ. 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS File that Contains the word France"  

 file_extension: "tns"  

 expect: "France"  

</item>  

</check_type>  

 

ȳɆ ɣɘɔɘ ɖɆɍ ɒɡ ɕɔɑəɝɎɒ ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 

 

"TNS File that Contains the word France" : [PASSED]  

 

Ȳɡ ɕɖɔɞɑɎ ɆəɊɎɘɔɖɗɐəɤ ɕɖɔɈɋɖɐə, ɕɔɘɔɒə ɝɘɔ ɓɎ ɔɊɎɓ Ɏɍ ɕɖɔɈɋɖɋɓɓɡɛ ɓɆɒɎ ɚɆɏɑɔɈ ɗ 
ɖɆɗɞɎɖɋɓɎɋɒ .tns  ɓɋ ɗɔɊɋɖɌɎɘ ɗɑɔɈɆ çFranceè. 
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ʇʨʠʤʝʨ 3: ʧʦʠʩʢ ʜʦʢʫʤʝʥʪʦʚ ʩ ʨʘʩʰʠʨʝʥʠʝʤ TNS ʠ DOC, ʩʦʜʝʨʞʘʱʠʭ ʩʣʦʚʦ 
«Nessus» 
ȰɆɐ ɕɔɐɆɍɆɓɔ ɓɎɌɋ, ɊɔɇɆɈɎɘɢ Ɉɘɔɖɔɋ ɖɆɗɞɎɖɋɓɎɋ Ɋɑɥ ɕɔɎɗɐɆ ɕɔ ɊɔɐəɒɋɓɘɆɒ Microsoft 

Word ɔɝɋɓɢ ɕɖɔɗɘɔ: 

 

<check_type:"Wind owsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS or DOC File that Contains the word Nessus"  

 file_extension: "tns" | "doc"  

 expect: "Nessus"  

</item>  

</check_type>  

 

ȶɋɍəɑɢɘɆɘɡ (ɓɆ ɓɆɞɋɒ ɘɋɗɘɔɈɔɒ ɐɔɒɕɢɤɘɋɖɋ) ɇɡɑɎ ɗɑɋɊəɤɟɎɒɎ: 

 

"TNS or DOC File that Contains the word Nessus" : [FAILED]  

 -  error message:  

The following files do not match your policy :  

Share: C$, path: \ share \ new folder \ tenable_content.tns  

Share: C$, path: \ documents and settings \ jsmith \ desktop \ tns_roadmap.doc  

 

Ȳɡ ɕɔɑəɝɎɑɎ ɘɆɐəɤ Ɍɋ çɓɋəɊɆɝəè, ɐɆɐ Ɏ ɕɖɋɌɊɋ ɕɖɎ ɎɗɕɡɘɆɓɎɎ ɚɆɏɑɆ ɗ ɖɆɗɞɎɖɋɓɎɋɒ 

.tns , ɓɔ Ɉ ɊɆɓɓɔɒ ɗɑəɝɆɋ ɇɡɑ ɓɆɏɊɋɓ Ɉɘɔɖɔɏ ɚɆɏɑ ɗ ɖɆɗɞɎɖɋɓɎɋɒ .doc , ɐɔɘɔɖɡɏ ɘɆɐɌɋ 

ɗɔɊɋɖɌɆɑ ɗɑɔɈɔ çNessusè. ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɎɛ ɘɋɗɘɔɈ ɓɆ ɗɈɔɋɒ ɗɔɇɗɘɈɋɓɓɔɒ 

ɐɔɒɕɢɤɘɋɖɋ ɚɆɏɑ Word ɗɔ ɗɑɔɈɔɒ çNessusè ɒɔɌɋɘ ɗəɟɋɗɘɈɔɈɆɘɢ, Ɇ ɒɔɌɋɘ Ɏ 

ɔɘɗəɘɗɘɈɔɈɆɘɢ. 

 

ʇʨʠʤʝʨ 4: ʧʦʠʩʢ ʜʦʢʫʤʝʥʪʦʚ ʩ ʨʘʩʰʠʨʝʥʠʝʤ TNS ʠ DOC, ʩʦʜʝʨʞʘʱʠʭ ʩʣʦʚʦ 
çNessusè ʠ 11-ʟʥʘʯʥʦʝ ʯʠʩʣʦ 
ȸɋɕɋɖɢ ɒɡ ɊɔɇɆɈɎɒ ɓɆɞɋ ɕɋɖɈɔɋ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ Ɋɑɥ ɕɔɎɗɐɆ 11-ɍɓɆɝɓɔɉɔ ɝɎɗɑɆ. 
ȳɋɔɇɛɔɊɎɒɔ ɘɔɑɢɐɔ ɊɔɇɆɈɎɘɢ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ ɗ ɐɑɤɝɋɈɡɒ ɗɑɔɈɔɒ regex  Ɉ ɘɔ Ɍɋ 

ɚɆɏɑ .audit . 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS or DOC File that Contains the word Nessus"  

 file_extension: "tns" | "doc"  

 regex: " ([0 - 9]{11})"  

 expect: "Nessus"  

</item>  

</check_type>  

 

ȨɡɕɔɑɓɋɓɎɋ ɣɘɎɛ ɕɖɔɜɋɊəɖ ɕɖɎɈɋɊɋɘ ɐ ɗɑɋɊəɤɟɋɒə ɖɋɍəɑɢɘɆɘə: 

 

"TNS or DOC File that Contains the word Nessus" : [FAILED]  

 -  error message:  

The following files do not match your policy :  

Share: C$, path: \ share \ new folder \ tenable_conten t.tns    (01234567890)  
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ȵɔɎɗɐ ɚɆɏɑɆ ɗ ɖɆɗɞɎɖɋɓɎɋɒ .doc , ɐɔɘɔɖɡɏ ɗɔɔɘɈɋɘɗɘɈəɋɘ ɐɖɎɘɋɖɎɥɒ ɕɔɎɗɐɆ, 

ɕɖɔɊɔɑɌɆɋɘɗɥ. ȸɆɐ ɐɆɐ Ɉ ɓɋɒ ɓɋɘ 11-ɍɓɆɝɓɔɉɔ ɝɎɗɑɆ, ɔɓ ɇɔɑɢɞɋ ɓɋ ɔɘɔɇɖɆɌɆɋɘɗɥ. Ȱɖɔɒɋ 
ɘɔɉɔ, ɔɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ Ɏɍ-ɍɆ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ regex  ɒɡ ɘɆɐɌɋ 

ɕɔɑəɝɆɋɒ ɕɔɐɆɍɆɓɓɔɋ Ɉ ɊɆɓɓɡɛ ɗɔɈɕɆɊɋɓɎɋ. 

 

Ȧ ɝɘɔ ɋɗɑɎ ɓɆɒ ɕɔɘɖɋɇəɋɘɗɥ ɓɆɏɘɎ 10-ɍɓɆɝɓɔɋ ɝɎɗɑɔ? ȵɖɎɈɋɊɋɓɓɔɋ Ɉɡɞɋ 11-ɍɓɆɝɓɔɋ 

ɝɎɗɑɔ ɗɔɊɋɖɌɎɘ ɊɈɆ 10-ɍɓɆɝɓɡɛ ɝɎɗɑɆ (0123456789 Ɏ 1234567890). ȫɗɑɎ ɓɆɒ ɓəɌɓɔ 

ɓɆɕɎɗɆɘɢ ɇɔɑɋɋ ɘɔɝɓɔɋ əɗɑɔɈɎɋ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɔɑɢɐɔ Ɋɑɥ 11-ɜɎɚɖ, ɓɆɒ ɓɋɔɇɛɔɊɎɒɔ 

ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ, ɉɔɈɔɖɥɟɋɋ: 

 

çȮɗɐɆɘɢ ɑɤɇɔɋ 11-ɍɓɆɝɓɔɋ ɝɎɗɑɔ, ɕɋɖɋɊ ɐɔɘɔɖɡɒ Ɏ ɕɔɗɑɋ ɐɔɘɔɖɔɉɔ ɓɋ ɗɑɋɊəɋɘ ɐɆɐɎɛ-

ɑɎɇɔ Ɏɓɡɛ ɝɎɗɋɑè. 

 

Ȫɑɥ ɣɘɔɉɔ Ɉ ɖɋɉəɑɥɖɓɡɋ ɈɡɖɆɌɋɓɎɥ ɒɔɌɓɔ ɊɔɇɆɈɎɘɢ ɔɕɋɖɆɘɔɖ not ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 

 

<check_type:"Win dowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS or DOC File that Contains the word Nessus"  

 file_extension: "tns" | "doc"  

 regex: "([^0 - 9]|^)([0 - 9]{11})([^0 - 9]|$)"  

 expect: "Nessus"  

</item>  

</check_type>  

 

ȽɎɘɆɥ ɗɑɋɈɆ ɓɆɕɖɆɈɔ, ɒɡ ɘɆɐɌɋ ɈɎɊɎɒ ɓɋɗɐɔɑɢɐɔ ɖɆɍ ɗɎɒɈɔɑ ç^è Ɏ ɗɎɒɈɔɑ ɊɔɑɑɆɖɆ. 

ȷɎɒɈɔɑ ç^è ɎɓɔɉɊɆ ɔɍɓɆɝɆɋɘ ɓɆɝɆɑɔ ɗɘɖɔɐɎ, Ɇ Ɉ ɊɖəɉɎɛ ɗɑəɝɆɥɛ ɔɍɓɆɝɆɋɘ 

ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɋ ɗɖɆɈɓɋɓɎɋ. ȭɓɆɐ ɊɔɑɑɆɖɆ ɔɍɓɆɝɆɋɘ ɐɔɓɋɜ ɗɘɖɔɐɎ. ȵɖɎɈɋɊɋɓɓɔɋ Ɉɡɞɋ 

ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ Ɉ ɔɇɟɋɒ ɗɑəɝɆɋ ɔɍɓɆɝɆɋɘ: ɎɗɐɆɘɢ ɐɔɒɇɎɓɆɜɎɎ ɗɎɒɈɔɑɔɈ, ɓɋ 

ɓɆɝɎɓɆɤɟɎɋɗɥ ɗ ɝɎɗɑɆ, ɓɔ, ɈɔɍɒɔɌɓɔ, ɓɆɝɎɓɆɤɟɎɋɗɥ ɓɆ ɓɔɈɔɏ ɗɘɖɔɐɋ, ɗɔɊɋɖɌɆɟɎɋ 11 

ɜɎɚɖ, Ɇ ɘɆɐɌɋ ɓɋ ɗɔɕɖɔɈɔɌɊɆɤɟɎɋɗɥ ɐɆɐɎɒɎ-ɑɎɇɔ ɋɟɋ ɜɎɚɖɆɒɎ ɎɑɎ ɍɆ ɐɔɘɔɖɡɒɎ 

ɗɑɋɊəɋɘ ɐɔɓɋɜ ɗɘɖɔɐɎ. ȶɋɉəɑɥɖɓɡɋ ɈɡɖɆɌɋɓɎɥ ɔɇɖɆɇɆɘɡɈɆɤɘ ɓɆɝɆɑɔ ɗɘɖɔɐɎ Ɏ ɐɔɓɋɜ 

ɗɘɖɔɐɎ ɐɆɐ ɔɗɔɇɡɋ ɗɑəɝɆɥ, ɕɔɣɘɔɒə ɘɖɋɇəɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɗɎɒɈɔɑɔɈ ç^è ɎɑɎ ç$è. 

 

ʇʨʠʤʝʨ 5: ʧʦʠʩʢ ʜʦʢʫʤʝʥʪʦʚ ʩ ʨʘʩʰʠʨʝʥʠʝʤ TNS ʠ DOC, ʩʦʜʝʨʞʘʱʠʭ ʩʣʦʚʦ 
çNessusè ʠ 11-ʟʥʘʯʥʦʝ ʯʠʩʣʦ, ʥʦ ʦʪʦʙʨʘʞʘʪʴ ʩʣʝʜʫʝʪ ʪʦʣʴʢʦ ʧʦʩʣʝʜʥʠʝ 4 
ʙʘʡʪʘ 
ȪɔɇɆɈɑɋɓɎɋ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ only_show  Ɉ ɓɆɞ ɚɆɏɑ .audit  ɕɔɍɈɔɑɥɋɘ ɔɉɖɆɓɎɝɎɘɢ 

ɈɡɈɔɊɎɒɡɋ ɖɋɍəɑɢɘɆɘɡ. Ƀɘɔ ɕɔɍɈɔɑɥɋɘ ɔɉɖɆɓɎɝɎɘɢ Ɋɔɗɘəɕ ɕɖɔɈɔɊɥɟɎɛ ɆəɊɎɘ ɑɎɜ ɐ 

ɕɖɔɗɒɆɘɖɎɈɆɋɒɡɒ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɒ ɊɆɓɓɡɒ. 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS or DOC File that Co ntains the word Nessus"  

 file_extension: "tns" | "doc"  

 regex: "([^0 - 9]|^)([0 - 9]{11})([^0 - 9]|$)"  

 expect: "Nessus"  

 only_show: "4"  

</item>  
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</check_type>  

 

ȵɖɎ ɕɔɑəɝɋɓɎɎ ɗɔɈɕɆɊɋɓɎɥ ɊɆɓɓɡɋ ɍɆɒɋɓɥɤɘɗɥ ɗɎɒɈɔɑɆɒɎ çXè, ɐɆɐ ɕɔɐɆɍɆɓɔ ɓɎɌɋ: 

 

"TNS or DOC File that C ontains the word Nessus" : [FAILED]  

 -  error message:  

The following files do not match your policy :  

Share: C$, path: \ share \ new folder \ tenable_content.tns    (XXXXXXX7890)  

 

ʇʨʠʤʝʨ 6: ʧʦʠʩʢ ʜʦʢʫʤʝʥʪʦʚ ʩ ʨʘʩʰʠʨʝʥʠʝʤ TNS, ʩʦʜʝʨʞʘʱʠʭ ʩʣʦʚʦ 
çCorrelationè ʚ ʧʝʨʚʳʭ 50 ʙʘʡʪʘʭ 
Ȩ ɣɘɔɒ ɕɖɎɒɋɖɋ ɒɡ ɇəɊɋɒ ɎɍəɝɆɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ max_size . Ȩ ɓɆɞɋɒ 

ɘɋɗɘɔɈɔɒ ɚɆɏɑɋ ɗɑɔɈɔ Correlation ɖɆɗɕɔɑɔɌɋɓɔ ɓɋ Ɉ ɕɋɖɈɡɛ 50 ɇɆɏɘɆɛ ɚɆɏɑɆ. 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS File t hat Contains the word Correlation"  

 file_extension: "tns"  

 expect: "Correlation"  

 max_size: "50"  

</item>  

</check_type>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɉɔ ɐɔɊɆ ɒɡ ɕɔɑəɝɎɒ əɗɕɋɞɓəɤ ɕɖɔɈɋɖɐə ɓɆ ɓɆɑɎɝɎɋ ɗɔɔɘɈɋɘɗɘɈɎɏ: 

 

"TNS File that Contains the word Correlation" : [PASSE D]  

 
ȮɍɒɋɓɎɒ ɍɓɆɝɋɓɎɋ max_size  ɗ ç50è ɓɆ ç50Kè Ɏ ɈɓɔɈɢ ɈɡɕɔɑɓɎɒ ɗɐɆɓɎɖɔɈɆɓɎɋ. ȸɋɕɋɖɢ 

ɕɔɑəɝɎɒ ɔɞɎɇɐə: 

 

"TNS File that Contains the word Correlation" : [FAILED]  

 -  error message:  

The following files do not match your policy :  

Share: C$, path: \ share \ new fold er \ tenable_content.tns  

 

ʇʨʠʤʝʨ 7: ʢʦʥʪʨʦʣʴ ʦʪʦʙʨʘʞʘʝʤʳʭ ʨʝʟʫʣʴʪʘʪʦʚ 
Ȩ ɣɘɔɒ ɕɖɎɒɋɖɋ ɒɡ ɇəɊɋɒ ɎɍəɝɆɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ regex_replace . 

ȵɖɋɊɗɘɆɈɢɘɋ ɗɑɋɊəɤɟɎɏ ɚɆɏɑ .audit : 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "Seventh Example"  

 file_extension: "tns"  

 regex: "Passive Vulnerability Scanner"  

 expect: "Nessus"  

</item>  

</check_type>  
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ȶɋɍəɑɢɘɆɘɔɒ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɇəɊɋɘ: 

 

"Seventh Example" : [FAILED]  

 -  error message:  

The following files do not match your poli cy :  

Share: C$, path: \ share \ new folder \ tenable_content.tns    (Passive 

Vulnerability Scanner)  

 

Ȧ ɘɋɕɋɖɢ ɕɖɋɊɕɔɑɔɌɎɒ, ɝɘɔ ɓɆɒ ɓəɌɓɔ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ, ɐɔɘɔɖɔɋ ɖɋɆɉɎɖəɋɘ ɓɆ 

ɝɆɗɘɎ çPassiveè Ɏ çScannerè, ɓɔ ɈɔɍɈɖɆɟɆɋɘ ɘɔɑɢɐɔ ɝɆɗɘɢ çVulnerabilityè. ȳɔɈɔɋ 

ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ ɇəɊɋɘ ɈɡɉɑɥɊɋɘɢ ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "Seventh Example"  

 file_extension: "tns"  

 regex: "(Passive) (Vulnerability) (Scanner)"  

 expect: "Nessus"  

</item>  

</check_type > 

 

ȶɋɍəɑɢɘɆɘɔɒ ɈɡɕɔɑɓɋɓɎɥ ɣɘɔɏ ɕɖɔɈɋɖɐɎ Ɉɗɋ ɖɆɈɓɔ ɇəɊɋɘ ɕɔɑɓɔɋ ɗɔɈɕɆɊɋɓɎɋ çPassive 

Vulnerability Scannerè, ɕɔɘɔɒə ɝɘɔ ɔɕɋɖɆɘɔɖ ɖɋɉəɑɥɖɓɔɉɔ ɈɡɖɆɌɋɓɎɥ ɔɇɖɆɇɆɘɡɈɆɋɘ Ɉɗɤ 

ɗɘɖɔɐə ɐɆɐ ɕɋɖɈɔɋ ɗɔɈɕɆɊɋɓɎɋ. Ƚɘɔɇɡ ɕɔɑəɝɎɘɢ ɘɔɑɢɐɔ Ɉɘɔɖɔɋ ɗɔɈɕɆɊɋɓɎɋ, ɓɋɔɇɛɔɊɎɒɔ 
ɊɔɇɆɈɎɘɢ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ  regex_replace . 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "Seventh Example"  

 file_extension: "tns"  

 regex: "(Passive) (Vulnerability) (Scanner)"  

 regex_replace: " \ 3"  

 expect: "Nessus"  

</item>  

</check_type>  

 

ȶɋɍəɑɢɘɆɘɔɒ ɊɆɓɓɔɉɔ ɗɐɆɓɎɖɔɈɆɓɎɥ ɇəɊɋɘ: 

 

"Seventh Example" : [FAILED]  

 -  error message:  

The following files do not match your policy :  

Share: C$, path: \ share \ new folder \ tenable_content.tns    (Vulnerability)  

 

Ȳɡ ɎɗɕɔɑɢɍɔɈɆɑɎ ç\3è, ɝɘɔɇɡ əɐɆɍɆɘɢ ɓɆ Ɉɘɔɖɔɏ ɣɑɋɒɋɓɘ ɓɆɞɋɉɔ ɗɔɕɔɗɘɆɈɑɋɓɎɥ, ɕɔɘɔɒə 

ɝɘɔ ɕɋɖɈɡɏ ɣɑɋɒɋɓɘ (\1) ð ɣɘɔ ɗɘɖɔɐɆ ɕɔɑɓɔɗɘɢɤ. ȫɗɑɎ ɇɡ ɒɡ ɎɗɕɔɑɢɍɔɈɆɑɎ ç\2è, ɘɔ 

ɖɋɍəɑɢɘɆɘɔɒ ɇɡ ɗɘɆɑɔ ɗɑɔɈɔ çPassiveè, Ɇ ɋɗɑɎ ç\4è, ɘɔ ɖɋɍəɑɢɘɆɘɔɒ ɇɡ ɗɘɆɑɔ ɗɑɔɈɔ 

«Scanner». 
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Ȫɑɥ ɝɋɉɔ ɗəɟɋɗɘɈəɋɘ ɣɘɆ ɚəɓɐɜɎɔɓɆɑɢɓɆɥ ɈɔɍɒɔɌɓɔɗɘɢ? ȵɖɎ ɕɔɎɗɐɋ ɗɑɔɌɓɡɛ ɔɇɖɆɍɜɔɈ 

ɊɆɓɓɡɛ, ɓɆɕɖɎɒɋɖ ɓɔɒɋɖɔɈ ɐɖɋɊɎɘɓɡɛ ɐɆɖɘ, ɓɋ ɈɗɋɉɊɆ ɎɗɐɔɒɡɒɎ ɊɆɓɓɡɒɎ ɔɐɆɍɡɈɆɋɘɗɥ 

ɕɋɖɈɔɋ ɗɔɈɕɆɊɋɓɎɋ. Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɔɇɋɗɕɋɝɎɈɆɋɘ ɇɔɑɢɞəɤ ɉɎɇɐɔɗɘɢ Ɋɑɥ 

ɓɆɛɔɌɊɋɓɎɥ ɓɋɔɇɛɔɊɎɒɡɛ ɊɆɓɓɡɛ ɗ ɇɔɑɋɋ Ɉɡɗɔɐɔɏ ɘɔɝɓɔɗɘɢɤ. 

 

ʇʨʠʤʝʨ 8: ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʤʝʥʠ ʬʘʡʣʘ ʚ ʢʘʯʝʩʪʚʝ ʬʠʣʴʪʨʘ 
ȫɗɑɎ ɖɆɗɗɒɔɘɖɋɘɢ ɚɆɏɑ .audit  Ɏɍ ɘɖɋɘɢɋɉɔ ɕɖɎɒɋɖɆ, ɘɔ Ɉ ɖɋɍəɑɢɘɆɘɋ ɇɡɑɎ ɕɖɎɈɋɊɋɓɡ 

ɔɊɓɔɈɖɋɒɋɓɓɔ ɚɆɏɑɡ .tns Ɏ .doc . 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS or DOC File th at Contains the word Nessus"  

 file_extension: "tns" | "doc"  

 expect: "Nessus"  

</item>  

</check_type>  

 

ȶɋɍəɑɢɘɆɘɡ (ɓɆ ɓɆɞɋɒ ɘɋɗɘɔɈɔɒ ɐɔɒɕɢɤɘɋɖɋ) ɇɡɑɎ ɗɑɋɊəɤɟɎɒɎ: 

 

"TNS or DOC File that Contains the word Nessus" : [FAILED]  

 -  error message:  

The following fil es do not match your policy :  

Share: C$, path: \ share \ new folder \ tenable_content.tns  

Share: C$, path: \ documents and settings \ jsmith \ desktop \ tns_roadmap.doc  

 
ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ file_name  ɒɔɌɓɔ ɘɆɐɌɋ ɎɗɕɔɑɢɍɔɈɆɘɢ, ɝɘɔɇɡ ɔɘɚɎɑɢɘɖɔɈɆɘɢ ɚɆɏɑɡ, 

ɐɔɘɔɖɡɋ ɓɆɒ ɓəɌɓɡ ɎɑɎ ɓɋ ɓəɌɓɡ. ȪɔɇɆɈɑɋɓɎɋ ɣɘɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ Ɉ ɚɆɏɑ .audit  ɗ 

əɐɆɍɆɓɎɋɒ əɝɎɘɡɈɆɘɢ ɘɔɑɢɐɔ ɚɆɏɑɡ ɗɔ ɗɑɔɈɔɒ çtenableè Ɉ ɎɒɋɓɎ ɇəɊɋɘ ɈɡɉɑɥɊɋɘɢ 

ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 

 

<check_type:"WindowsFiles">  

<item>  

 type: FILE_CONTENT_CHECK  

 description: "TNS or DOC File that Contains the word Nessus"  

 file_extension: "tns" | "doc"  

 file_name: "tenable"  

 expect: "Nessus"  

</item>  

</check_type>  

 

ȶɋɍəɑɢɘɆɘɔɒ ɈɡɕɔɑɓɋɓɎɥ ɇəɊɋɘ: 

 

TNS or DOC File that Contains the word Nessus" : [FAILED]  

 -  error message:  

The following files do not m atch your policy :  

Share: C$, path: \ share \ new folder \ tenable_content.tns  

 
ȷɔɊɋɖɌɆɟɎɏ ɗɔɈɕɆɊɋɓɎɥ ɚɆɏɑ .doc  ɔɘɗəɘɗɘɈəɋɘ, ɕɔɘɔɒə ɝɘɔ Ɉ ɋɉɔ ɕəɘɎ ɓɋɘ ɗɑɔɈɆ 

«tenable». 
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ȷɘɖɔɐɆ ɗɖɆɈɓɋɓɎɥ ɥɈɑɥɋɘɗɥ ɖɋɉəɑɥɖɓɡɒ ɈɡɖɆɌɋɓɎɋɒ, ɕɔɣɘɔɒə ɔɓɆ ɒɔɌɋɘ ɇɡɘɢ ɔɝɋɓɢ 

ɉɎɇɐɔɏ Ɋɑɥ ɗɔɕɔɗɘɆɈɑɋɓɎɥ ɞɎɖɔɐɔɉɔ ɗɕɋɐɘɖɆ ɚɆɏɑɔɈ, ɐɔɘɔɖɡɋ ɒɡ ɛɔɘɎɒ ɎɑɎ ɓɋ ɛɔɘɎɒ 

ɕɖɔɈɋɖɥɘɢ. ȳɆɕɖɎɒɋɖ, ɒɡ ɒɔɌɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɘɖɔɐə ç[Tt]enableè Ɋɑɥ ɗɔɕɔɗɘɆɈɑɋɓɎɥ ɗɔ 

ɗɑɔɈɔɒ çTenableè ɎɑɎ çtenableè. ȦɓɆɑɔɉɎɝɓɔ, ɋɗɑɎ ɒɡ ɛɔɘɎɒ ɗɖɆɈɓɎɘɢ ɖɆɗɞɎɖɋɓɎɋ ɎɑɎ 

ɝɆɗɘɢ ɖɆɗɞɎɖɋɓɎɥ, ɘɔ ɓəɌɓɔ ɊɔɇɆɈɎɘɢ ɘɔɝɐə ɗ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ ɝɋɖɘɔɏ, ɝɘɔɇɡ ɕɔ 

ɈɡɖɆɌɋɓɎɤ ç\.tè Ɉɡɕɔɑɓɥɑɗɥ ɕɔɎɗɐ Ɉɗɋɛ ɚɆɏɑɔɈ ɗ ɖɆɗɞɎɖɋɓɎɥɒɎ, ɓɆɝɎɓɆɤɟɎɒɎɗɥ ɗ 

ɇəɐɈɡ çtè. 

 

ʇʨʠʤʝʨ 9: ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʳʭ ʩʣʦʚ ʚʢʣʶʯʝʥʠʷ ʠ ʠʩʢʣʶʯʝʥʠʷ 
ȰɑɤɝɋɈɡɋ ɗɑɔɈɆ include_paths  Ɏ exclude_paths  ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɚɎɑɢɘɖɆɜɎɎ 

ɖɋɍəɑɢɘɆɘɔɈ ɕɔɎɗɐɆ ɕəɘɋɒ ɈɐɑɤɝɋɓɎɥ ɇəɐɈɡ ɊɎɗɐɆ, ɐɆɘɆɑɔɉɆ ɎɑɎ ɊɆɌɋ ɎɒɋɓɎ ɚɆɏɑɆ. 

 

<item>  

 type: FILE_CONTENT_CHECK  

 description: "Does the file contain a valid VISA Credit Card Number"  

 file_extension: "xls" | "pdf" | "txt"  

 r egex: "([^0 - 9- ]|^)(4[0 - 9]{3}( | - |)([0 - 9]{4})( | - |)([0 - 9]{4})( | - |)([0 -

9]{4}))([^0 - 9- ]|$)"  

 regex_replace: " \ 3"  

 expect:"."  

 max_size : "50K"  

 only_show : "4"  

 include_paths: "c: \ " | "g: \ " | "h: \ "  

 exclude_paths: "g: \ dontscan"  

</item>  

 

ȶɋɍəɑɢɘɆɘɔɒ ɈɡɕɔɑɓɋɓɎɥ ɇəɊɋɘ: 

 

Windows File Contents Compliance Checks  

"Determine if a file contains a valid VISA Credit Card Number" : [FAILED]  

-  error message:  

The following files do not match your policy :  

Share: C$, path: \ documents and settings \ administrator \ desktop \ ccn .txt 

(XXXXXXXXXXXX0552) 

 

 

Nessus ID : 24760  

 

ȴɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ ɊɆɓɓɡɏ ɖɋɍəɑɢɘɆɘ ɓɋ ɔɘɑɎɝɆɋɘɗɥ ɔɘ ɗɘɆɓɊɆɖɘɓɔɉɔ ɖɋɍəɑɢɘɆɘɆ 

ɕɔɎɗɐɆ ɕɔ ɗɔɊɋɖɌɎɒɔɒə ɚɆɏɑɔɈ ȴȷ Windows, ɓɔ ɓɋ ɈɐɑɤɝɆɋɘ Ɏɗɐɑɤɝɋɓɓɡɏ ɕəɘɢ. ȫɗɑɎ ɗ 

ɕɔɒɔɟɢɤ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ include_paths  Ɉɐɑɤɝɋɓ ɋɊɎɓɗɘɈɋɓɓɡɏ ɕəɘɢ (ɓɆɕɖɎɒɋɖ, c: \ ), 

ɘɔ Ɉɗɋ ɔɗɘɆɑɢɓɡɋ ɕəɘɎ ɇəɊəɘ Ɏɗɐɑɤɝɋɓɡ ɆɈɘɔɒɆɘɎɝɋɗɐɎ. Ȱɖɔɒɋ ɘɔɉɔ, ɋɗɑɎ ɎɗɐɑɤɝɋɓɆ 

ɇəɐɈɆ ɊɎɗɐɆ (ɓɆɕɖɎɒɋɖ, d: \ ), ɓɔ ɐɆɐɆɥ-ɘɔ ɕɆɕɐɆ ɓɆ ɣɘɔɒ ɊɎɗɐɋ ɈɐɑɤɝɋɓɆ (ɓɆɕɖɎɒɋɖ, 

d: \ users ), ɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ exclude_paths  ɔɇɑɆɊɆɋɘ ɕɖɋɎɒəɟɋɗɘɈɔɒ, Ɏ ɕɔɎɗɐ ɓɆ ɣɘɔɒ 

ɊɎɗɐɋ ɕɖɔɎɍɈɔɊɎɘɢɗɥ ɓɋ ɇəɊɋɘ. 

 

ȬȿȰȴȾ ȼȬȳȷȴɃȹɇɁ ȾȴȻȺȮ ɀȺȼȸȬȾȺȮ ɀȬȵȷȺȮ 

ȨɔɍɒɔɌɋɓ ɆəɊɎɘ ɚɆɏɑɔɈ ɗ ɑɤɇɡɒɎ ɖɆɗɞɎɖɋɓɎɥɒɎ, ɓɔ ɚɆɏɑɡ ɘɆɐɎɛ ɘɎɕɔɈ, ɐɆɐ .zip  Ɏ 

.gz , ɗɛɔɊə ɓɋ ɖɆɗɕɆɐɔɈɡɈɆɤɘɗɥ. ȫɗɑɎ ɚɆɏɑ ɗɌɆɘ ɎɑɎ ɐ ɊɆɓɓɡɒ ɕɖɎɒɋɓɋɓɔ ɐɆɐɔɋ-ɘɔ 

ɞɎɚɖɔɈɆɓɎɋ, ɘɔ ɕɔɎɗɐ ɔɇɖɆɍɜɔɈ ɒɔɌɋɘ ɇɡɘɢ ɓɋɈɔɍɒɔɌɋɓ. 
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Ȫɑɥ ɊɔɐəɒɋɓɘɔɈ, Ɉ ɐɔɘɔɖɡɛ ɊɆɓɓɡɋ ɛɖɆɓɥɘɗɥ Ɉ ɚɔɖɒɆɘɋ ɄɓɎɐɔɊ, ɕɖɔɜɋɊəɖɡ ɆɓɆɑɎɍɆ 

ɚɆɏɑɆ .nbin  ɇəɊəɘ ɎɗɐɑɤɝɆɘɢ Ɉɗɋ ɈɗɘɖɋɝɆɤɟɎɋɗɥ ɇɆɏɘɡ, ɗɔɊɋɖɌɆɟɎɋ ɍɓɆɝɋɓɎɋ NULL. 

 

Ȱɖɔɒɋ ɘɔɉɔ, ɕɔɊɊɋɖɌɎɈɆɤɘɗɥ Ɉɗɋ ɈɋɖɗɎɎ ɊɔɐəɒɋɓɘɔɈ Ɏɍ ɕɆɐɋɘɆ ȵȴ Microsoft Office, Ɉ ɘɔɒ 

ɝɎɗɑɋ Ɏ ɓɔɈɡɋ ɞɎɚɖɔɈɆɓɓɡɋ ɈɋɖɗɎɎ, ɊɔɇɆɈɑɋɓɓɡɋ Ɉ ɕɆɐɋɘɋ Office 2007, ɓɆɕɖɎɒɋɖ 
ɚɆɏɑɡ .xlsx  Ɏ .docx.  

 

Ȯ, ɓɆɐɔɓɋɜ, ɈɐɑɤɝɋɓɆ ɕɔɊɊɋɖɌɐɆ ɖɆɍɑɎɝɓɡɛ ɘɎɕɔɈ ɚɔɖɒɆɘɔɈ PDF. ȰɔɒɕɆɓɎɋɏ Tenable 

ɗɔɍɊɆɓ ɔɇɠɋɒɓɡɏ ɆɓɆɑɎɍɆɘɔɖ ɚɆɏɑɔɈ ɚɔɖɒɆɘɆ PDF, ɎɍɈɑɋɐɆɤɟɎɏ ɓɋɔɇɖɆɇɔɘɆɓɓɡɋ 

ɗɘɖɔɐɎ Ɋɑɥ ɗɖɆɈɓɋɓɎɥ. ȵɔɑɢɍɔɈɆɘɋɑɎ ɊɔɑɌɓɡ ɍɆɇɔɘɎɘɢɗɥ ɘɔɑɢɐɔ ɔ ɘɔɒ, ɐɆɐɎɋ ɊɆɓɓɡɋ 

ɔɓɎ ɛɔɘɥɘ ɓɆɏɘɎ Ɉ ɚɆɏɑɋ ɚɔɖɒɆɘɆ PDF. 

 

ȽȺȺȭȼȬȲȱȹȴɋ ȻȼȺȴȳȮȺȰȴȾȱȷɈȹȺȽȾȴ 

ȷəɟɋɗɘɈəɋɘ ɓɋɗɐɔɑɢɐɔ ɐɔɒɕɖɔɒɎɗɗɔɈ, ɐɔɘɔɖɡɋ ɑɤɇɆɥ ɔɖɉɆɓɎɍɆɜɎɥ ɊɔɑɌɓɆ əɝɎɘɡɈɆɘɢ, 

Ɉɓɔɗɥ ɎɍɒɋɓɋɓɎɥ Ɉ Ɏɗɕɔɑɢɍəɋɒɡɋ ɕɔ əɒɔɑɝɆɓɎɤ ɚɆɏɑɡ .audit  Ɏ ɎɗɕɡɘɡɈɆɥ Ɏɛ ɓɆ 

ɖɆɇɔɝɎɛ ɗɋɘɥɛ: 

 

> ȵɔɎɗɐ ɐɆɐɎɛ ɖɆɗɞɎɖɋɓɎɏ ɗɑɋɊəɋɘ Ɉɡɕɔɑɓɥɘɢ? 

> ȷɐɔɑɢɐɔ ɊɆɓɓɡɛ ɗɑɋɊəɋɘ ɗɐɆɓɎɖɔɈɆɘɢ? 

 
ȺɆɏɑɡ . audit ɓɋ ɘɖɋɇəɤɘ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ max_size . Ȩ ɣɘɔɒ ɗɑəɝɆɋ ɕɖɔɉɖɆɒɒɓɔɋ 

ɔɇɋɗɕɋɝɋɓɎɋ Nessus ɕɡɘɆɋɘɗɥ ɎɍɈɑɋɝɢ ɚɆɏɑ ɜɋɑɎɐɔɒ Ɏ ɕɖɔɊɔɑɌɆɋɘ Ɋɔ ɘɋɛ ɕɔɖ, ɕɔɐɆ ɓɋ 

ɔɇɓɆɖəɌɎɘ ɗɔɈɕɆɊɋɓɎɋ ɗ ɔɇɖɆɍɜɔɒ. ȸɆɐ ɐɆɐ ɣɘɎ ɚɆɏɑɡ ɕɋɖɋɊɆɤɘɗɥ ɕɔ ɗɋɘɎ, ɕɖɎ 

ɕɖɔɈɋɊɋɓɎɎ ɆəɊɎɘɆ ɗɔɍɊɆɋɘɗɥ ɇɔɑɢɞɎɏ ɗɋɘɋɈɔɏ ɘɖɆɚɎɐ, ɝɋɒ ɕɖɎ ɔɇɡɝɓɔɒ ɗɐɆɓɎɖɔɈɆɓɎɎ 

ɎɑɎ ɆəɊɎɘɋ ɐɔɓɚɎɉəɖɆɜɎɎ. 

 

ȵɖɎ əɕɖɆɈɑɋɓɎɎ ɓɋɗɐɔɑɢɐɎɒɎ ɗɐɆɓɋɖɆɒɎ Nessus ɗ ɕɔɒɔɟɢɤ ɐɔɓɗɔɑɎ SecurityCenter 

ɘɖɋɇəɋɘɗɥ ɕɋɖɋɒɋɟɋɓɎɋ ɊɆɓɓɡɛ ɘɔɑɢɐɔ ɔɘ ɗɐɆɓɎɖəɋɒɔɉɔ ɐɔɒɕɢɤɘɋɖɆ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ 

ȴȷ Windows Ɋɔ ɗɐɆɓɋɖɆ, Ɉɡɕɔɑɓɥɤɟɋɉɔ ɆəɊɎɘ əɥɍɈɎɒɔɗɘɋɏ. 

 

ȽȻȼȬȮȶȬ ȻȺ ɀȬȵȷȬȸ ȻȼȺȮȱȼȶȴ ȽȺȺȾȮȱȾȽȾȮȴɋ 

ȶȺȹɀȴȯȿȼȬɂȴȴ ȺȽ CISCO IOS .AUDIT  

Ȩ ɣɘɔɒ ɖɆɍɊɋɑɋ ɔɕɎɗɡɈɆɋɘɗɥ ɚɔɖɒɆɘ Ɏ ɚəɓɐɜɎɎ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Cisco 

IOS, Ɇ ɘɆɐɌɋ ɕɖɎɈɔɊɎɘɗɥ ɔɇɔɗɓɔɈɆɓɎɋ ɐɆɌɊɔɏ ɓɆɗɘɖɔɏɐɎ. 

 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɐɆɈɡɝɋɐ 

 

ȴɊɎɓɆɖɓɡɋ Ɏ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɕɖɎ ɍɆɐɑɤɝɋɓɎɎ Ɉ ɓɎɛ ɕɔɑɋɏ ɆəɊɎɘɆ ɥɈɑɥɤɘɗɥ 

ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɡɒɎ, ɍɆ ɎɗɐɑɤɝɋɓɎɋɒ ɗɑɋɊəɤɟɎɛ ɊɈəɛ ɗɑəɝɆɋɈ: 

 

1. Ȩ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Windows, ɋɗɑɎ 

ɗɕɋɜɎɆɑɢɓɡɋ ɕɔɑɥ, ɓɆɕɖɎɒɋɖ CRLF Ɏ ɘ. Ɋ., ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ 

ɇəɐɈɆɑɢɓɔ, Ɏɗɕɔɑɢɍəɏɘɋ ɔɊɎɓɆɖɓɡɋ ɐɆɈɡɝɐɎ. ȱɤɇɡɋ ɔɐɆɍɆɈɞɎɋɗɥ ɈɓəɘɖɎ ɣɘɎɛ 

ɐɆɈɡɝɋɐ ɕɔɑɥ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ ɐɆɐ ɗɘɖɔɐɎ, ɗɑɋɊəɋɘ 

ɈɡɊɋɑɥɘɢ. 

 

ȳɆɕɖɎɒɋɖ: 
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expect: 'First line \ r \ nSecond line \ r \ nJohn \ 's Line'  

 

2. ȪɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɘɖɋɇəɤɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɕɔɑɋɏ include_paths Ɏ 

exclude_paths ɆəɊɎɘɆ WindowsFiles. 

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ Ɉ ɕɔɑɋ ɑɤɇɔɉɔ ɘɎɕɆ (description, value_data, regex Ɏ ɘ. Ɋ.) 

ɗɘɖɔɐ, ɗɔɊɋɖɌɆɟɎɛ ɔɊɎɓɆɖɓɡɋ ɎɑɎ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ, ɗəɟɋɗɘɈəɋɘ ɊɈɆ ɗɕɔɗɔɇɆ 

Ɏɛ ɔɇɖɆɇɔɘɐɎ: 

 

a. Ȩ ɐɆɝɋɗɘɈɋ ɓɆɖəɌɓɡɛ ɐɆɈɡɝɋɐ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɆɈɡɝɐɎ 

ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɉɔ ɘɎɕɆ. 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: "This is John's Line"  

expect: 'We are looking for a double - quote - ".*'  

 

b. ȲɔɌɓɔ ɈɡɊɋɑɥɘɢ ɈɓəɘɖɋɓɓɎɋ ɐɆɈɡɝɐɎ ɗ ɕɔɒɔɟɢɤ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ 

ɝɋɖɘɡ (ɘɔɑɢɐɔ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ). 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: " \ "Text to be searched \ ""  

 

ȾȴȻ ȻȼȺȮȱȼȶȴ 

Ȩɗɋ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Cisco IOS ɊɔɑɌɓɡ ɍɆɐɑɤɝɆɘɢɗɥ Ɉ ɘɋɉɎ check_type  Ɏ 

Ɏɒɋɘɢ ɔɇɔɍɓɆɝɋɓɎɋ ɘɎɕɆ Cisco. Ƀɘɔ ɓɋɔɇɛɔɊɎɒɔ Ɋɑɥ ɘɔɉɔ, ɝɘɔɇɡ ɒɔɌɓɔ ɇɡɑɔ ɔɘɑɎɝɆɘɢ 

ɚɆɏɑɡ .audit , ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɋ ɗɕɋɜɎɆɑɢɓɔ Ɋɑɥ ɗɎɗɘɋɒ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ 

ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Cisco IOS, ɔɘ ɆəɊɎɘɔɈ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɏɓɔɉɔ ɘɎɕɆ. 

 

ȵɖɎɒɋɖ: 

 
<check_type:"Cisco">  

 

Ȩ ɔɘɑɎɝɎɋ ɔɘ ɆəɊɎɘɔɈ ɗɔɔɘɈɋɘɗɘɈɎɥ ɊɖəɉɎɛ ɘɎɕɔɈ, Ɉ ɊɆɓɓɔɒ ɗɑəɝɆɋ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ 

ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ type ɎɑɎ version ɓɋ ɕɔɊɊɋɖɌɎɈɆɤɘɗɥ. 

 

ȶȷɊɃȱȮɇȱ ȽȷȺȮȬ 

Ȩ ɗɑɋɊəɤɟɋɏ ɘɆɇɑɎɜɋ ɕɔɐɆɍɆɓɔ, ɐɆɐ ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɔ ɐɆɌɊɔɋ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ 

Ɉ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ Cisco: 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ 
ȵɖɎɒɋɖ ɎɗɕɔɑɢɍɔɈɆɓɎɥ Ɏ ɕɔɊɊɋɖɌɎɈɆɋɒɡɋ 

ɕɆɖɆɒɋɘɖɡ 

type  CONFIG_CHECK, CONFIG_CHECK_NOT Ɏ 

RANDOMNESS_CHECK 

 

ȵɖɔɈɋɖɐɆ ñCONFIG_CHECKò ɔɕɖɋɊɋɑɥɋɘ, ɗəɟɋɗɘɈəɋɘ ɑɎ 

əɐɆɍɆɓɓɡɏ ɣɑɋɒɋɓɘ Ɉ ɖɋɍəɑɢɘɆɘɆɛ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ 

çshow configè ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ CISCO IOS. ȸɆɐɎɒ Ɍɋ 
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ɔɇɖɆɍɔɒ ɕɖɔɈɋɖɐɆ CONFIG_CHECK_NOTò ɔɕɖɋɊɋɑɥɋɘ, ɓɋ 

ɗəɟɋɗɘɈəɋɘ ɑɎ ɔɕɖɋɊɋɑɋɓɓɔɉɔ ɣɑɋɒɋɓɘɆ. ȵɖɔɈɋɖɐɆ 
RANDOMNESS_CHECKò Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɔɗəɟɋɗɘɈɑɋɓɎɥ 

ɕɖɔɈɋɖɐɎ ɗɑɔɌɓɔɗɘɎ ɗɘɖɔɐ (ɓɆɕɖɎɒɋɖ, ɕɖɔɈɋɖɐɎ ɕɆɖɔɑɋɏ). 

ȫɗɑɎ əɐɆɍɆɘɢ ɣɑɋɒɋɓɘ, ɐɔɘɔɖɡɏ ɘɖɋɇəɋɘɗɥ ɎɗɐɆɘɢ (ɗ 

ɕɔɒɔɟɢɤ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ regex), ɘɔ ɊɆɓɓɆɥ ɕɖɔɈɋɖɐɆ 

ɗɔɔɇɟɎɘ, ɥɈɑɥɋɘɗɥ ɑɎ əɐɆɍɆɓɓɆɥ ɗɘɖɔɐɆ ɊɔɗɘɆɘɔɝɓɔ 

çɕɖɔɎɍɈɔɑɢɓɔɏè (Ɏɒɋɋɘ ɊɑɎɓə ɓɋ ɒɋɓɋɋ ɈɔɗɢɒɎ ɗɎɒɈɔɑɔɈ, 

ɗɔɊɋɖɌɎɘ ɗɎɒɈɔɑɡ Ɉɋɖɛɓɋɉɔ ɖɋɉɎɗɘɖɆ, ɓɎɌɓɋɉɔ ɖɋɉɎɗɘɖɆ, 

ɕɔ ɐɖɆɏɓɋɏ ɒɋɖɋ ɔɊɓə ɜɎɚɖə Ɏ ɔɊɎɓ ɗɕɋɜɎɆɑɢɓɡɏ 

ɗɎɒɈɔɑ). 

 

 

ȵɆɖɆɒɋɘɖɡ ɕɖɔɎɍɈɔɑɢɓɔɗɘɎ Ɉ ɊɆɓɓɡɏ ɒɔɒɋɓɘ ɓɋ 

ɓɆɗɘɖɆɎɈɆɤɘɗɥ. 
 

description  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ description  ɕɔɍɈɔɑɥɋɘ ɊɔɇɆɈɑɥɘɢ ɐɖɆɘɐɔɋ 

ɔɕɎɗɆɓɎɋ Ɉɡɕɔɑɓɥɋɒɔɏ ɕɖɔɈɋɖɐɎ. ȳɆɗɘɔɥɘɋɑɢɓɔ 

ɖɋɐɔɒɋɓɊəɋɘɗɥ ɔɇɋɗɕɋɝɎɈɆɘɢ əɓɎɐɆɑɢɓɔɗɘɢ ɍɓɆɝɋɓɎɥ ɕɔɑɥ 
description  Ɏ ɔɘɗəɘɗɘɈɎɋ Ɉ ɖɆɍɓɡɛ ɕɖɔɈɋɖɐɆɛ ɔɊɎɓɆɐɔɈɡɛ 

ɍɓɆɝɋɓɎɏ Ɉ ɕɔɑɥɛ description . ȵɔɗɘɆɈɑɥɋɒɔɋ ɐɔɒɕɆɓɎɋɏ 

Tenable ɕɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ SecurityCenter 

Ɏɗɕɔɑɢɍəɋɘ ɣɘɔ ɕɔɑɋ Ɋɑɥ ɆɈɘɔɒɆɘɎɝɋɗɐɔɉɔ ɉɋɓɋɖɎɖɔɈɆɓɎɥ 

əɓɎɐɆɑɢɓɔɉɔ ɎɊɋɓɘɎɚɎɐɆɜɎɔɓɓɔɉɔ ɓɔɒɋɖɆ ɕɔɊɐɑɤɝɆɋɒɔɉɔ 
ɒɔɊəɑɥ ɓɆ ɔɗɓɔɈɋ ɍɓɆɝɋɓɎɥ ɕɔɑɥ description . 

 

ȵɖɎɒɋɖ: 
description: "Forbid Remote Startup Configuration"  

feature_set  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ feature_set  ɆɓɆɑɔɉɎɝɓɔ ɐɑɤɝɋɈɔɒə ɗɑɔɈə 

system  Ɉ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix Ɏ ɕɖɔɈɋɖɥɋɘ 

ɈɋɖɗɎɤ ɓɆɇɔɖɆ ɚəɓɐɜɎɏ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Cisco IOS 

Ɏ ɑɎɇɔ ɕɖɔɈɔɊɎɘ ɖɋɍəɑɢɘɎɖəɤɟəɤ ɕɖɔɈɋɖɐə, ɑɎɇɔ 

ɕɖɔɕəɗɐɆɋɘ ɕɖɔɈɋɖɐə Ɏɍ-ɍɆ ɓɋɗɔɔɘɈɋɘɗɘɈɎɥ ɖɋɉəɑɥɖɓɔɒə 

ɈɡɖɆɌɋɓɎɤ. Ƀɘɔ ɕɔɑɋɍɓɔ Ɉ ɘɋɛ ɗɑəɝɆɥɛ, ɐɔɉɊɆ ɕɖɔɈɋɖɐɆ 

ɕɖɎɒɋɓɎɒɆ ɘɔɑɢɐɔ ɐ ɗɎɗɘɋɒɆɒ ɗ ɐɆɐɎɒ-ɘɔ ɐɔɓɐɖɋɘɓɡɒ 

ɓɆɇɔɖɔɒ ɚəɓɐɜɎɏ. 

 

ȵɖɎɒɋɖ: 
<item>  

 type: CONFIG_CHECK  

 description: "Version Check"  

 info: "SSH Access Control Check."  

 feature_set: "K8" context:"line .*"  

 item:"access - class [0 - 9]+ in"  

</item>  

 

ȵɖɎɈɋɊɋɓɓɆɥ Ɉɡɞɋ ɕɖɔɈɋɖɐɆ ɍɆɕəɗɘɎɘ ɕɖɔɈɋɖɐə item 

ɘɔɑɢɐɔ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɈɋɖɗɎɥ ɓɆɇɔɖɆ ɚəɓɐɜɎɏ 

ɗɔɔɘɈɋɘɗɘɈəɋɘ əɐɆɍɆɓɓɔɒə ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ: (K8) 

 

Ȩ ɗɑəɝɆɋ ɓɋɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɐɎ ɈɋɖɗɎɎ ɓɆɇɔɖɆ ɚəɓɐɜɎɏ 
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ɓɆ ɣɐɖɆɓ ɇəɊɋɘ ɈɡɈɋɊɋɓɆ ɔɞɎɇɐɆ, ɆɓɆɑɔɉɎɝɓɆɥ 

ɕɖɎɈɋɊɋɓɓɔɏ ɓɎɌɋ: 

 
"Version Chec k" : [SKIPPED]  

Test defined for the feature set 'K8' whereas we are 

running C850 - ADVSECURITYK9- M 

ios_version  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ ios_version  ɆɓɆɑɔɉɎɝɓɔ ɐɑɤɝɋɈɔɒə ɗɑɔɈə 

system  Ɉ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix Ɏ ɕɖɔɈɋɖɥɋɘ 

ɈɋɖɗɎɤ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Cisco IOS Ɏ ɑɎɇɔ ɕɖɔɈɔɊɎɘ 

ɖɋɍəɑɢɘɎɖəɤɟəɤ ɕɖɔɈɋɖɐə, ɑɎɇɔ ɕɖɔɕəɗɐɆɋɘ ɕɖɔɈɋɖɐə Ɏɍ-

ɍɆ ɓɋɗɔɔɘɈɋɘɗɘɈɎɥ ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ. Ƀɘɔ ɕɔɑɋɍɓɔ Ɉ 

ɘɋɛ ɗɑəɝɆɥɛ, ɐɔɉɊɆ ɕɖɔɈɋɖɐɆ ɕɖɎɒɋɓɎɒɆ ɘɔɑɢɐɔ ɐ ɗɎɗɘɋɒɆɒ 

ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ IOS ɐɆɐɔɏ-ɘɔ 

ɔɕɖɋɊɋɑɋɓɓɔɏ ɈɋɖɗɎɎ. 

 

ȵɖɎɒɋɖ: 
<item>  

 type: CONFIG_CHECK  

 description: "Version Check"  

 info: "SSH Access Control Check."  

 ios_version: "12 \ .[5 - 9]"  

 context:"line .*"  

 item:"access - class [0 - 9]+ in"  

</item>  

 

ȵɖɎɈɋɊɋɓɓɆɥ Ɉɡɞɋ ɕɖɔɈɋɖɐɆ ɍɆɕəɗɘɎɘ ɕɖɔɈɋɖɐə item 

ɘɔɑɢɐɔ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɈɋɖɗɎɥ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ 

IOS ɗɔɔɘɈɋɘɗɘɈəɋɘ əɐɆɍɆɓɓɔɒə ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ: 

(12\.[5-9]). 

 

Ȩ ɗɑəɝɆɋ ɓɋɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɐɎ ɈɋɖɗɎɎ ȴȷ IOS ɓɆ ɣɐɖɆɓ 

ɇəɊɋɘ ɈɡɈɋɊɋɓɆ ɔɞɎɇɐɆ, ɆɓɆɑɔɉɎɝɓɆɥ ɕɖɎɈɋɊɋɓɓɔɏ ɓɎɌɋ: 
 

"Version Check" : [SKIPPED]  

Test defined for 12.[5 - 9] whereas we are running 

12.4(15)T10  

info  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ info  ɕɔɍɈɔɑɥɋɘ ɊɔɇɆɈɑɥɘɢ ɇɔɑɋɋ 

ɕɔɊɖɔɇɓɔɋ ɔɕɎɗɆɓɎɋ Ɉɡɕɔɑɓɥɋɒɔɏ ɕɖɔɈɋɖɐɎ. ȴɗɓɔɈɆɓɎɋɒ 

Ɋɑɥ ɕɖɔɈɋɖɐɎ ɒɔɌɋɘ ɗɑəɌɎɘɢ ɓɔɖɒɆɘɎɈɓɡɏ Ɇɐɘ, URL-ɆɊɖɋɗ 

ɗ ɊɔɕɔɑɓɎɘɋɑɢɓɡɒɎ ɗɈɋɊɋɓɎɥɒɎ, ɐɔɖɕɔɖɆɘɎɈɓɆɥ ɕɔɑɎɘɎɐɆ 

Ɏ ɕɖɔɝɋɋ. ȨɔɍɒɔɌɓɔ ɊɔɇɆɈɑɋɓɎɋ ɓɋɗɐɔɑɢɐɎɛ ɕɔɑɋɏ info  ɓɆ 

ɔɘɊɋɑɢɓɡɛ ɗɘɖɔɐɆɛ, ɝɘɔɇɡ ɔɇɋɗɕɋɝɎɘɢ ɚɔɖɒɆɘɎɖɔɈɆɓɎɋ 

ɘɋɐɗɘɆ Ɉ ɈɎɊɋ ɕɆɖɆɉɖɆɚɆ. ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɋɏ info  ɓɋ 

ɔɉɖɆɓɎɝɋɓɔ. 

 

 

ȰɆɌɊɡɏ ɘɋɉ info  ɊɔɑɌɋɓ ɇɡɘɢ ɓɆɕɎɗɆɓ ɓɆ 

ɔɘɊɋɑɢɓɔɏ ɗɘɖɔɐɋ ɇɋɍ ɕɋɖɋɓɔɗɔɈ. ȫɗɑɎ 

ɓɋɔɇɛɔɊɎɒɔ ɓɋɗɐɔɑɢɐɔ ɗɘɖɔɐ (ɓɆɕɖɎɒɋɖ, ɕɔ 

ɗɔɔɇɖɆɌɋɓɎɥɒ ɚɔɖɒɆɘɆ), ɘɔ ɗɑɋɊəɋɘ ɊɔɇɆɈɎɘɢ 
ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ ɘɋɉɎ info . 
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ȵɖɎɒɋɖ: 
info: "Verify at least one local user exists and 

ensureò 

info: ñall locally defined user passwords are 

protectedò 

info: ñby encryption." 

item  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ item  ɔɕɖɋɊɋɑɥɋɘ ɣɑɋɒɋɓɘ ɐɔɓɚɎɉəɖɆɜɎɎ Ɉ 

ɖɋɍəɑɢɘɆɘɆɛ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ show config, ɐɔɘɔɖɡɏ 

ɓəɌɓɔ ɕɖɔɈɋɖɎɘɢ. 

 

ȵɖɎɒɋɖ: 
item:"transport input ssh"  

 

ȶɋɉəɑɥɖɓɡɋ ɈɡɖɆɌɋɓɎɥ ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɈɓəɘɖɎ ɣɘɔɉɔ 

ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ Ɋɑɥ ɚɎɑɢɘɖɆɜɎɎ ɖɋɍəɑɢɘɆɘɔɈ 

ɗɔɕɔɗɘɆɈɑɋɓɎɥ. ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɔ 

ɚəɓɐɜɎɔɓɆɑɢɓɡɛ ɈɔɍɒɔɌɓɔɗɘɥɛ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ regex  ɗɒ. 

Ɉ ɔɕɎɗɆɓɎɎ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ regex . 

regex  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ regex  ɕɔɍɈɔɑɥɋɘ Ɉɡɕɔɑɓɥɘɢ ɕɔɎɗɐ 

ɕɆɖɆɒɋɘɖɆ ɣɑɋɒɋɓɘɆ ɐɔɓɚɎɉəɖɆɜɎɎ, ɗɔɔɘɈɋɘɗɘɈəɤɟɋɉɔ 

ɔɕɖɋɊɋɑɋɓɓɔɒə ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ. 

 

ȵɖɎɒɋɖ: 
regex: "snmp - server community ([^ ]*) .*"  

 

ȷɑɋɊəɤɟɎɋ ɗɕɋɜɎɆɑɢɓɡɋ ɗɎɒɈɔɑɡ ɘɖɋɇəɤɘ ɔɗɔɇɔɉɔ 

ɔɇɖɆɟɋɓɎɥ: + \ * ( ) ^ 

 

ȫɗɑɎ ɘɖɋɇəɋɘɗɥ, ɝɘɔɇɡ ɔɓɎ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɑɎɗɢ 

ɇəɐɈɆɑɢɓɔ, ɘɔ Ɏɛ ɗɑɋɊəɋɘ ɊɈɆɌɊɡ ɎɗɐɑɤɝɎɘɢ ɗ ɕɔɒɔɟɢɤ 

ɊɈəɛ ɗɎɒɈɔɑɔɈ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ ɝɋɖɘɡ (\\) ɎɑɎ 

ɍɆɐɑɤɝɎɘɢ Ɉ ɐɈɆɊɖɆɘɓɡɋ ɗɐɔɇɐɎ ([]). ȪɖəɉɎɋ ɗɎɒɈɔɑɡ, ɐɆɐ 

ɕɔɐɆɍɆɓɓɡɋ ɓɎɌɋ, Ɋɑɥ ɇəɐɈɆɑɢɓɔɏ ɎɓɘɋɖɕɖɋɘɆɜɎɎ ɘɖɋɇəɤɘ 

ɘɔɑɢɐɔ ɔɊɓɔɉɔ ɗɎɒɈɔɑɆ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ ɝɋɖɘɡ: . ? " ' 

 

Ƀɘɔ ɔɕɖɋɊɋɑɥɋɘɗɥ ɕɔɖɥɊɐɔɒ ɔɇɖɆɇɔɘɐɎ ɣɘɎɛ ɗɎɒɈɔɑɔɈ 

ɐɔɒɕɎɑɥɘɔɖɔɒ. 

min_oc currences  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ min_occurrences  ɔɕɖɋɊɋɑɥɋɘ 

ɒɎɓɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ ɗɑəɝɆɋɈ ɔɇɓɆɖəɌɋɓɎɥ 

ɔɕɖɋɊɋɑɋɓɓɔɉɔ ɣɑɋɒɋɓɘɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɋɑɥ əɗɕɋɞɓɔɉɔ 

ɕɖɔɛɔɌɊɋɓɎɥ ɆəɊɎɘɆ. 

 

ȵɖɎɒɋɖ: 
min_occurrences:"3"  

max_occurrences  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ max_occurrences  ɔɕɖɋɊɋɑɥɋɘ 

ɒɆɐɗɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ ɗɑəɝɆɋɈ ɔɇɓɆɖəɌɋɓɎɥ 

ɔɕɖɋɊɋɑɋɓɓɔɉɔ ɣɑɋɒɋɓɘɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɋɑɥ əɗɕɋɞɓɔɉɔ 

ɕɖɔɛɔɌɊɋɓɎɥ ɆəɊɎɘɆ. 
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ȵɖɎɒɋɖ: 
max_occurrences : "1"  

required  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ required  ɕɔɍɈɔɑɥɋɘ əɐɆɍɆɘɢ, ɔɇɥɍɆɘɋɑɢɓɔ 

ɑɎ ɓɆɑɎɝɎɋ ɕɖɔɈɋɖɥɋɒɔɉɔ ɣɑɋɒɋɓɘɆ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. 

ȳɆɕɖɎɒɋɖ, ɋɗɑɎ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ required  Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ 

NO, Ɇ ɘɎɕ ɕɖɔɈɋɖɐɎ çCONFIG_CHECKè, ɘɔ ɣɘɆ ɕɖɔɈɋɖɐɆ 

ɕɖɔɏɊɋɘ əɗɕɋɞɓɔ ɓɋɍɆɈɎɗɎɒɔ ɔɘ ɘɔɉɔ, ɗəɟɋɗɘɈəɋɘ ɑɎ 

ɣɑɋɒɋɓɘ ɐɔɓɚɎɉəɖɆɜɎɎ. ȷ Ɋɖəɉɔɏ ɗɘɔɖɔɓɡ, ɋɗɑɎ ɐɑɤɝɋɈɔɒə 
ɗɑɔɈə required  ɕɖɎɗɈɔɋɓɔ ɍɓɆɝɋɓɎɋ YES, ɘɔ ɕɖɎɈɋɊɋɓɓɆɥ 

Ɉɡɞɋ ɕɖɔɈɋɖɐɆ ɕɖɔɏɊɋɓɆ ɓɋ ɇəɊɋɘ. 

 

ȵɖɎɒɋɖ: 
required: NO  

context  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ context  ɕɔɑɋɍɓɔ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ 

ɗəɟɋɗɘɈəɋɘ ɓɋɗɐɔɑɢɐɔ ɣɐɍɋɒɕɑɥɖɔɈ ɔɕɖɋɊɋɑɋɓɓɔɉɔ 

ɣɑɋɒɋɓɘɆ ɐɔɓɚɎɉəɖɆɜɎɎ. ȳɆɕɖɎɒɋɖ, ɖɆɗɗɒɔɘɖɎɘɋ 
ɗɑɋɊəɤɟəɤ ɐɔɓɚɎɉəɖɆɜɎɤ:  

 
line con 0  

 no modem enable  

line aux 0  

 access - class 42 in  

 exec - timeout 10 0  

 no exec  

line vty 0 4  

 exec - timeout 2 0  

 password 7 15010X1C142222362G  

 transport input ssh  

 

ȫɗɑɎ Ɉɡ ɛɔɘɎɘɋ ɕɖɔɈɋɖɎɘɢ ɍɓɆɝɋɓɎɋ ɐɆɐɔɏ-ɘɔ ɐɔɓɐɖɋɘɓɔɏ 

ɕɔɗɑɋɊɔɈɆɘɋɑɢɓɔɏ ɑɎɓɎɎ, ɘɔ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɐɑɤɝɋɈɔɉɔ 
ɗɑɔɈɆ item  ɗɔ ɍɓɆɝɋɓɎɋɒ line (ɑɎɓɎɥ) ɇəɊɋɘ 

ɓɋɊɔɗɘɆɘɔɝɓɡɒ, ɕɔɘɔɒə ɝɘɔ ɗəɟɋɗɘɈəɋɘ ɓɋɗɐɔɑɢɐɔ ɗɑəɝɆɋɈ 

ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɍɓɆɝɋɓɎɥ line (ɑɎɓɎɥ). Ȩ ɗɑəɝɆɋ 
ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ context  ɒɔɌɓɔ 

ɗɔɗɖɋɊɔɘɔɝɎɘɢɗɥ ɘɔɑɢɐɔ ɓɆ Ɏɓɘɋɖɋɗəɤɟɋɒ ɣɑɋɒɋɓɘɋ. 

ȳɆɕɖɎɒɋɖ: 

 
context: "con 0"  

 

Ȩɡ ɕɔɑəɝɎɘɋ ɘɔɑɢɐɔ ɗɑɋɊəɤɟɎɏ ɣɑɋɒɋɓɘ ɐɔɓɚɎɉəɖɆɜɎɎ: 

 
line con 0  

 no modem enable  

 

ȶɋɉəɑɥɖɓɡɋ ɈɡɖɆɌɋɓɎɥ ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɈɓəɘɖɎ ɣɘɔɉɔ 

ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ Ɋɑɥ ɚɎɑɢɘɖɆɜɎɎ ɖɋɍəɑɢɘɆɘɔɈ 

ɗɔɕɔɗɘɆɈɑɋɓɎɥ. ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɔ 
ɚəɓɐɜɎɔɓɆɑɢɓɡɛ ɈɔɍɒɔɌɓɔɗɘɥɛ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ regex  ɗɒ. 

Ɉ ɔɕɎɗɆɓɎɎ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ regex . 
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Ȼȼȴȸȱȼɇ ȶȺȸȬȹȰȹɇɁ ȽȾȼȺȶ 

Ȩ ɣɘɔɒ ɖɆɍɊɋɑɋ ɕɖɎɈɔɊɥɘɗɥ ɕɖɎɒɋɖɡ ɖɆɗɕɖɔɗɘɖɆɓɋɓɓɡɛ ɆəɊɎɘɔɈ, Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ 

ɕɖɔɈɋɊɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɎɗɘɋɒ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Cisco IOS. ȪɈɔɎɝɓɡɏ 
ɚɆɏɑ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ nasl  Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɐɆɝɋɗɘɈɋ ɗɖɋɊɗɘɈɆ Ɋɑɥ ɇɡɗɘɖɔɉɔ ɎɗɕɡɘɆɓɎɥ 

ɆəɊɎɘɔɈ ɓɆ ɛɔɊə. ȰɆɌɊɡɏ ɕɔɐɆɍɆɓɓɡɏ ɓɎɌɋ ɚɆɏɑ .audit  ɒɔɌɓɔ ɑɋɉɐɔ ɈɐɑɤɝɎɘɢ Ɉ 

ɕɔɑɎɘɎɐɎ ɗɐɆɓɋɖɆ Nessus. ȴɊɓɆɐɔ Ɋɑɥ ɇɡɗɘɖɔɏ ɕɖɔɈɋɖɐɎ ɔɊɓɔɏ ɗɎɗɘɋɒɡ ɈɡɕɔɑɓɋɓɎɋ 

ɘɋɗɘɔɈ Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɇɔɑɋɋ ɣɚɚɋɐɘɎɈɓɔ. ȰɔɒɆɓɊɆ, ɐɔɘɔɖəɤ ɒɡ ɇəɊɋɒ ɐɆɌɊɡɏ ɖɆɍ 
Ɉɡɕɔɑɓɥɘɢ Ɏɍ ɐɆɘɆɑɔɉɆ /opt/nessus/bin , ɇəɊɋɘ ɗɑɋɊəɤɟɋɏ: 

 

# ./nasl - t <IP> 

/opt/nessus/lib/nessus/plugins/cisco_compliance_check.nbin  

 

ȭɊɋɗɢ <IP> ð ɣɘɔ IP-ɆɊɖɋɗ ɗɎɗɘɋɒɡ, ɆəɊɎɘ ɐɔɘɔɖɔɏ ɕɖɔɈɔɊɎɘɗɥ. 

 

ȭɆɕɖɆɞɎɈɆɋɘɗɥ ɕɆɖɔɑɢ enable: 

 

Which file contains your security policy ? cisco_test.audit  

SSH login to connect with : admin  

How do you want to authenticate ? (key or password) [password]  

SSH password :  

Enter the 'enable' password to use :  

 

ȴɇɖɆɘɎɘɋɗɢ ɐ ɆɊɒɎɓɎɗɘɖɆɘɔɖə ȴȷ Cisco, ɝɘɔɇɡ ɕɔɑəɝɎɘɢ ɕɖɆɈɎɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ ɈɛɔɊɆ 

enable. 

 

ʇʨʠʤʝʨ 1: ʧʦʠʩʢ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʧʠʩʢʘ SNMP ACL 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɔɗɘɔɏ ɚɆɏɑ .audit , ɈɡɕɔɑɓɥɤɟɎɏ ɕɔɎɗɐ ɔɕɖɋɊɋɑɋɓɓɔɉɔ 

ɍɆɕɖɋɟɆɤɟɋɉɔ ɘɖɆɚɎɐ (deny) ɗɕɎɗɐɆ SNMP ACL. ȫɗɑɎ ɗɕɎɗɐɆ ɓɋ ɓɆɏɊɋɓɔ, ɘɔ ɣɘɔɘ ɆəɊɎɘ 

ɈɡɊɆɗɘ ɗɔɔɇɟɋɓɎɋ ɔ ɓɋəɊɆɝɓɔɏ ɕɔɕɡɘɐɋ. ɃɘɆ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ ɈɡɕɔɑɓɋɓɆ ɘɔɑɢɐɔ Ɉ ɘɔɒ 

ɗɑəɝɆɋ, ɋɗɑɎ ɈɋɖɗɎɥ IOS ɒɆɖɞɖəɘɎɍɆɘɔɖɆ ɗɔɈɕɆɊɆɋɘ ɗ əɐɆɍɆɓɓɔɏ ɗ ɕɔɒɔɟɢɤ 

ɖɋɉəɑɥɖɓɔɉɔ ɈɡɖɆɌɋɓɎɥ. ȮɓɆɝɋ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ ɕɖɔɕəɟɋɓɆ. 

 

<check_type: "Cisco">  

 

<item>  

Type         : CONFIG_CHECK 

 Description : "Require a Defined SNMP ACL"  

 info        : "Verify a defined simple network management protocol (SNMP) 

access control list (ACL) exists with rules for restricting SNMP 

access to the device."  

 ios_version : "12 \ .[4 - 9]"  

 i tem        :"deny ip any any"  

</item>  

 

</check_type>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɏ ɐɔɒɆɓɊɡ ɔɘ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɘɖɋɇɔɈɆɓɎɥɒ ɗɎɗɘɋɒɡ ɔɌɎɊɆɋɘɗɥ 

ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 
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"Require a Defined SNMP ACL" : [PASSED]  

 

Verify a defined simple network management protocol (SNMP) ac cess control 

list (ACL) exists with rules for restricting SNMP access to the 

device.  

 

ȭɆɐɔɓɝɎɈɞɎɏɗɥ ɔɞɎɇɐɔɏ ɆəɊɎɘ ɕɖɎɈɋɊɋɘ ɐ ɗɑɋɊəɤɟɋɒə ɖɋɍəɑɢɘɆɘə: 

 

"Require a Defined SNMP ACL" : [FAILED]  

 

Verify a defined simple network management protocol (SNMP) access  control 

list (ACL) exists with rules for restricting SNMP access to the 

device.  

 

 -  error message: deny ip any any not found in the configuration file  

 

Ȩ ɣɘɔɒ ɗɑəɝɆɋ ɕɖɔɈɋɖɐɆ ɇɡɑɆ ɓɋəɊɆɝɓɔɏ, ɕɔɘɔɒə ɝɘɔ ɒɡ ɎɗɐɆɑɎ ɕɖɆɈɎɑɔ deny ip Ɏ ɓɋ 

ɓɆɞɑɎ ɓɎ ɔɊɓɔɉɔ. 

 

ʇʨʠʤʝʨ 2: ʧʨʦʚʝʨʢʘ ʪʦʛʦ, ʯʪʦ ʩʣʫʞʙʘ finger ʦʪʢʣʶʯʝʥʘ 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɘɋɐɗɘ ɕɖɔɗɘɔɉɔ ɚɆɏɑɆ .audit , Ɉɡɕɔɑɓɥɤɟɋɉɔ ɕɔɎɗɐ ɓɋɇɋɍɔɕɆɗɓɔɏ 

ɗɑəɌɇɡ finger  ɓɆ əɊɆɑɋɓɓɔɒ ɒɆɖɞɖəɘɎɍɆɘɔɖɋ. ɃɘɆ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ ɈɡɕɔɑɓɋɓɆ ɘɔɑɢɐɔ Ɉ 

ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɈɋɖɗɎɥ IOS ɒɆɖɞɖəɘɎɍɆɘɔɖɆ ɗɔɈɕɆɊɆɋɘ ɗ əɐɆɍɆɓɓɔɏ ɗ ɕɔɒɔɟɢɤ 

ɖɋɉəɑɥɖɓɔɉɔ ɈɡɖɆɌɋɓɎɥ. ȮɓɆɝɋ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ ɕɖɔɕəɟɋɓɆ. ȫɗɑɎ ɗɑəɌɇɆ ɓɋ ɇəɊɋɘ 

ɓɆɏɊɋɓɆ, ɘɔ ɣɘɔɘ ɆəɊɎɘ ɈɡɊɆɗɘ ɗɔɔɇɟɋɓɎɋ ɔ ɓɋəɊɆɝɓɔɏ ɕɔɕɡɘɐɋ. 

 

<check_type: "Cisco">  

 

<item>  

 type         : CONFIG_CHECK_NOT  

 description  : "Forbid Finger  Service"  

 ios_version  : "12 \ .[4 - 9]"  

 info         : "Disable finger server."  

 item         : "(ip|service) finger"  

</item>  

 

</check_type>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɏ ɐɔɒɆɓɊɡ ɔɘ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɘɖɋɇɔɈɆɓɎɥɒ ɗɎɗɘɋɒɡ ɔɌɎɊɆɋɘɗɥ 

ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 

 

"Forbid Finger Service" : [PASSED]  

 

Disable finger server.  

 

ȭɆɐɔɓɝɎɈɞɎɏɗɥ ɔɞɎɇɐɔɏ ɆəɊɎɘ ɕɖɎɈɋɊɋɘ ɐ ɗɑɋɊəɤɟɋɒə ɖɋɍəɑɢɘɆɘə: 

 

"Forbid Finger Service" : [FAILED]  

Disable finger server.  
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 -  error message:  

The following configuration line is set:  

ip finger < ----  

 

Policy value:  

(ip|service) finger  

 

ʇʨʠʤʝʨ 3: ʧʨʦʚʝʨʢʘ ʧʨʦʠʟʚʦʣʴʥʦʩʪʠ, ʚʳʧʦʣʥʷʝʤʘʷ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 
ʩʪʨʦʢʠ ʜʦʩʪʫʧʘ ʠ ʩʨʝʜʩʪʚʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʧʨʦʪʦʢʦʣʘ SNMP 
ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʠʟʚʦʣʴʥʳʝ 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɘɋɐɗɘ ɕɖɔɗɘɔɉɔ ɚɆɏɑɆ .audit , Ɉɡɕɔɑɓɥɤɟɋɉɔ ɕɔɎɗɐ ɗɘɖɔɐ ɊɔɗɘəɕɆ 

SNMP, ɐɔɘɔɖɡɋ ɓɋɊɔɗɘɆɘɔɝɓɔ ɕɖɔɎɍɈɔɑɢɓɡ. ȫɗɑɎ ɓɆɏɊɋɓɆ ɗɘɖɔɐɆ ɊɔɗɘəɕɆ, ɐɔɘɔɖɆɥ 

ɓɋɊɔɗɘɆɘɔɝɓɔ ɕɖɔɎɍɈɔɑɢɓɆ, ɘɔ ɆəɊɎɘ ɈɡɈɋɊɋɘ ɓɆ ɣɐɖɆɓ ɗɔɔɇɟɋɓɎɋ ɔ ɘɔɒ, ɝɘɔ ɕɖɔɈɋɖɐɆ 

ɓɋ ɕɖɔɏɊɋɓɆ. ȸɆɐ ɐɆɐ ɕɆɖɆɒɋɘɖ required Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ NO, ɕɖɔɈɋɖɐɆ ɇəɊɋɘ əɗɕɋɞɓɔ 

ɈɡɕɔɑɓɋɓɆ, ɋɗɑɎ ɓɎ ɔɊɓɔɏ ɗɘɖɔɐɎ ɊɔɗɘəɕɆ snmp-server ɓɋ ɗəɟɋɗɘɈəɋɘ. ɃɘɆ ɕɖɔɈɋɖɐɆ 

ɇəɊɋɘ ɈɡɕɔɑɓɋɓɆ ɘɔɑɢɐɔ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɒɆɖɞɖəɘɎɍɆɘɔɖ Ɏɗɕɔɑɢɍəɋɘ ɓɆɇɔɖ ɚəɓɐɜɎɏ: 

çK9è. ȮɓɆɝɋ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ ɕɖɔɕəɟɋɓɆ. 

 

<check_type: "Cisco">  

 

<item>  

type          : RANDOMNESS_CHECK  

 description  : "Require Authorized Read SNMP Community Strings and Access 

Control"  

 info         : "Verify an authorized community string and access control 

is configured to restrict read access to the device."  

 feature_set  : "K9"  

 regex        : "snmp - server communit y ([^ ]*) .*"  

 required     : NO  

</item>  

 

</check_type>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɏ ɐɔɒɆɓɊɡ ɔɘ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɘɖɋɇɔɈɆɓɎɥɒ ɗɎɗɘɋɒɡ ɔɌɎɊɆɋɘɗɥ 

ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 

 

"Require Authorized Read SNMP Community Strings and Access Control" : 

[PASSED]  

 

Verify an authorize d community string and access control is configured to 

restrict read access to the device.  

 

ȭɆɐɔɓɝɎɈɞɎɏɗɥ ɔɞɎɇɐɔɏ ɆəɊɎɘ ɕɖɎɈɋɊɋɘ ɐ ɗɑɋɊəɤɟɋɒə ɖɋɍəɑɢɘɆɘə: 

 

"Require Authorized Read SNMP Community Strings and Access Control" : 

[FAILED]  

 

Verify an authorized  community string and access control is configured to 

restrict read access to the device.  

 -  error message:  
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The following configuration line does not contain a token deemed random 

enough:  

snmp- server community foobar RO  

 

The following configuration line d oes not contain a token deemed random 

enough:  

snmp- server community public RO  

 

Ȩ ɕɖɎɈɋɊɋɓɓɔɒ Ɉɡɞɋ ɗɑəɝɆɋ ɇɡɑɔ ɊɈɋ ɗɘɖɔɐɎ: foobar Ɏ public, ɐɔɘɔɖɡɋ ɗɔɊɋɖɌɆɘ 

ɓɋɊɔɗɘɆɘɔɝɓɔ ɕɖɔɎɍɈɔɑɢɓɡɋ ɑɋɐɗɋɒɡ Ɏ, ɗɑɋɊɔɈɆɘɋɑɢɓɔ, ɓɋ ɕɖɔɛɔɊɥɘ ɕɖɔɈɋɖɐə. 

 

ʇʨʠʤʝʨ 4: ʢʦʥʪʝʢʩʪʥʘʷ ʧʨʦʚʝʨʢʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ SSH 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɔɗɘɔɏ ɚɆɏɑ .audit , ɈɡɕɔɑɓɥɤɟɎɏ ɕɔɎɗɐ Ɉɗɋɛ ɣɑɋɒɋɓɘɔɈ 

ɐɔɓɚɎɉəɖɆɜɎɎ line ɗ ɕɔɒɔɟɢɤ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ context  Ɏ ɗɖɆɈɓɋɓɎɋ ɗ regex , ɝɘɔɇɡ 

əɇɋɊɎɘɢɗɥ, ɝɘɔ ɐɔɓɘɖɔɑɢ ɊɔɗɘəɕɆ SSH əɗɘɆɓɔɈɑɋɓ. 

 

<check_type: "Cisco">  

 

<item>  

 t ype          :CONFIG_CHECK  

 description  :"Require SSH Access Control"  

 info         :" Verify that management access to the device is restricted 

on all VTY lines."  

 context      :"line .*"  

 item         :"access - class [0 - 9]+ in"</item>  

 

</check_type>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɏ ɐɔɒɆɓɊɡ ɔɘ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɘɖɋɇɔɈɆɓɎɥɒ ɗɎɗɘɋɒɡ ɔɌɎɊɆɋɘɗɥ 

ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 

 

"Require SSH Access Control" : [PASSED]  

 

 Verify that management access to the device is restricted on all VTY 

lines.  

 

ȭɆɐɔɓɝɎɈɞɎɏɗɥ ɔɞɎɇɐɔɏ ɆəɊɎɘ ɕɖɎɈɋɊɋɘ ɐ ɗɑɋɊəɤɟɋɒə ɖɋɍəɑɢɘɆɘə: 

 

"Require SSH Access Control" : [FAILED]  

 

 Verify that management access to the device is restricted on all VTY 

lines.  

 

 -  error message:  

The following configuration is set:  

line con 0  

 exec - timeout 5 0  

 no modem enable  

 

Missing conf iguration: access - class [0 - 9]+ in  
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The following configuration is set:  

line vty 0 4  

 exec - timeout 5 0  

 password 7 15010A1C142222362D  

 transport input ssh  

 

Missing configuration: access - class [0 - 9]+ in  

 

Ȩ ɕɖɎɈɋɊɋɓɓɔɒ Ɉɡɞɋ ɕɖɎɒɋɖɋ ɇɡɑɔ ɊɈɋ ɗɘɖɔɐɎ, ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɍɆɊɆɓɓɔɒə Ɉ ɕɔɑɋ 
context  ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ line .* . ȸɆɐ ɐɆɐ ɓɎ ɔɊɓɆ ɗɘɖɔɐɆ ɓɋ ɈɐɑɤɝɆɑɆ 

ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ item , ɖɋɍəɑɢɘɆɘɔɒ ɈɡɕɔɑɓɋɓɎɥ ɊɆɓɓɔɉɔ ɆəɊɎɘɆ ɇəɊɋɘ ɗɔɔɇɟɋɓɎɋ 

FAILED (ɓɋəɊɆɝɆ). 

 

ȿȽȷȺȮȴɋ 

Ȩ ɕɔɑɎɘɎɐɋ ɆəɊɎɘɆ Cisco ɒɔɌɓɔ ɔɕɖɋɊɋɑɎɘɢ ɑɔɉɎɐə if /then/else . Ƀɘɔ ɕɔɍɈɔɑɥɋɘ 

ɐɔɓɋɝɓɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ Ɉ ɗɑəɝɆɋ əɗɕɋɞɓɔɉɔ ɕɖɔɛɔɌɊɋɓɎɥ ɆəɊɎɘɆ ɈɔɍɈɖɆɟɆɘɢ 

ɕɖɋɊəɕɖɋɌɊɆɤɟɋɋ ɗɔɔɇɟɋɓɎɋ, Ɇ ɓɋ ɗɔɔɇɟɋɓɎɋ ɘɎɕɆ çɕɖɔɏɊɋɓɔè ɎɑɎ çɓɋəɊɆɝɆè. 

 

ȷɎɓɘɆɐɗɎɗ ɈɡɕɔɑɓɋɓɎɥ əɗɑɔɈɎɏ ɗɑɋɊəɤɟɎɏ: 

 

<if>  

 <condition type: "or">  

  <Insert your  audit here>  

 </condition>  

 <then>  

  <Insert your audit here>  

 </then>  

 <else>  

  <Insert your audit here>  

 </else>  

</if>  

 

ȵɖɎɒɋɖ: 

 

<if>  

<condition type:"AND">  

 <item>  

  type:CONFIG_CHECK 

  description:"Forbid Auxiliary Port"  

  info:"Verify the EXEC proces s is disabled on the auxiliary (aux) port."  

  context:"line aux "  

  item:"no exec"  

 </item>  

 <item>  

  type:CONFIG_CHECK_NOT 

  description:"Forbid Auxiliary Port"  

  info:"Verify the EXEC process is disabled on the auxiliary (aux) port."  

  context:"line aux "  

  item:"transport input [^n][^o]?[^n]?[^e]?$"  

 </item>  



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

90 
 

 

</condition>  

<then>  

 <report type:"PASSED">  

  description: "Forbid Auxiliary Port"  

  info: "Verify the EXEC process is disabled on the auxiliary (aux) port."  

 </report>  

</then>  

<else>  

 <report type:" FAILED">  

  description: "Forbid Auxiliary Port"  

  info: "Verify the EXEC process is disabled on the auxiliary (aux) port."  

</report>  

</else>  

</if>  

 

Ȩɡɕɔɑɓɋɓɔ əɗɑɔɈɎɋ ɎɑɎ ɓɋɘ, Ɉ ɣɘɔɒ ɔɘɝɋɘɋ ɓɎɐɔɉɊɆ ɓɋ ɔɘɔɇɖɆɌɆɋɘɗɥ, ɕɔɘɔɒə ɝɘɔ ɣɘɔ 

çɘɎɛɆɥè ɕɖɔɈɋɖɐɆ. 

 
ȹɗɑɔɈɎɥ ɒɔɉəɘ ɇɡɘɢ ɘɎɕɆ and  ɑɎɇɔ or . 

 

ȽȻȼȬȮȶȬ ȻȺ ɀȬȵȷȬȸ ȻȼȺȮȱȼȶȴ ȽȺȺȾȮȱȾȽȾȮȴɋ 

ȶȺȹɀȴȯȿȼȬɂȴȴ ȭȬȳɇ ȰȬȹȹɇɁ .AUDIT 

Ȩ ɣɘɔɒ ɖɆɍɊɋɑɋ ɔɕɎɗɡɈɆɋɘɗɥ ɚɔɖɒɆɘ Ɏ ɚəɓɐɜɎɎ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɇɆɍ ɊɆɓɓɡɛ, 

Ɇ ɘɆɐɌɋ ɕɖɎɈɔɊɎɘɗɥ ɔɇɔɗɓɔɈɆɓɎɋ ɐɆɌɊɔɏ ɓɆɗɘɖɔɏɐɎ. 

 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɐɆɈɡɝɋɐ 

 

ȴɊɎɓɆɖɓɡɋ Ɏ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɕɖɎ ɍɆɐɑɤɝɋɓɎɎ Ɉ ɓɎɛ ɕɔɑɋɏ ɆəɊɎɘɆ ɥɈɑɥɤɘɗɥ 

ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɡɒɎ, ɍɆ ɎɗɐɑɤɝɋɓɎɋɒ ɗɑɋɊəɤɟɎɛ ɊɈəɛ ɗɑəɝɆɋɈ: 

 

1. Ȩ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Windows, ɋɗɑɎ 

ɗɕɋɜɎɆɑɢɓɡɋ ɕɔɑɥ, ɓɆɕɖɎɒɋɖ CRLF Ɏ ɘ. Ɋ., ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ 

ɇəɐɈɆɑɢɓɔ, Ɏɗɕɔɑɢɍəɏɘɋ ɔɊɎɓɆɖɓɡɋ ɐɆɈɡɝɐɎ. ȱɤɇɡɋ ɔɐɆɍɆɈɞɎɋɗɥ ɈɓəɘɖɎ ɣɘɎɛ 

ɐɆɈɡɝɋɐ ɕɔɑɥ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ ɐɆɐ ɗɘɖɔɐɎ, ɗɑɋɊəɋɘ 

ɈɡɊɋɑɥɘɢ. 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: 'First line \ r \ nSecond line \ r \ nJohn \ 's Line'  

 

2. ȪɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɘɖɋɇəɤɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɕɔɑɋɏ include_paths Ɏ 

exclude_paths ɆəɊɎɘɆ WindowsFiles. 

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ Ɉ ɕɔɑɋ ɑɤɇɔɉɔ ɘɎɕɆ (description, value_data, regex Ɏ ɘ. Ɋ.) 

ɗɘɖɔɐ, ɗɔɊɋɖɌɆɟɎɛ ɔɊɎɓɆɖɓɡɋ ɎɑɎ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ, ɗəɟɋɗɘɈəɋɘ ɊɈɆ ɗɕɔɗɔɇɆ 

Ɏɛ ɔɇɖɆɇɔɘɐɎ: 

 

a. Ȩ ɐɆɝɋɗɘɈɋ ɓɆɖəɌɓɡɛ ɐɆɈɡɝɋɐ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɆɈɡɝɐɎ 

ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɉɔ ɘɎɕɆ. 

 



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

91 
 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: "This is John's Line"  

expect: 'We are looking for a double - quote - ".*'  

 

b. ȲɔɌɓɔ ɈɡɊɋɑɥɘɢ ɈɓəɘɖɋɓɓɎɋ ɐɆɈɡɝɐɎ ɗ ɕɔɒɔɟɢɤ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ 

ɝɋɖɘɡ (ɘɔɑɢɐɔ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ). 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: " \ "Text to be searched \ ""  

 

ȾȴȻ ȻȼȺȮȱȼȶȴ 

Ȩɗɋ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇɆɍɡ ɊɆɓɓɡɛ ɊɔɑɌɓɡ ɍɆɐɑɤɝɆɘɢɗɥ Ɉ ɘɋɉɎ check_type  Ɏ 

Ɏɒɋɘɢ ɔɇɔɍɓɆɝɋɓɎɋ ɘɎɕɆ Database. Ƀɘɔ ɓɋɔɇɛɔɊɎɒɔ Ɋɑɥ ɘɔɉɔ, ɝɘɔɇɡ Ɏɒɋɘɢ ɈɔɍɒɔɌɓɔɗɘɢ 
ɔɘɑɎɝɆɘɢ ɚɆɏɑɡ .audit , ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɋ ɗɕɋɜɎɆɑɢɓɔ Ɋɑɥ ɇɆɍ ɊɆɓɓɡɛ, ɔɘ ɆəɊɎɘɔɈ 

ɗɔɔɘɈɋɘɗɘɈɎɥ Ɏɓɔɉɔ ɘɎɕɆ. ȵɔɑɋ check_type  ɘɖɋɇəɋɘ ɓɆɑɎɝɎɥ ɊɈəɛ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ 

ɕɆɖɆɒɋɘɖɔɈ: 

 

> db_type  

> version  

 

ȨɔɍɒɔɌɓɔ ɕɖɔɈɋɊɋɓɎɋ ɆəɊɎɘɆ ɇɆɍ ɊɆɓɓɡɛ Ɉ ɘɔɒ ɝɎɗɑɋ ɗɑɋɊəɤɟɎɛ ɘɎɕɔɈ: 

 

> SQLServer 

> Oracle 

> MySQL 

> PostgreSQL 

> DB2 

> Informix 

 
ȵɆɖɆɒɋɘɖ version  Ɉ ɓɆɗɘɔɥɟɋɋ Ɉɖɋɒɥ ɈɗɋɉɊɆ Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ ç1è. 

 

ȵɖɎɒɋɖ: 

 
<check_type: "Database" db_type:"SQLServer" version:"1">  

 

ȶȷɊɃȱȮɇȱ ȽȷȺȮȬ 

Ȩ ɗɑɋɊəɤɟɋɏ ɘɆɇɑɎɜɋ ɕɔɐɆɍɆɓɔ, ɐɆɐ ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɔ ɐɆɌɊɔɋ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ 

Ɉ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇɆɍ ɊɆɓɓɡɛ: 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ 
ȵɖɎɒɋɖ ɎɗɕɔɑɢɍɔɈɆɓɎɥ Ɏ ɕɔɊɊɋɖɌɎɈɆɋɒɡɋ 

ɕɆɖɆɒɋɘɖɡ 

type  SQL_POLICY 

description  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɔɍɈɔɑɥɋɘ ɊɔɇɆɈɑɥɘɢ ɐɖɆɘɐɔɋ 

ɔɕɎɗɆɓɎɋ Ɉɡɕɔɑɓɥɋɒɔɏ ɕɖɔɈɋɖɐɎ. ȳɆɗɘɔɥɘɋɑɢɓɔ 
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ɖɋɐɔɒɋɓɊəɋɘɗɥ ɔɇɋɗɕɋɝɎɈɆɘɢ əɓɎɐɆɑɢɓɔɗɘɢ ɍɓɆɝɋɓɎɥ ɕɔɑɥ 

descript ion  Ɏ ɔɘɗəɘɗɘɈɎɋ Ɉ ɖɆɍɓɡɛ ɕɖɔɈɋɖɐɆɛ ɔɊɎɓɆɐɔɈɡɛ 

ɍɓɆɝɋɓɎɏ Ɉ ɕɔɑɋ ɔɕɎɗɆɓɎɥ. ȵɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ 

SecurityCenter ɐɔɒɕɆɓɎɎ Tenable Ɏɗɕɔɑɢɍəɋɘ ɣɘɔ ɕɔɑɋ Ɋɑɥ 

ɆɈɘɔɒɆɘɎɝɋɗɐɔɉɔ ɉɋɓɋɖɎɖɔɈɆɓɎɥ əɓɎɐɆɑɢɓɔɉɔ 

ɎɊɋɓɘɎɚɎɐɆɜɎɔɓɓɔɉɔ ɓɔɒɋɖɆ ɕɔɊɐɑɤɝɆɋɒɔɉɔ ɒɔɊəɑɥ ɓɆ 

ɔɗɓɔɈɋ ɍɓɆɝɋɓɎɥ ɕɔɑɥ description . 

 

ȵɖɎɒɋɖ: 
description: "DBMS Password Complexity"  

info  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɊɔɇɆɈɑɋɓɎɥ ɇɔɑɋɋ 

ɕɔɊɖɔɇɓɔɉɔ ɔɕɎɗɆɓɎɥ Ɉɡɕɔɑɓɥɋɒɔɏ ɕɖɔɈɋɖɐɎ, ɓɆɕɖɎɒɋɖ, 

ɗɈɋɊɋɓɎɏ ɔ ɓɔɖɒɆɘɎɈɓɔɒ Ɇɐɘɋ, URL-ɆɊɖɋɗɋ, ɐɔɖɕɔɖɆɘɎɈɓɔɏ 

ɕɔɑɎɘɎɐɋ ɎɑɎ Ɏɓɔɏ ɕɖɎɝɎɓɋ ɋɋ ɓɋɔɇɛɔɊɎɒɔɗɘɎ. ȨɔɍɒɔɌɓɔ 

ɊɔɇɆɈɑɋɓɎɋ ɓɋɗɐɔɑɢɐɎɛ ɕɔɑɋɏ info  ɓɆ ɔɘɊɋɑɢɓɡɛ ɗɘɖɔɐɆɛ, 

ɝɘɔɇɡ ɔɇɋɗɕɋɝɎɘɢ ɚɔɖɒɆɘɎɖɔɈɆɓɎɋ ɘɋɐɗɘɆ Ɉ ɈɎɊɋ 
ɕɆɖɆɉɖɆɚɆ. ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɋɏ info  ɓɋ ɔɉɖɆɓɎɝɋɓɔ. 

 

ȵɖɎɒɋɖ: 
info: "Checking that \ "password complexity \ " 

requirements are e nforced for systems using SQL 

Server authentication."  

sql_request  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ 
ɚɆɐɘɎɝɋɗɐɔɉɔ ɍɆɕɖɔɗɆ SQL, ɕɋɖɋɊɆɈɆɋɒɔɉɔ ɇɆɍɋ ɊɆɓɓɡɛ. 

ȭɆɕɖɆɞɎɈɆɘɢɗɥ Ɏ ɈɔɍɈɖɆɟɆɘɢɗɥ ɍɆɕɖɔɗɔɒ SQL ɒɔɉəɘ 

ɒɆɗɗɎɈɡ ɊɆɓɓɡɛ, Ɋɑɥ ɝɋɉɔ ɘɖɋɇəɋɘɗɥ ɍɆɕɖɆɞɎɈɆɋɒɡɋ Ɏ 

ɈɔɍɈɖɆɟɆɋɒɡɋ ɍɓɆɝɋɓɎɥ ɖɆɍɊɋɑɥɘɢ ɍɆɕɥɘɡɒɎ. 

 

ȵɖɎɒɋɖ: 
sql_request: "select name from sys.sql_logins where 

type = 'S' and is_policy_checked <> '1'"  

 

ȵɖɎɒɋɖ: 
sql_request: "select name, value_in_use from 

sys.configurations where name = 'clr enabled'"  

sql_types  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɒɔɌɋɘ Ɏɒɋɘɢ ɊɈɆ ɍɓɆɝɋɓɎɥ: 
POLICY_VARCHAR Ɏ POLICY_INTEGER. Ȯɗɕɔɑɢɍəɏɘɋ ɘɎɕ 

POLICY_INTEGER Ɋɑɥ ɝɎɗɑɔɈɡɛ ɍɓɆɝɋɓɎɏ ɔɘ 0 Ɋɔ 

2147483647, Ɇ ɘɎɕ POLICY_VARCHAR Ɋɑɥ ɈɔɍɈɖɆɟɆɋɒɡɛ 

ɍɓɆɝɋɓɎɏ ɑɤɇɡɛ ɊɖəɉɎɛ ɘɎɕɔɈ. 

 

ȵɖɎɒɋɖ: 
sql_types: POLICY_ VARCHAR 

 

ȵɖɎɒɋɖ: 
sql_types: POLICY_VARCHAR,POLICY_INTEGER  

 

ȵɖɎ ɓɆɑɎɝɎɎ ɓɋɗɐɔɑɢɐɎɛ ɈɔɍɈɖɆɟɆɋɒɡɛ ɣɑɋɒɋɓɘɔɈ 

ɍɓɆɝɋɓɎɋ Ɉ ɕɔɑɋ sql_types  ɊɔɑɌɓɔ Ɏɒɋɘɢ ɚɔɖɒɆɘ ɗɕɎɗɐɆ 

ɖɆɍɊɋɑɋɓɓɡɛ ɍɆɕɥɘɡɒɎ ɍɓɆɝɋɓɎɏ, ɕɔɍɈɔɑɥɤɟɋɉɔ 
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ɕɖɎɓɎɒɆɘɢ ɘɎɕɡ ɊɆɓɓɡɛ ɐɆɌɊɔɉɔ ɈɔɍɈɖɆɟɆɋɒɔɉɔ ɇɆɍɔɏ 

ɊɆɓɓɡɛ SQL ɖɋɍəɑɢɘɆɘɆ. Ȩ ɕɖɎɈɋɊɋɓɓɔɒ Ɉɡɞɋ ɕɖɎɒɋɖɋ 

ɕɋɖɈɔɋ ɍɓɆɝɋɓɎɋ, ɕɔɑəɝɆɋɒɔɋ Ɉ ɖɋɍəɑɢɘɆɘɋ ɈɡɕɔɑɓɋɓɎɥ 

ɍɆɕɖɔɗɆ SQL, Ɏɒɋɋɘ ɘɎɕ varchar , Ɇ Ɉɘɔɖɔɋ ɈɔɍɈɖɆɟɆɋɒɔɋ 

ɍɓɆɝɋɓɎɋ ɥɈɑɥɋɘɗɥ ɜɋɑɡɒ ɝɎɗɑɔɒ. 

sql_expect  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ 
ɔɌɎɊɆɋɒɔɉɔ ɈɔɍɈɖɆɟɆɋɒɔɉɔ ɕɔ ɍɆɕɖɔɗə SQL ɍɓɆɝɋɓɎɥ. 

ȲɔɌɋɘ ɕɔɘɖɋɇɔɈɆɘɢɗɥ ɘɔɝɓɔɋ ɍɓɆɝɋɓɎɋ, ɈɐɑɤɝɆɥ NULL Ɏ 0. 

Ȱɖɔɒɋ ɘɔɉɔ, Ɋɑɥ ɍɓɆɝɋɓɎɏ ɘɎɕɆ POLICY_VARCHAR sql_types  

ɒɔɉəɘ ɘɖɋɇɔɈɆɘɢɗɥ ɖɋɉəɑɥɖɓɡɋ ɈɡɖɆɌɋɓɎɥ. 

 

ȵɖɎɒɋɖ: 
sql_expect: regex:"^.+Failure" || regex:"^.+ALL"  

 

ȵɖɎɒɋɖ: 
sql_expect: NULL  

 

ȵɖɎɒɋɖ: 
sql_expect: 0 || "0"  

 

Ȫɑɥ ɈɔɍɈɖɆɟɆɋɒɡɛ ɜɋɑɔɝɎɗɑɋɓɓɡɛ ɍɓɆɝɋɓɎɏ ɊɈɔɏɓɡɋ 

ɐɆɈɡɝɐɎ ɥɈɑɥɤɘɗɥ ɓɋɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

 

ȵɖɎɒɋɖ: 
sql_expect: "clr enabled",0  

 
ȵɔ ɍɆɕɖɔɗə SQL ɒɔɌɋɘ ɈɔɍɈɖɆɟɆɘɢɗɥ ɒɆɗɗɎɈ ɊɆɓɓɡɛ, 

ɐɔɘɔɖɡɏ ɈɐɑɤɝɆɋɘɗɥ Ɉ ɕɔɑɋ sql_expect  Ɉ ɚɔɖɒɆɘɋ 

ɖɆɍɊɋɑɋɓɓɔɉɔ ɍɆɕɥɘɡɒɎ ɗɕɎɗɐɆ. 

 

Ȼȼȴȸȱȼɇ ȶȺȸȬȹȰȹɇɁ ȽȾȼȺȶ 

Ȩ ɣɘɔɒ ɖɆɍɊɋɑɋ ɕɖɎɈɔɊɥɘɗɥ ɕɖɎɒɋɖɡ ɖɆɗɕɖɔɗɘɖɆɓɋɓɓɡɛ ɆəɊɎɘɔɈ, Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ 

ɕɖɔɈɋɊɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ ɇɆɍ ɊɆɓɓɡɛ. ȪɈɔɎɝɓɡɏ ɚɆɏɑ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɎ nasl  

Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɐɆɝɋɗɘɈɋ ɗɖɋɊɗɘɈɆ Ɋɑɥ ɇɡɗɘɖɔɉɔ ɎɗɕɡɘɆɓɎɥ ɆəɊɎɘɔɈ ɓɆ ɛɔɊə. ȰɆɌɊɡɏ 

ɕɔɐɆɍɆɓɓɡɏ ɓɎɌɋ ɚɆɏɑ .audit  ɒɔɌɓɔ ɑɋɉɐɔ ɈɐɑɤɝɎɘɢ Ɉ ɕɔɑɎɘɎɐɎ ɗɐɆɓɎɖɔɈɆɓɎɥ Nessus 

4 ɎɑɎ SecurityCenter. ȴɊɓɆɐɔ Ɋɑɥ ɇɡɗɘɖɔɏ ɕɖɔɈɋɖɐɎ ɔɊɓɔɏ ɗɎɗɘɋɒɡ ɈɡɕɔɑɓɋɓɎɋ ɘɋɗɘɔɈ 

Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɇɔɑɋɋ ɣɚɚɋɐɘɎɈɓɔ. ȰɔɒɆɓɊɆ, ɐɔɘɔɖəɤ ɒɡ ɇəɊɋɒ ɐɆɌɊɡɏ ɖɆɍ 
Ɉɡɕɔɑɓɥɘɢ Ɏɍ ɐɆɘɆɑɔɉɆ /opt/nessus/bin , ɇəɊɋɘ ɗɑɋɊəɤɟɋɏ: 

 

# ./nasl - t <IP> 

/opt/nessus/lib/nessus/plugins/database_compliance_check.nbin  

 

ȭɊɋɗɢ <IP> ð ɣɘɔ IP-ɆɊɖɋɗ ɗɎɗɘɋɒɡ, ɆəɊɎɘ ɐɔɘɔɖɔɏ ɕɖɔɈɔɊɎɘɗɥ. 

 

Ȩ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɎɕɆ ɕɖɔɈɋɖɥɋɒɔɏ ɇɆɍɡ ɊɆɓɓɡɛ ɒɔɉəɘ ɍɆɕɖɆɞɎɈɆɘɢɗɥ ɊɖəɉɎɋ 

ɕɆɖɆɒɋɘɖɡ, ɐɖɔɒɋ Ɏɗɕɔɑɢɍəɋɒɔɉɔ ɚɆɏɑɆ ɆəɊɎɘɆ. ȳɆɕɖɎɒɋɖ, ɆəɊɎɘɡ Oracle ɍɆɕɖɆɞɎɈɆɤɘ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖ ɇɋɍɔɕɆɗɓɔɗɘɎ (SID) ɇɆɍɡ ɊɆɓɓɡɛ Ɏ ɘɎɕ ɈɛɔɊɆ Oracle: 

 

Which file contains your security policy : oracle.audit  
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login : admin  

Password :  

Database type: ORACLE(0), SQL Server(1), MySQL(2), DB2(3), 

Informix/DRDA(4), PostgreSQL(5)  

type : 0 

sid: oracle  

Oracle login type: NORMAL (0), SYSOPER (1), SYSDBA (2)  

type: 2 

 

ȵɖɆɈɎɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ ɈɛɔɊɆ Ɋɑɥ ɇɆɍɡ ɊɆɓɓɡɛ əɍɓɆɈɆɏɘɋ ə ɗɈɔɋɉɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɇɆɍ 

ɊɆɓɓɡɛ. 

 

ʇʨʠʤʝʨ 1: ʧʦʠʩʢ ʨʝʢʚʠʟʠʪʦʚ ʚʭʦʜʘ ʙʝʟ ʜʘʪʳ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ 
ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɖɔɗɘɔɏ ɚɆɏɑ .audit , ɈɡɕɔɑɓɥɤɟɎɏ ɕɔɎɗɐ ɖɋɐɈɎɍɎɘɔɈ ɈɛɔɊɆ ɗɋɖɈɋɖɆ 

SQL Server, ɐɔɘɔɖɡɋ ɓɋ Ɏɒɋɤɘ ɊɆɘɡ ɔɐɔɓɝɆɓɎɥ ɗɖɔɐɆ ɊɋɏɗɘɈɎɥ. ȵɖɎ ɔɇɓɆɖəɌɋɓɎɎ ɘɆɐɎɛ 

ɖɋɐɈɎɍɎɘɔɈ ɆəɊɎɘ ɈɡɊɆɋɘ ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ Ɏ ɕɔɐɆɍɡɈɆɋɘ ɓɋɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ 

əɗɘɆɓɔɈɑɋɓɓɡɒ ɘɖɋɇɔɈɆɓɎɥɒ ɖɋɐɈɎɍɎɘɡ. 

 

<check_type: "Database" db_type:"SQLServer" version:"1">  

<group_policy: "Login expiration check">  

<custom_item>  

 type: SQL_POLICY  

 description: "Lo gin expiration check"  

 info: "Database logins with no expiration date pose a security threat. "  

 sql_request: "select name from sys.sql_logins where type = 'S' and 

is_expiration_checked = 0"  

 sql_types: POLICY_VARCHAR  

 sql_expect: NULL  

</custom_item>  

</gro up_policy>  

</check_type>  

 

ȵɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɏ ɐɔɒɆɓɊɡ ɔɘ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɘɖɋɇɔɈɆɓɎɥɒ ɗɎɗɘɋɒɡ ɔɌɎɊɆɋɘɗɥ 

ɗɑɋɊəɤɟɎɏ ɖɋɍəɑɢɘɆɘ: 

 

"Login expiration check": [PASSED]  

 

ȹɗɘɆɓɆɈɑɎɈɆɋɒɡɋ ɘɖɋɇɔɈɆɓɎɥ ɔɇɡɝɓɔ ɕɖɋɊɕɔɑɆɉɆɤɘ ɔɇɥɍɆɘɋɑɢɓɔɗɘɢ ɓɆɑɎɝɎɥ ə 

ɖɋɐɈɎɍɎɘɔɈ ɈɛɔɊɆ ɇɆɍɡ ɊɆɓɓɡɛ ɊɆɘɡ ɔɐɔɓɝɆɓɎɥ Ɏɛ ɗɖɔɐɆ ɊɋɏɗɘɈɎɥ. 

 

ȭɆɐɔɓɝɎɈɞɎɏɗɥ ɔɞɎɇɐɔɏ ɆəɊɎɘ ɕɖɎɈɋɊɋɘ ɐ ɗɑɋɊəɤɟɋɒə ɖɋɍəɑɢɘɆɘə: 

"Login expiration check": [FAILED]  

 

Database logins with no expiration date pose a security threat.  

 

Remote value:  

 

"distributor_admin"  

 

Policy value:  

NULL 
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Ƀɘɔɘ ɖɋɍəɑɢɘɆɘ ɕɔɐɆɍɡɈɆɋɘ, ɝɘɔ əɝɋɘɓɆɥ ɍɆɕɎɗɢ distributor_admin ɓɋ Ɏɒɋɋɘ ɍɆɊɆɓɓɔɉɔ 

ɔɐɔɓɝɆɓɎɥ ɗɖɔɐɆ ɊɋɏɗɘɈɎɥ Ɏ ɘɖɋɇəɋɘ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ ɕɔɑɎɘɎɐɋ ɇɋɍɔɕɆɗɓɔɗɘɎ 

ɗɎɗɘɋɒɡ. 

 

ʇʨʠʤʝʨ 2: ʧʨʦʚʝʨʢʘ ʚʢʣʶʯʝʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ ʥʝʨʘʟʨʝʰʝʥʥʦʡ ʭʨʘʥʠʤʦʡ 
ʧʨʦʮʝʜʫʨʳ 
Ƀɘɔɘ ɆəɊɎɘ ɕɖɔɈɋɖɥɋɘ, ɈɐɑɤɝɋɓɆ ɑɎ ɛɖɆɓɎɒɆɥ ɕɖɔɜɋɊəɖɆ çSQL Mail XPsè. ȻɖɆɓɎɒɡɋ ɍɆ 

ɕɖɋɊɋɑɆɒɎ ɇɆɍɡ ɊɆɓɓɡɛ ɕɖɔɜɋɊəɖɡ ɒɔɉəɘ ɕɖɋɊɗɘɆɈɑɥɘɢ Ɋɑɥ ɓɋɐɔɘɔɖɡɛ ɗɎɗɘɋɒ əɉɖɔɍə 

ɇɋɍɔɕɆɗɓɔɗɘɎ Ɏ ɝɆɗɘɔ ɘɖɋɇəɤɘ ɔɘɐɑɤɝɋɓɎɥ. 

 

<check_type: "Database" db_type:"SQLServer" version:"1">  

<group_policy: "Unauthorized stored procedure check">  

<custom_item>  

 type: SQL_POLICY  

 description: "SQL Mail XPs external stored procedure check"  

 info: "Checking whether SQL Mail XPs is disabled. "  

 sql_request: "select value_in_use from sys.configuration s where name = 

'SQL Mail XPs'"  

 sql_types: POLICY_INTEGER  

 sql_expect: 0  

</custom_item>  

</group_policy>  

</check_type>  

 

ȵɖɎɈɋɊɋɓɓɆɥ Ɉɡɞɋ ɕɖɔɈɋɖɐɆ ɈɔɍɈɖɆɟɆɋɘ ɖɋɍəɑɢɘɆɘ əɗɕɋɞɓɔɉɔ ɈɡɕɔɑɓɋɓɎɥ (Passed), 

ɋɗɑɎ ɛɖɆɓɎɒɆɥ ɕɖɔɜɋɊəɖɆ çSQL Mail XPsè ɔɘɐɑɤɝɋɓɆ (value_in_use = 0). ȮɓɆɝɋ 

ɈɔɍɈɖɆɟɆɋɒɡɏ ɖɋɍəɑɢɘɆɘ ɈɡɕɔɑɓɋɓɎɥ ɇəɊɋɘ ɔɘɖɎɜɆɘɋɑɢɓɡɒ (Failed). 

 

ʇʨʠʤʝʨ 3: ʧʨʦʚʝʨʢʘ ʩʦʩʪʦʷʥʠʷ ʙʘʟʳ ʜʘʥʥʳʭ ʩ ʨʝʟʫʣʴʪʘʪʘʤʠ ʩʤʝʰʘʥʥʦʛʦ 
ʪʠʧʘ sql_types 
Ȩ ɓɋɐɔɘɔɖɡɛ ɗɑəɝɆɥɛ Ɋɑɥ ɗɔɔɘɈɋɘɗɘɈɎɥ ɍɆɕɖɔɗɔɈ ɇɆɍɡ ɊɆɓɓɡɛ əɗɘɆɓɔɈɑɋɓɓɡɒ 

ɘɖɋɇɔɈɆɓɎɥɒ ɓɋɔɇɛɔɊɎɒɔ, ɝɘɔɇɡ Ɋɑɥ ɖɋɍəɑɢɘɆɘɔɈ, ɈɐɑɤɝɆɤɟɎɛ ɊɆɓɓɡɋ ɖɆɍɓɔɉɔ ɘɎɕɆ, 

ɎɗɕɔɑɢɍɔɈɆɑɎɗɢ ɖɆɍɑɎɝɓɡɋ ɍɆɕɖɔɗɡ. ȵɖɎɈɋɊɋɓɓɡɏ ɓɎɌɋ ɆəɊɎɘ ɗɒɋɞɎɈɆɋɘ ɖɆɍɑɎɝɓɡɋ 

ɘɎɕɡ ɊɆɓɓɡɛ Ɏ ɕɔɐɆɍɡɈɆɋɘ, ɐɆɐ ɖɋɍəɑɢɘɆɘ ɒɔɌɋɘ ɇɡɘɢ ɕɖɔɆɓɆɑɎɍɎɖɔɈɆɓ. 

 

<check_type: "Database" db_type:"SQLServer" version :"1">  

<group_policy: "Mixed result type check">  

<custom_item>  

 type: SQL_POLICY  

 description: "Mixed result type check"  

 info: "Checking values for the master database."  

 sql_request: " select database_id,user_access_desc,is_read_only from 

sys.databases wh ere is_trustworthy_on=0 and name = 'master'"  

 sql_types: POLICY_INTEGER,POLICY_VARCHAR,POLICY_INTEGER  

 sql_expect: 1,MULTI_USER,0  

</custom_item>  

</group_policy>  

</check_type>  

 
ȴɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ ɍɓɆɝɋɓɎɥ ɕɔɑɋɏ sql_request , sql_types  Ɏ sql_expect  

ɖɆɍɊɋɑɋɓɡ ɍɆɕɥɘɡɒɎ. 
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ȿȽȷȺȮȴɋ 

Ȩ ɕɔɑɎɘɎɐɋ Ɋɑɥ ɇɆɍ ɊɆɓɓɡɛ ɒɔɌɓɔ ɔɕɖɋɊɋɑɎɘɢ ɑɔɉɎɐə if/then/else . Ƀɘɔ ɕɔɍɈɔɑɥɋɘ 

ɐɔɓɋɝɓɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ Ɉ ɗɑəɝɆɋ əɗɕɋɞɓɔɉɔ ɕɖɔɛɔɌɊɋɓɎɥ ɆəɊɎɘɆ ɈɔɍɈɖɆɟɆɘɢ 

ɕɖɋɊəɕɖɋɌɊɆɤɟɋɋ ɗɔɔɇɟɋɓɎɋ, Ɇ ɓɋ ɗɔɔɇɟɋɓɎɋ ɘɎɕɆ çɕɖɔɏɊɋɓɔè ɎɑɎ çɓɋəɊɆɝɆè. 

 

ȷɎɓɘɆɐɗɎɗ ɈɡɕɔɑɓɋɓɎɥ əɗɑɔɈɎɏ ɗɑɋɊəɤɟɎɏ: 

 

<if>  

 <condition type: "or">  

  <Insert your audit here>  

 </condition>  

 <then>  

  <Insert your audit here>  

 </then>  

 <else>  

  <Insert your audit here>  

 </else>  

</if>  

 

ȵɖɎɒɋɖ: 

<if>  

 <condition type : "or">  

  <custom_item>  

   type: SQL_POLICY  

   description: "clr enabled option"  

   info: "Is CLR enabled?"  

   sql_request: "select value_in_use from sys.configurations where name = 

'clr enabled'"  

   sql_types: POLICY_INTEGER  

   sql_expect: "0"  

  </custom_item>  

 </condition>  

 

 <then > 

  <custom_item>  

   type: SQL_POLICY  

   description: "clr enabled option"  

   info: "CLR is disabled?"  

   sql_request: "select value_in_use from sys.configurations where name = 

'clr enabled'"  

   sql_types: POLICY_INTEGER  

   sql_expect: "0"  

  </custom_item>  

 </then>  

 

 <else>  

  <report type: "WARNING">  

   description: "clr enabled option"  

   info: "CLR(Command Language Runtime objects) is enabled"  

   info: "Check system policy to confirm CLR requirements."  

  </report>  

 </else>  

</if>  
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Ȩɡɕɔɑɓɋɓɔ əɗɑɔɈɎɋ ɎɑɎ ɓɋɘ, Ɉ ɣɘɔɒ ɔɘɝɋɘɋ ɓɎɐɔɉɊɆ ɓɋ ɔɘɔɇɖɆɌɆɋɘɗɥ, ɕɔɘɔɒə ɝɘɔ ɣɘɔ 

çɘɎɛɆɥè ɕɖɔɈɋɖɐɆ. 

 
ȹɗɑɔɈɎɥ ɒɔɉəɘ ɇɡɘɢ ɘɎɕɆ and  ɑɎɇɔ or . 

 

ȽȻȼȬȮȶȬ ȻȺ ɀȬȵȷȬȸ ȻȼȺȮȱȼȶȴ ȽȺȺȾȮȱȾȽȾȮȴɋ 

ȶȺȹɀȴȯȿȼȬɂȴȴ ȺȽ UNIX .AUDIT  

Ȩ ɣɘɔɒ ɖɆɍɊɋɑɋ ɔɕɎɗɡɈɆɤɘɗɥ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɉɗɘɖɔɋɓɓɡɛ ɚəɓɐɜɎɏ ȴȷ Unix, Ɇ 

ɘɆɐɌɋ ɕɖɎɈɔɊɎɘɗɥ ɔɇɔɗɓɔɈɆɓɎɋ ɐɆɌɊɔɏ ɓɆɗɘɖɔɏɐɎ. 

 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɐɆɈɡɝɋɐ 

 

ȴɊɎɓɆɖɓɡɋ Ɏ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɕɖɎ ɍɆɐɑɤɝɋɓɎɎ Ɉ ɓɎɛ ɕɔɑɋɏ ɆəɊɎɘɆ ɥɈɑɥɤɘɗɥ 

ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɡɒɎ, ɍɆ ɎɗɐɑɤɝɋɓɎɋɒ ɗɑɋɊəɤɟɎɛ ɊɈəɛ ɗɑəɝɆɋɈ: 

 

1. Ȩ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Windows, ɋɗɑɎ 

ɗɕɋɜɎɆɑɢɓɡɋ ɕɔɑɥ, ɓɆɕɖɎɒɋɖ CRLF Ɏ ɘ. Ɋ., ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ 

ɇəɐɈɆɑɢɓɔ, Ɏɗɕɔɑɢɍəɏɘɋ ɔɊɎɓɆɖɓɡɋ ɐɆɈɡɝɐɎ. ȱɤɇɡɋ ɔɐɆɍɆɈɞɎɋɗɥ ɈɓəɘɖɎ ɣɘɎɛ 

ɐɆɈɡɝɋɐ ɕɔɑɥ, ɐɔɘɔɖɡɋ ɊɔɑɌɓɡ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɘɢɗɥ ɐɆɐ ɗɘɖɔɐɎ, ɗɑɋɊəɋɘ 

ɈɡɊɋɑɥɘɢ. 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: 'Firs t line \ r \ nSecond line \ r \ nJohn \ 's Line'  

 

2. ȪɈɔɏɓɡɋ ɐɆɈɡɝɐɎ ɘɖɋɇəɤɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɕɔɑɋɏ include_paths Ɏ 

exclude_paths ɆəɊɎɘɆ WindowsFiles. 

 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ Ɉ ɕɔɑɋ ɑɤɇɔɉɔ ɘɎɕɆ (description, value_data, regex Ɏ ɘ. Ɋ.) 

ɗɘɖɔɐ, ɗɔɊɋɖɌɆɟɎɛ ɔɊɎɓɆɖɓɡɋ ɎɑɎ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ, ɗəɟɋɗɘɈəɋɘ ɊɈɆ ɗɕɔɗɔɇɆ 

Ɏɛ ɔɇɖɆɇɔɘɐɎ: 

 

a. Ȩ ɐɆɝɋɗɘɈɋ ɓɆɖəɌɓɡɛ ɐɆɈɡɝɋɐ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɆɈɡɝɐɎ 

ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɉɔ ɘɎɕɆ. 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: "This is John's Line"  

expect: 'We are looking for a double - quote - ".*'  

 

b. ȲɔɌɓɔ ɈɡɊɋɑɥɘɢ ɈɓəɘɖɋɓɓɎɋ ɐɆɈɡɝɐɎ ɗ ɕɔɒɔɟɢɤ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ 

ɝɋɖɘɡ (ɘɔɑɢɐɔ ɊɈɔɏɓɡɋ ɐɆɈɡɝɐɎ). 

 

ȳɆɕɖɎɒɋɖ: 

 
expect: " \ "Text to be searched \ ""  

 

ȾȴȻ ȻȼȺȮȱȼȶȴ 

Ȩɗɋ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix ɊɔɑɌɓɡ ɍɆɐɑɤɝɆɘɢɗɥ Ɉ ɘɋɉɎ check_type ò Ɏ 

Ɏɒɋɘɢ ɔɇɔɍɓɆɝɋɓɎɋ ɘɎɕɆ Unix. Ȩ ɕɖɎɑɔɌɋɓɎɎ A ɕɖɎɈɋɊɋɓ ɕɖɎɒɋɖ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ 
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Ɋɑɥ ȴȷ Unix, ɓɆɝɎɓɆɤɟɎɏɗɥ ɗ ɕɆɖɆɒɋɘɖɆ check_type , Ɏɒɋɤɟɋɉɔ ɍɓɆɝɋɓɎɋ çUnixè Ɏ 

ɍɆɐɆɓɝɎɈɆɤɟɋɉɔɗɥ ɘɋɉɔɒ </check_type> . 

 
Ƀɘɔ ɓɋɔɇɛɔɊɎɒɔ Ɋɑɥ ɘɔɉɔ, ɝɘɔɇɡ ɒɔɌɓɔ ɇɡɑɔ ɔɘɑɎɝɆɘɢ ɚɆɏɑɡ .audit , ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɋ 

Ɋɑɥ ɆəɊɎɘɆ ɗɔɔɘɈɋɘɗɘɈɎɥ ȴȷ Windows (ɎɑɎ ɊɖəɉɎɛ ɕɑɆɘɚɔɖɒ). 

 

ȶȷɊɃȱȮɇȱ ȽȷȺȮȬ 

Ȩ ɗɑɋɊəɤɟɋɏ ɘɆɇɑɎɜɋ ɕɔɐɆɍɆɓɔ, ɐɆɐ ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɔ ɐɆɌɊɔɋ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ 

Ɉ ɕɖɔɈɋɖɐɆɛ ɗɔɔɘɈɋɘɗɘɈɎɥ Unix. 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ 
ȵɖɎɒɋɖ ɎɗɕɔɑɢɍɔɈɆɓɎɥ Ɏ ɕɔɊɊɋɖɌɎɈɆɋɒɡɋ 

ɕɆɖɆɒɋɘɖɡ 

attr  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɈɔɐəɕɓɔɗɘɎ ɗ 

ɕɖɔɈɋɖɐɆɒɎ ɘɎɕɔɈ FILE_CHECK Ɏ FILE_CHECK_NOT Ɋɑɥ 

ɕɖɔɈɋɊɋɓɎɥ ɆəɊɎɘɆ ɆɘɖɎɇəɘɔɈ ɚɆɏɑɆ, ɗɈɥɍɆɓɓɡɛ ɗ ɐɆɐɎɒ-

ɑɎɇɔ ɚɆɏɑɔɒ. ȵɔɊɖɔɇɓɡɋ ɗɈɋɊɋɓɎɥ ɔ ɓɆɗɘɖɔɏɐɋ ɆɘɖɎɇəɘɔɈ 

ɚɆɏɑɔɈ ɗɒ. ɓɆ ɗɘɖɆɓɎɜɋ ɗɕɖɆɈɔɝɓɎɐɆ man, ɕɔɗɈɥɟɋɓɓɔɏ 

chattr(1). 

comment Ƀɘɔ ɕɔɑɋ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɊɔɇɆɈɑɋɓɎɥ ɊɔɕɔɑɓɎɘɋɑɢɓɔɏ 

ɎɓɚɔɖɒɆɜɎɎ, ɐɔɘɔɖɆɥ ɓɋ ɕɔɒɋɟɆɋɘɗɥ Ɉ ɕɔɑɋ description. 

 

ȵɖɎɒɋɖ: 
comment: (CWD -  Current working directory)  

description  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɗɔɊɋɖɌɎɘ ɐɖɆɘɐɔɋ ɔɕɎɗɆɓɎɋ 

Ɉɡɕɔɑɓɥɋɒɔɏ ɕɖɔɈɋɖɐɎ. ȶɋɐɔɒɋɓɊəɋɘɗɥ ɔɇɋɗɕɋɝɎɈɆɘɢ 
əɓɎɐɆɑɢɓɔɗɘɢ ɍɓɆɝɋɓɎɥ ɕɔɑɥ description  Ɏ ɔɘɗəɘɗɘɈɎɋ Ɉ 

ɖɆɍɓɡɛ ɕɖɔɈɋɖɐɆɛ ɔɊɎɓɆɐɔɈɡɛ ɍɓɆɝɋɓɎɏ Ɉ ɕɔɑɋ ɔɕɎɗɆɓɎɥ. 

ȵɔɗɘɆɈɑɥɋɒɔɋ ɐɔɒɕɆɓɎɋɏ Tenable ɕɖɔɉɖɆɒɒɓɔɋ 

ɔɇɋɗɕɋɝɋɓɎɋ SecurityCenter Ɏɗɕɔɑɢɍəɋɘ ɣɘɔ ɕɔɑɋ Ɋɑɥ 

ɆɈɘɔɒɆɘɎɝɋɗɐɔɉɔ ɉɋɓɋɖɎɖɔɈɆɓɎɥ əɓɎɐɆɑɢɓɔɉɔ 

ɎɊɋɓɘɎɚɎɐɆɜɎɔɓɓɔɉɔ ɓɔɒɋɖɆ ɕɔɊɐɑɤɝɆɋɒɔɉɔ ɒɔɊəɑɥ ɓɆ 

ɔɗɓɔɈɋ ɍɓɆɝɋɓɎɥ ɕɔɑɥ description . 

 

ȵɖɎɒɋɖ: 
description: "Permission and ownership check for 

/etc/at.allow"  

dont_echo_cmd  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ ɗ ɆəɊɎɘɔɖɗɐɎɒɎ 

ɕɖɔɈɋɖɐɆɒɎ ɗɔɔɘɈɋɘɗɘɈɎɥ CMD_EXEC (ɈɡɕɔɑɓɋɓɎɋ ɐɔɒɆɓɊ) 

Ɋɑɥ ȴȷ Unix Ɏ əɐɆɍɡɈɆɋɘ ɓɆ ɘɔ, ɝɘɔ ɆəɊɎɘ ɓɋ ɊɔɑɌɋɓ 

ɈɡɈɔɊɎɘɢ ɚɆɐɘɎɝɋɗɐɎɋ ɐɔɒɆɓɊɡ, Ɉɡɕɔɑɓɥɋɒɡɋ ɕɖɔɈɋɖɐɔɏ. 

ȴɘɔɇɖɆɌɆɤɘɗɥ ɘɔɑɢɐɔ ɖɋɍəɑɢɘɆɘɡ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊ. 

 

ȵɖɎɒɋɖ: 
dont_echo_cmd: YES  

except  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɎɗɐɑɤɝɋɓɎɥ 

ɔɕɖɋɊɋɑɋɓɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɗɑəɌɇ Ɏ ɚɆɏɑɔɈ Ɏɍ 

ɕɖɔɈɋɖɐɎ. 
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ȵɖɎɒɋɖ: 
except: "guest"  

 

ȨɔɍɒɔɌɓɆ ɕɋɖɋɊɆɝɆ ɓɋɗɐɔɑɢɐɎɛ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɉɒɋɗɘɋ. 

 

ȵɖɎɒɋɖ: 
except: "guest" | "guest1" | "guest2"  

expect  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɈɔɐəɕɓɔɗɘɎ regex . 

ȴɓɔ ɔɇɋɗɕɋɝɎɈɆɋɘ ɈɔɍɒɔɌɓɔɗɘɢ ɎɗɐɆɘɢ Ɉ ɚɆɏɑɆɛ 

ɐɔɓɐɖɋɘɓɡɋ ɍɓɆɝɋɓɎɥ. 

 

ȵɖɎɒɋɖ: 
<custom_item>  

 system: "Linux"  

 type: FILE_CONTENT_CHECK  

 description: "This check reports a problem when the 

log level setting in the sendmail.cf file i s less 

than the value set in your security policy."  

 file: "sendmail.cf"  

 regex: ".*LogLevel=.*"  

 expect: ".*LogLevel=9"  

</custom_item>  

file  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɔɕɎɗɆɓɎɥ 

Ɇɇɗɔɑɤɘɓɔɉɔ Ɏ ɔɘɓɔɗɎɘɋɑɢɓɔɉɔ ɕəɘɎ ɐ ɚɆɏɑə ɗ ɜɋɑɢɤ 

ɕɖɔɈɋɖɐɎ ɓɆɗɘɖɔɏɐɎ ɖɆɍɖɋɞɋɓɎɏ Ɏ ɕɖɎɓɆɊɑɋɌɓɔɗɘɎ. 

 

ȵɖɎɒɋɖɡ: 
file: "/etc/inet/inetd.conf"  

file: "~/inetd.conf"  

 
ȭɓɆɝɋɓɎɋɒ ɕɔɑɥ file  ɘɆɐɌɋ ɒɔɌɋɘ ɇɡɘɢ Ɉɗɥ ɔɇɑɆɗɘɢ. 

 

ȵɖɎɒɋɖ: 
file: "/var/log/*"  

 

ɃɘɆ ɚəɓɐɜɎɥ ɔɗɔɇɋɓɓɔ ɕɔɑɋɍɓɆ, ɋɗɑɎ ɓɋɔɇɛɔɊɎɒɔ 

ɕɖɔɈɋɖɎɘɢ ɖɆɍɖɋɞɋɓɎɥ ɎɑɎ ɗɔɊɋɖɌɎɒɔɋ Ɉɗɋɛ ɚɆɏɑɔɈ, 

ɓɆɛɔɊɥɟɎɛɗɥ Ɉ ɔɕɖɋɊɋɑɋɓɓɔɒ ɐɆɘɆɑɔɉɋ, Ɏɗɕɔɑɢɍəɥ ɆəɊɎɘɡ 

FILE_CHECK, FILE_CONTENT_CHECK, FILE_CHECK_NOT ɎɑɎ 

FILE_CONTENT_CHECK_NOT. 

file_type  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɔɕɎɗɡɈɆɋɘ ɘɎɕ ɚɆɏɑɆ, ɐɔɘɔɖɡɏ 

ɖɆɍɡɗɐɎɈɆɋɘɗɥ. ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɕɋɖɋɝɋɓɢ ɕɔɊɊɋɖɌɎɈɆɋɒɡɛ 

ɘɎɕɔɈ ɚɆɏɑɔɈ. 

 

> b ð ɗɕɋɜɎɆɑɢɓɡɏ ɇɑɔɝɓɡɏ (ɇəɚɋɖɎɍɔɈɆɓɓɡɏ) 

> c ð ɗɕɋɜɎɆɑɢɓɡɏ ɗɎɒɈɔɑɢɓɡɏ (ɓɋ ɇəɚɋɖɎɍɔɈɆɓɓɡɏ) 

> d ð ɐɆɘɆɑɔɉ 

> p ð ɎɒɋɓɔɈɆɓɓɡɏ ɐɆɓɆɑ (FIFO) 

> f ð ɔɇɡɝɓɡɏ ɚɆɏɑ 
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ȵɖɎɒɋɖ: 
file_type: "f"  

 

ȴɊɎɓ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɘɎɕɔɈ ɚɆɏɑɔɈ ɒɔɌɓɔ ɔɇɠɋɊɎɓɥɘɢ Ɉ 

ɔɊɓɔɏ ɗɘɖɔɐɋ. 

 

ȵɖɎɒɋɖ: 
fil e_type: "c|b"  

group  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ əɐɆɍɆɓɎɥ ɉɖəɕɕɡ 

ɚɆɏɑɆ; ɔɓɔ ɈɗɋɉɊɆ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ ɐɑɤɝɋɈɡɒ 
ɗɑɔɈɔɒ file . ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ group  ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ 

çnoneè, ɗ ɕɔɒɔɟɢɤ ɐɔɘɔɖɔɉɔ ɒɔɌɓɔ ɓɆɏɘɎ ɚɆɏɑɡ, ɓɋ 

ɎɒɋɤɟɎɋ ɈɑɆɊɋɑɢɜɆ. 

 

ȵɖɎɒɋɖ: 
group: "root"  

 

ȩɖəɕɕɆ ɘɆɐɌɋ ɒɔɌɋɘ ɇɡɘɢ əɐɆɍɆɓɆ ɗ ɑɔɉɎɝɋɗɐɎɒ əɗɑɔɈɎɋɒ 

OR ɕɔɗɖɋɊɗɘɈɔɒ ɗɑɋɊəɤɟɋɉɔ ɗɎɓɘɆɐɗɎɗɆ: 

 
group : "root || "bin" || "sys"  

ignore  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ əɐɆɍɡɈɆɋɘ ɕɖɔɈɋɖɐɋ ɓɆ ɘɔ, ɝɘɔ ɓəɌɓɔ 

ɎɉɓɔɖɎɖɔɈɆɘɢ əɐɆɍɆɓɓɡɋ ɚɆɏɑɡ ɕɖɎ ɕɔɎɗɐɋ. Ƀɘɔ ɐɑɤɝɋɈɔɋ 

ɗɑɔɈɔ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗ ɘɎɕɆɒɎ ɕɖɔɈɋɖɔɐ FILE_CHECK, 

FILE_CHECK_NOT, FILE_CONTENT_CHECK Ɏ 

FILE_CONTENT_CHECK_NOT. 

 

ȵɖɎɒɋɖɡ: 
# ignore single file  

ignore : "/root/test/2"  

 

# ignore certain files from a directory  

ignore : "/root/test/foo*"  

 

# ignore all  files in a directory  

ignore : "/root/test/*"  

info  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɊɔɇɆɈɑɋɓɎɥ ɇɔɑɋɋ 

ɕɔɊɖɔɇɓɔɉɔ ɔɕɎɗɆɓɎɥ Ɉɡɕɔɑɓɥɋɒɔɏ ɕɖɔɈɋɖɐɎ, ɓɆɕɖɎɒɋɖ 

ɗɈɋɊɋɓɎɏ ɔ ɓɔɖɒɆɘɎɈɓɔɒ Ɇɐɘɋ, URL-ɆɊɖɋɗɋ, ɐɔɖɕɔɖɆɘɎɈɓɔɏ 

ɕɔɑɎɘɎɐɋ ɎɑɎ Ɏɓɔɏ ɕɖɎɝɎɓɋ ɋɋ ɓɋɔɇɛɔɊɎɒɔɗɘɎ. ȨɔɍɒɔɌɓɔ 

ɊɔɇɆɈɑɋɓɎɋ ɓɋɗɐɔɑɢɐɎɛ ɕɔɑɋɏ info  ɓɆ ɔɘɊɋɑɢɓɡɛ ɗɘɖɔɐɆɛ, 

ɝɘɔɇɡ ɔɇɋɗɕɋɝɎɘɢ ɚɔɖɒɆɘɎɖɔɈɆɓɎɋ ɘɋɐɗɘɆ Ɉ ɈɎɊɋ 
ɕɆɖɆɉɖɆɚɆ. ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɋɏ info  ɓɋ ɔɉɖɆɓɎɝɋɓɔ. 

 

ȵɖɎɒɋɖ: 
info: "ref. CIS_AIX_Benchmark_v1.0.1.pdf ch 1, pg 

28- 29."  

levels  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ 

CHKCONFIG Ɏ ɕɖɎɒɋɓɥɋɘɗɥ Ɋɑɥ əɐɆɍɆɓɎɥ əɖɔɈɓɋɏ 
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ɈɡɕɔɑɓɋɓɎɥ, Ɋɑɥ ɐɔɘɔɖɡɛ ɊɔɑɌɓɆ ɇɡɘɢ ɍɆɕəɟɋɓɆ ɐɆɐɆɥ-

ɑɎɇɔ ɗɑəɌɇɆ. Ȩɗɋ əɖɔɈɓɎ ɈɡɕɔɑɓɋɓɎɥ ɔɕɎɗɡɈɆɤɘɗɥ Ɉ 

ɔɊɓɔɏ ɗɘɖɔɐɋ. ȳɆɕɖɎɒɋɖ, ɋɗɑɎ ɗɑəɌɇɆ çsendmailè ɊɔɑɌɓɆ 

Ɉɡɕɔɑɓɥɘɢɗɥ ɓɆ əɖɔɈɓɋ 1, 2 Ɏ 3, ɘɔ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ 
ɍɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ levels  Ɉ ɕɖɔɈɋɖɐɋ CHKCONFIG ɇəɊɋɘ 

ɗɑɋɊəɤɟɎɒ: 

 
levels: "123"  

mask Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɖɔɘɎɈɔɕɔɑɔɌɓɔ ɐɑɤɝɋɈɔɒə ɗɑɔɈə 
mode, ɕɔɍɈɔɑɥɤɟɋɒə əɐɆɍɆɘɢ ɖɆɍɖɋɞɋɓɎɥ, ɐɔɘɔɖɡɋ 

ɊɔɑɌɓɡ ɇɡɘɢ ɓɋ Ɋɔɗɘəɕɓɡ ɔɕɖɋɊɋɑɋɓɓɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ, 

ɉɖəɕɕɋ ɎɑɎ Ɋɖəɉɔɒə ɝɑɋɓə. Ȩ ɔɘɑɎɝɎɋ ɔɘ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ 
mode, ɕɖɔɈɋɖɥɤɟɋɉɔ ɔɕɖɋɊɋɑɋɓɓɔɋ ɍɓɆɝɋɓɎɋ ɖɆɍɖɋɞɋɓɎɥ, 

ɆəɊɎɘɡ mask ɊɋɏɗɘɈəɤɘ ɞɎɖɋ Ɏ ɕɖɔɈɋɖɥɤɘ, Ɏɒɋɋɘ ɑɎ ɚɆɏɑ 

ɎɑɎ ɐɆɘɆɑɔɉ əɖɔɈɋɓɢ, ɖɆɈɓɡɏ ɎɑɎ ɇɔɑɋɋ ɍɆɟɎɟɋɓɓɡɏ, ɝɋɒ 
əɐɆɍɆɓɔ ɗ ɕɔɒɔɟɢɤ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ mask. (Ȩ ɗɎɘəɆɜɎɎ, 

ɐɔɉɊɆ ɆəɊɎɘ mode ɒɔɌɋɘ ɕɖɔɕəɗɘɎɘɢ ɚɆɏɑ ɗ ɖɆɍɖɋɞɋɓɎɋɒ 

640, ɘɆɐ ɐɆɐ ɔɓɔ ɓɋ ɗɔɈɕɆɊɆɋɘ ɗ ɔɌɎɊɆɋɒɡɒ ɆəɊɎɘɔɒ 
ɍɓɆɝɋɓɎɋɒ 644, ɆəɊɎɘ mask ɔɇɓɆɖəɌɎɘ, ɝɘɔ ɖɆɍɖɋɞɋɓɎɋ 

640 çɇɔɑɋɋ ɇɋɍɔɕɆɗɓɔɋè, Ɏ ɗɔɔɇɟɎɘ ɔɇ əɗɕɋɞɓɔɒ 

ɈɡɕɔɑɓɋɓɎɎ ɕɖɔɈɋɖɐɎ.) 

 

ȵɖɎɒɋɖ: 
mask: 022  

 

ɃɘɆ ɗɘɖɔɐɆ əɐɆɌɋɘ, ɝɘɔ ɊɔɕəɗɘɎɒɡ ɑɤɇɡɋ ɖɆɍɖɋɞɋɓɎɥ Ɋɑɥ 

ɈɑɆɊɋɑɢɜɆ, ɓɔ ɕɖɆɈɔ ɍɆɕɎɗɎ Ɋɑɥ ɉɖəɕɕɡ Ɏ ɊɖəɉɎɛ 
əɝɆɗɘɓɎɐɔɈ ɓɋɊɔɕəɗɘɎɒɔ. ȭɓɆɝɋɓɎɋ ç7è ɕɆɖɆɒɋɘɖɆ mask 

ɔɍɓɆɝɆɋɘ ɔɘɗəɘɗɘɈɎɋ ɐɆɐɎɛ-ɑɎɇɔ ɖɆɍɖɋɞɋɓɎɏ ə 

ɔɕɖɋɊɋɑɋɓɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ, ɉɖəɕɕɡ ɎɑɎ ɊɖəɉɎɛ ɝɑɋɓɔɈ. 

md5 Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɕɖɔɈɋɖɐɆɛ ɘɎɕɆ 

FILE_CHECK Ɏ FILE_CHECK_NOT, ɝɘɔɇɡ əɇɋɊɎɘɢɗɥ, ɝɘɔ 

ɍɓɆɝɋɓɎɋ MD5 Ɋɑɥ ɚɆɏɑɆ ɚɆɐɘɎɝɋɗɐɎ ɗɔɔɘɈɋɘɗɘɈəɋɘ 

ɍɆɊɆɓɓɔɒə Ɉ ɕɔɑɎɘɎɐɋ. 

 

ȵɖɎɒɋɖ: 
<custom_item>  

 type: FILE_CHECK  

 description: "/etc/passwd has the proper md5 set"  

 required: YES  

 file: "/etc/passwd"  

 md5: "ce35dc081fd848763cab2cfd442f8c22"  

</custom_item>  

mode Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɔɕɎɗɡɈɆɋɘ ɗɔɈɔɐəɕɓɔɗɘɢ ɖɆɍɖɋɞɋɓɎɏ 

Ɉ ɔɘɓɔɞɋɓɎɎ ɖɆɗɗɒɆɘɖɎɈɆɋɒɔɉɔ ɚɆɏɑɆ ɎɑɎ ɕɆɕɐɎ. 
ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ mode ɒɔɌɋɘ ɇɡɘɢ ɕɖɋɊɗɘɆɈɑɋɓɔ Ɉ ɗɘɖɔɝɓɔɒ 

Ɏ ɈɔɗɢɒɋɖɎɝɓɔɒ ɚɔɖɒɆɘɋ. 

 

ȵɖɎɒɋɖɡ: 
mode: " - rw - r -- r -- "  
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mode: "644"  

mode: "7644"  

name Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɎɒɋɓɎ 

ɕɖɔɜɋɗɗɆ Ɉ ɕɖɔɈɋɖɐɋ PROCESS_CHECK. 

 

ȵɖɎɒɋɖ: 
name: "syslogd"  

operator  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ 

RPM_CHECK Ɏ PKG_CHECK, ɝɘɔɇɡ əɐɆɍɆɘɢ əɗɑɔɈɎɋ 

əɗɕɋɞɓɔɉɔ ɎɑɎ ɓɋ əɗɕɋɞɓɔɉɔ ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɐɎ Ɉ 

ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɈɋɖɗɎɎ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɕɆɐɋɘɆ RPM. ȴɓɔ 

ɒɔɌɋɘ ɕɖɎɓɎɒɆɘɢ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ: 

 

> lt  (ɒɋɓɢɞɋ) 

> lte  (ɒɋɓɢɞɋ ɎɑɎ ɖɆɈɓɔ) 

> gte  (ɇɔɑɢɞɋ ɎɑɎ ɖɆɈɓɔ) 

> gt  (ɇɔɑɢɞɋ) 

> eq (ɖɆɈɓɔ) 

 

ȵɖɎɒɋɖ: 
operator: "lt"  

owner  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ əɐɆɍɆɓɎɥ ɈɑɆɊɋɑɢɜɆ 

ɚɆɏɑɆ; ɔɓɔ ɈɗɋɉɊɆ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ ɐɑɤɝɋɈɡɒ 
ɗɑɔɈɔɒ file  (ɚɆɏɑ). ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ owner  (ɈɑɆɊɋɑɋɜ) 

ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɋ çnoneè, ɗ ɕɔɒɔɟɢɤ ɐɔɘɔɖɔɉɔ ɒɔɌɓɔ 

ɓɆɏɘɎ ɚɆɏɑɡ, ɓɋ ɎɒɋɤɟɎɋ ɈɑɆɊɋɑɢɜɆ. 

 

ȵɖɎɒɋɖ: 
owner: "root"  

 

ȨɑɆɊɋɓɎɋ ɘɆɐɌɋ ɒɔɌɋɘ ɇɡɘɢ əɐɆɍɆɓɔ ɗ ɑɔɉɎɝɋɗɐɎɒ 

əɗɑɔɈɎɋɒ OR ɕɔɗɖɋɊɗɘɈɔɒ ɗɑɋɊəɤɟɋɉɔ ɗɎɓɘɆɐɗɎɗɆ: 

 
owner : "root" || "bin" || "adm"  

regex  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɔɍɈɔɑɥɋɘ Ɉɡɕɔɑɓɥɘɢ ɕɔɎɗɐ ɚɆɏɑɆ, 

ɗɔɔɘɈɋɘɗɘɈəɤɟɋɉɔ ɔɕɖɋɊɋɑɋɓɓɔɒə ɖɋɉəɑɥɖɓɔɒə 

ɈɡɖɆɌɋɓɎɤ. 

 

ȵɖɎɒɋɖ: 
regex: ".*LogLevel=9$"  

 

ȷɑɋɊəɤɟɎɋ ɗɕɋɜɎɆɑɢɓɡɋ ɗɎɒɈɔɑɡ ɘɖɋɇəɤɘ ɔɗɔɇɔɉɔ 

ɔɇɖɆɟɋɓɎɥ: + \ * ( ) ^ 

 

ȫɗɑɎ ɘɖɋɇəɋɘɗɥ, ɝɘɔɇɡ ɔɓɎ ɎɓɘɋɖɕɖɋɘɎɖɔɈɆɑɎɗɢ 

ɇəɐɈɆɑɢɓɔ, ɘɔ Ɏɛ ɗɑɋɊəɋɘ ɊɈɆɌɊɡ ɎɗɐɑɤɝɎɘɢ ɗ ɕɔɒɔɟɢɤ 

ɊɈəɛ ɗɎɒɈɔɑɔɈ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ ɝɋɖɘɡ (ç\\è) ɎɑɎ 

ɍɆɐɑɤɝɎɘɢ Ɉ ɐɈɆɊɖɆɘɓɡɋ ɗɐɔɇɐɎ (ç[]è). ȪɖəɉɎɋ ɗɎɒɈɔɑɡ, 
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ɐɆɐ ɕɔɐɆɍɆɓɓɡɋ ɓɎɌɋ, Ɋɑɥ ɇəɐɈɆɑɢɓɔɏ ɎɓɘɋɖɕɖɋɘɆɜɎɎ 

ɘɖɋɇəɤɘ ɘɔɑɢɐɔ ɔɊɓɔɉɔ ɗɎɒɈɔɑɆ ɔɇɖɆɘɓɔɏ ɓɆɐɑɔɓɓɔɏ 

ɝɋɖɘɡ: . ? " ' 

 

Ƀɘɔ ɔɕɖɋɊɋɑɥɋɘɗɥ ɕɔɖɥɊɐɔɒ ɔɇɖɆɇɔɘɐɎ ɣɘɎɛ ɗɎɒɈɔɑɔɈ 

ɐɔɒɕɎɑɥɘɔɖɔɒ. 

Required  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɕɔɍɈɔɑɥɋɘ əɐɆɍɆɘɢ, ɔɇɥɍɆɘɋɑɢɓɔ ɑɎ 

ɓɆɑɎɝɎɋ ɕɖɔɈɋɖɥɋɒɔɉɔ ɣɑɋɒɋɓɘɆ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. 
ȳɆɕɖɎɒɋɖ, ɋɗɑɎ ɕɆɖɆɒɋɘɖ required  Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ NO Ɏ 

ɕɖɔɈɋɖɐɆ Ɏɒɋɋɘ ɘɎɕ type  FILE_CHECK, ɘɔ ɣɘɆ ɕɖɔɈɋɖɐɆ 

ɇəɊɋɘ əɗɕɋɞɓɔ ɈɡɕɔɑɓɋɓɆ, ɋɗɑɎ ɚɆɏɑ ɗəɟɋɗɘɈəɋɘ Ɏ 

ɐɆɗɆɤɟɎɋɗɥ ɋɉɔ ɖɆɍɖɋɞɋɓɎɥ ɗɔɔɘɈɋɘɗɘɈəɤɘ əɐɆɍɆɓɓɡɒ Ɉ 
ɚɆɏɑɋ .audit , ɑɎɇɔ ɋɉɔ Ɉɔɔɇɟɋ ɓɋ ɗəɟɋɗɘɈəɋɘ. ȷ Ɋɖəɉɔɏ 

ɗɘɔɖɔɓɡ, ɋɗɑɎ ɐɑɤɝɋɈɔɒə ɗɑɔɈə required  ɕɖɎɗɈɔɋɓɔ 

ɍɓɆɝɋɓɎɋ YES, ɘɔ ɕɖɎɈɋɊɋɓɓɆɥ Ɉɡɞɋ ɕɖɔɈɋɖɐɆ ɕɖɔɏɊɋɓɆ 

ɓɋ ɇəɊɋɘ. 

Rpm Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ əɐɆɍɆɓɎɥ ɕɆɐɋɘɆ 

RPM, ɐɔɘɔɖɡɏ ɓəɌɓɔ ɎɗɐɆɘɢ, Ɏ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ 

ɕɖɔɈɋɖɐɔɏ RPM_CHECK. 

 

ȵɖɎɒɋɖ: 
<custom_item>  

 type: RPM_CHECK  

 description: "Make sure that the Linux kernel is 

BELOW version 2.6.0"  

 rpm: "kernel - 2.6.0 - 0"  

 operato r: "lt"  

 required: YES  

</custom_item>  

search_locations  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɒɔɌɋɘ ɇɡɘɢ ɎɗɕɔɑɢɍɔɈɆɓɔ Ɋɑɥ 

əɐɆɍɆɓɎɥ ɒɋɗɘ ɚɆɏɑɔɈɔɏ ɗɎɗɘɋɒɡ, ɉɊɋ ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ 

ɕɔɎɗɐ. 

 

ȵɖɎɒɋɖ: 
search_locations: "/bin"  

 

ȨɔɍɒɔɌɓɔ əɐɆɍɆɓɎɋ ɓɋɗɐɔɑɢɐɎɛ ɒɋɗɘ ɕɔɎɗɐɆ Ɉɒɋɗɘɋ. 

 

ȵɖɎɒɋɖ: 
search_locations: "/bin" | "/etc/init.d" | 

"/etc/rc0.d"  

Service  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ 

ɐɑɤɝɋɈɡɒɎ ɗɑɔɈɆɒɎ CHKCONFIG, XINETD_SVC Ɏ SVC_PROP 

Ɏ ɕɖɋɊɓɆɍɓɆɝɋɓɔ Ɋɑɥ əɐɆɍɆɓɎɥ ɕɖɔɈɋɖɥɋɒɔɏ ɗɑəɌɇɡ. 

 

ȵɖɎɒɋɖ: 
<custom_item>  

 type: CHKCONFIG  

 des cription: "2.1 Disable Standard Services ï Check 

if cups is disabled"  
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 service: "cups"  

 levels: "123456"  

 status: OFF  

</custom_item>  

Severity  ȱɤɇɆɥ ɕɖɔɈɋɖɐɆ, ɐɆɐ <item> , ɘɆɐ Ɏ  <custom_item> , 

ɕɔɍɈɔɑɥɋɘ ɊɔɇɆɈɎɘɢ ɚɑɆɉ severity  Ɏ əɗɘɆɓɔɈɎɘɢ əɖɔɈɋɓɢ 

ɗɋɖɢɋɍɓɔɗɘɎ: ɓɎɍɐɎɏ (LOW), ɗɖɋɊɓɎɏ (MEDIUM) ɎɑɎ 

ɈɡɗɔɐɎɏ (HIGH). ȵɔ əɒɔɑɝɆɓɎɤ ɖɋɍəɑɢɘɆɘɡ, ɓɋ 

ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ əɗɘɆɓɔɈɑɋɓɓɡɒ ɘɖɋɇɔɈɆɓɎɥɒ, Ɏɒɋɤɘ 

ɈɡɗɔɐɎɏ əɖɔɈɋɓɢ ɗɋɖɢɋɍɓɔɗɘɎ. 

 

ȵɖɎɒɋɖ: 
severity: MEDIUM  

status  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ ɗ ɕɖɔɈɋɖɐɆɒɎ 

PROCESS_CHECK, CHKCONFIG Ɏ XINETD_SVC Ɋɑɥ 

ɔɕɖɋɊɋɑɋɓɎɥ ɘɔɉɔ, ɊɔɑɌɓɆ ɑɎ ɖɆɇɔɘɆɤɟɆɥ ɓɆ 

ɔɕɖɋɊɋɑɋɓɓɔɒ ɛɔɗɘɋ ɗɑəɌɇɆ ɇɡɘɢ ɍɆɕəɟɋɓɆ ɎɑɎ 
ɔɘɐɑɤɝɋɓɆ. ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ status  ɒɔɌɋɘ ɕɖɎɓɎɒɆɘɢ 2 

ɍɓɆɝɋɓɎɥ: Ɉɐɑɤɝɋɓɔ (ON) Ɏ Ɉɡɐɑɤɝɋɓɔ (OFF). 

 

ȵɖɎɒɋɖ: 
status: ON  

status: OFF  

system  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ əɐɆɍɡɈɆɋɘ ɘɎɕ ɗɎɗɘɋɒɡ, Ɉ ɐɔɘɔɖɔɏ 

ɗɑɋɊəɋɘ ɕɖɔɈɋɗɘɎ ɕɖɔɈɋɖɐə. 

 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ system  ɕɖɎɒɋɓɎɒɔ ɘɔɑɢɐɔ ɐ 

ɕɖɔɈɋɖɐɆɒ custom_item Ɏ ɓɋ ɕɖɎɒɋɓɎɒɔ ɐ 

Ɉɗɘɖɔɋɓɓɡɒ ɕɖɔɈɋɖɐɆɒ item. 

 

ȪɔɗɘəɕɓɡɒɎ ɍɓɆɝɋɓɎɥɒɎ ɥɈɑɥɤɘɗɥ ɈɔɍɈɖɆɟɆɋɒɡɋ 
ɐɔɒɆɓɊɔɏ uname Ɉ ɜɋɑɋɈɔɏ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɋ. 

ȳɆɕɖɎɒɋɖ, Ɉ ɗɎɗɘɋɒɋ Solaris ɣɘɔ ɇəɊɋɘ ɍɓɆɝɋɓɎɋ SunOS, Ɉ 

ɗɎɗɘɋɒɋ Mac OS X ð Darwin, Ɉ ɗɎɗɘɋɒɋ FreeBSD ð FreeBSD 

Ɏ ɘ. Ɋ. 

 

ȵɖɎɒɋɖ: 
system: "SunOS"  

timeout  Ƀɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɉ ɗɔɝɋɘɆɓɎɎ ɗ 

CMD_EXEC Ɏ əɐɆɍɡɈɆɋɘ Ɉ ɗɋɐəɓɊɆɛ ɐɔɑɎɝɋɗɘɈɔ ɈɖɋɒɋɓɎ, Ɉ 

ɘɋɝɋɓɎɋ ɐɔɘɔɖɔɉɔ əɐɆɍɆɓɓɆɥ ɐɔɒɆɓɊɆ ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ, 

ɕɔɐɆ Ɉɖɋɒɥ ɋɋ ɈɡɕɔɑɓɋɓɎɥ ɓɋ Ɏɗɘɋɝɋɘ. Ƀɘɔ ɐɑɤɝɋɈɔɋ 

ɗɑɔɈɔ ɕɔɑɋɍɓɔ Ɉ ɘɋɛ ɗɑəɝɆɥɛ, ɐɔɉɊɆ ɔɕɖɋɊɋɑɋɓɓɆɥ 

ɐɔɒɆɓɊɆ, ɓɆɕɖɎɒɋɖ ɐɔɒɆɓɊɆ ȴȷ Unix find , ɘɖɋɇəɋɘ Ɋɑɥ 

ɍɆɈɋɖɞɋɓɎɥ ɖɆɇɔɘɡ ɍɓɆɝɎɘɋɑɢɓɔɉɔ ɕɋɖɎɔɊɆ ɈɖɋɒɋɓɎ. ȫɗɑɎ 

ɣɘɔ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ɓɋ ɔɕɖɋɊɋɑɋɓɔ, ɘɔ ɕɔ əɒɔɑɝɆɓɎɤ Ɉ 

ɆəɊɎɘɆɛ ɘɎɕɆ CMD_EXEC əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɘɆɏɒɆəɘ ɕɥɘɢ 

ɒɎɓəɘ.  
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ȵɖɎɒɋɖ: 
timeout: ñ600ò 

type  CHKCONFIG 

CMD_EXEC 

FILE_CHECK 

FILE_CHECK_NOT 

FILE_CONTENT_CHECK 

FILE_CONTENT_CHECK_NOT 

GRAMMAR_CHECK 

PKG_CHECK 

PROCESS_CHECK 

RPM_CHECK 

SVC_PROP 

XINETD_SVC 

value  ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ value  ɕɔɑɋɍɓɔ Ɋɑɥ ɕɖɔɈɋɖɐɎ, 

ɗɔɔɘɈɋɘɗɘɈəɋɘ ɑɎ ɍɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ ɗɎɗɘɋɒɡ 

ɕɖɋɊəɗɒɔɘɖɋɓɓɔɒə ɕɔɑɎɘɎɐɔɏ. 

 

ȵɖɎɒɋɖ: 
value: "90..max"  

 
ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ value  ɒɔɌɋɘ ɇɡɘɢ ɖɆɈɓɔ ɊɎɆɕɆɍɔɓə [ɝɎɗɑɔ 

.. ɒɆɐɗɎɒəɒ]. ȫɗɑɎ ɍɓɆɝɋɓɎɋ ɓɆɛɔɊɎɘɗɥ Ɉ ɊɎɆɕɆɍɔɓɋ ɔɘ 

əɐɆɍɆɓɓɔɉɔ ɝɎɗɑɔɈɔɉɔ ɍɓɆɝɋɓɎɥ Ɋɔ ɒɆɐɗɎɒɆɑɢɓɔɉɔ 

ɍɓɆɝɋɓɎɥ, ɘɔ ɕɖɔɈɋɖɐɆ əɗɕɋɞɓɔ ɕɖɔɏɊɋɓɆ. 

 

ȻȺȷɈȳȺȮȬȾȱȷɈȽȶȴȱ ɉȷȱȸȱȹȾɇ 

ȵɔɑɢɍɔɈɆɘɋɑɢɗɐɎɏ ɣɑɋɒɋɓɘ ð ɣɘɔ ɕɔɑɓɆɥ ɕɖɔɈɋɖɐɆ, ɔɕɖɋɊɋɑɋɓɓɆɥ ɓɆ ɔɗɓɔɈɋ ɐɑɤɝɋɈɡɛ 

ɗɑɔɈ, ɔɕɖɋɊɋɑɋɓɎɥ ɐɔɘɔɖɡɛ ɕɖɎɈɋɊɋɓɡ ɓɎɌɋ. ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɗɕɎɗɔɐ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ 
ɣɑɋɒɋɓɘɔɈ. ȰɆɌɊɆɥ ɕɖɔɈɋɖɐɆ ɓɆɝɎɓɆɋɘɗɥ ɗ ɘɋɉɆ <custom_item>  Ɏ ɍɆɐɆɓɝɎɈɆɋɘɗɥ ɘɋɉɔɒ 

</custom_item> . Ȩ ɊɆɓɓɡɋ ɘɋɉɎ ɍɆɐɑɤɝɆɤɘɗɥ ɗɕɎɗɐɎ Ɏɍ ɔɊɓɔɉɔ ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ 

ɐɑɤɝɋɈɡɛ ɗɑɔɈ, ɐɔɘɔɖɡɋ ɎɓɘɋɖɕɖɋɘɎɖəɤɘɗɥ ɆɓɆɑɎɍɆɘɔɖɔɒ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ 

ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɐɎ. 

 

 

ȭɆɐɖɡɈɆɤɟɎɋ ɘɋɉɎ </custom_item>  Ɏ </item>  Ɋɑɥ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ 

ɆəɊɎɘɔɖɗɐɎɛ ɕɖɔɈɋɖɔɐ ɥɈɑɥɤɘɗɥ ɈɍɆɎɒɔɍɆɒɋɓɥɋɒɡɒɎ. 

 

CHKCONFIG 
ȦəɊɎɘɔɖɗɐɆɥ ɕɖɔɈɋɖɐɆ CHKCONFIG ɔɇɋɗɕɋɝɎɈɆɋɘ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗɔ ɗɑəɌɋɇɓɔɏ 
ɕɖɔɉɖɆɒɒɔɏ chkconfig  ɕɖɔɈɋɖɥɋɒɔɏ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Red Hat. 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɗɘɔɎɘ Ɏɍ ɕɥɘɎ ɔɇɥɍɆɘɋɑɢɓɡɛ ɐɑɤɝɋɈɡɛ ɗɑɔɈ: type , description , 

service , levels  Ɏ status . 

 

 

ȦəɊɎɘ CHKCONFIG ɖɆɇɔɘɆɋɘ ɘɔɑɢɐɔ ɗ ɗɎɗɘɋɒɆɒɎ ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ Red Hat 

ɎɑɎ ɕɖɔɎɍɈɔɊɓɡɒɎ ɔɘ Red Hat ɗɎɗɘɋɒɆɒɎ, ɓɆɕɖɎɒɋɖ Fedora. 
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ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: CHKCONFIG  

 description: "Make sure that xinetd is disabled"  

 service: "xinetd"  

 levels: "123456"  

 status: OFF  

</custom_item>  

 

CMD_EXEC 
ȷəɟɋɗɘɈəɋɘ ɈɔɍɒɔɌɓɔɗɘɢ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊ ɓɆ əɊɆɑɋɓɓɔɒ ɛɔɗɘɋ Ɏ ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ ɖɋɍəɑɢɘɆɘɆ ɔɌɎɊɆɋɒɔɒə. ȸɆɐɎɋ ɕɖɔɈɋɖɐɎ ɗɑɋɊəɋɘ ɕɖɔɈɔɊɎɘɢ ɗ 

ɎɗɐɑɤɝɎɘɋɑɢɓɔɏ ɔɗɘɔɖɔɌɓɔɗɘɢɤ, ɘɆɐ ɐɆɐ ɔɓɎ ɓɋ ɈɗɋɉɊɆ ɕɋɖɋɓɔɗɎɒɡ ɒɋɌɊə ɖɆɍɑɎɝɓɡɒɎ 

ɖɆɍɓɔɈɎɊɓɔɗɘɥɒɎ ȴȷ Unix. 

 
ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ quiet  əɐɆɍɡɈɆɋɘ ɗɐɆɓɋɖə Nessus, ɝɘɔ ɕɔɐɆɍɡɈɆɘɢ ɖɋɍəɑɢɘɆɘ 

ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ, ɕɖɔɈɋɖɐɆ ɐɔɘɔɖɔɏ ɊɆɑɆ ɔɘɖɎɜɆɘɋɑɢɓɡɏ ɖɋɍəɑɢɘɆɘ, ɓɋ ɗɑɋɊəɋɘ. 

ȴɓɔ ɒɔɌɋɘ Ɏɒɋɘɢ ɍɓɆɝɋɓɎɥ çYESè (ɊɆ) ɎɑɎ çNOè (ɓɋɘ). ȵɔ əɒɔɑɝɆɓɎɤ ɣɘɔɘ ɕɆɖɆɒɋɘɖ 

Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ çNOè, Ɏ ɖɋɍəɑɢɘɆɘ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊ ɔɘɔɇɖɆɌɆɋɘɗɥ. ȦɓɆɑɔɉɎɝɓɔ, 
ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ dont_echo_cmd  ɔɉɖɆɓɎɝɎɈɆɋɘ ɖɋɍəɑɢɘɆɘɡ, ɈɡɈɔɊɥ ɘɔɑɢɐɔ ɗɆɒɎ 

ɖɋɍəɑɢɘɆɘɡ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ, Ɇ ɓɋ ɛɔɊ ɋɋ ɈɡɕɔɑɓɋɓɎɥ. 

 
ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ nosudo  ɕɔɍɈɔɑɥɋɘ ɕɔɑɢɍɔɈɆɘɋɑɤ əɐɆɍɆɘɢ ɗɐɆɓɋɖə Nessus, ɝɘɔ ɓɋ 

ɗɑɋɊəɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɔɒɆɓɊə sudo Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɊɆɓɓɔɏ ɐɔɒɆɓɊɡ, əɗɘɆɓɔɈɎɈ Ɋɑɥ 

ɣɘɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ ɍɓɆɝɋɓɎɋ çYESè (ɊɆ). ȵɔ əɒɔɑɝɆɓɎɤ ɣɘɔɘ ɕɆɖɆɒɋɘɖ Ɏɒɋɋɘ 

ɍɓɆɝɋɓɎɋ çNOè, Ɏ ɐɔɒɆɓɊɆ sudo ɈɗɋɉɊɆ Ɏɗɕɔɑɢɍəɋɘɗɥ, ɋɗɑɎ Ɉ ɓɆɗɘɖɔɏɐɆɛ ɍɆɊɆɓɔ ɋɋ 

ɎɗɕɔɑɢɍɔɈɆɓɎɋ. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: CMD_EXEC 

 description: "Make sure that we are running FreeBSD 4.9 or higher"  

 cmd: "uname ïa"  

 timeout: 7200  

 expect: "FreeBSD (4 \ .(9|[1 - 9][0 - 9])|[5 - 9] \ .)"  

 dont_echo_cmd : YES  

</custom_item>  

 

FILE_CHECK 
ȦəɊɎɘɡ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix ɔɇɡɝɓɔ ɕɖɔɈɋɖɥɤɘ ɗəɟɋɗɘɈɔɈɆɓɎɋ Ɏ ɓɆɗɘɖɔɏɐɎ 

ɔɕɖɋɊɋɑɋɓɓɔɉɔ ɚɆɏɑɆ. ȦəɊɎɘ FILE_CHECK Ɏɗɕɔɑɢɍəɋɘ ɝɋɘɡɖɋ ɎɑɎ ɇɔɑɢɞɋ ɐɑɤɝɋɈɡɛ 
ɗɑɔɈ, ɝɘɔɇɡ ɔɕɖɋɊɋɑɎɘɢ ɣɘɎ ɕɖɔɈɋɖɐɎ. ȰɑɤɝɋɈɡɋ ɗɑɔɈɆ type , description  Ɏ file  

ɥɈɑɥɤɘɗɥ ɔɇɥɍɆɘɋɑɢɓɡɒɎ, Ɏ ɍɆ ɓɎɒɎ ɗɑɋɊəɋɘ ɔɊɓɆ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɕɖɔɈɋɖɔɐ. ȸɋɐəɟɎɏ 

ɗɎɓɘɆɐɗɎɗ ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɋɖɥɘɢ ɈɑɆɊɋɑɢɜɆ, ɉɖəɕɕə Ɏ ɖɆɍɖɋɞɋɓɎɥ ɚɆɏɑɆ. 

 

Ȩ ɕɖɔɈɋɖɐɆɛ FILE_CHECK ɒɔɌɓɔ əɐɆɍɡɈɆɘɢ Ɉɗɤ ɔɇɑɆɗɘɢ (ɓɆɕɖɎɒɋɖ, /var/log/* ). 

ȴɊɓɆɐɔ ɓɆɊɔ ɕɔɒɓɎɘɢ, ɝɘɔ ɣɘɔ ɐɆɗɆɋɘɗɥ ɘɔɑɢɐɔ ɚɆɏɑɔɈ, ɓɔ ɓɋ ɐɆɘɆɑɔɉɔɈ. ȫɗɑɎ əɐɆɍɆɓɆ 

Ɉɗɥ ɔɇɑɆɗɘɢ, ɓɔ ɔɊɎɓ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɗɔɈɕɆɊɆɤɟɎɛ ɚɆɏɑɔɈ ɊɔɑɌɓɡ ɇɡɘɢ Ɏɗɐɑɤɝɋɓɡ Ɏɍ 
ɕɔɎɗɐɆ, ɘɔ Ɋɑɥ ɎɉɓɔɖɎɖɔɈɆɓɎɥ ɣɘɎɛ ɚɆɏɑɔɈ ɓəɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ignore . 
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ȵɖɎɈɋɊɋɒ ɓɋɗɐɔɑɢɐɔ ɕɖɎɒɋɖɔɈ: 

 

<custom_item>  

 system: "Linux"  

 type: FILE_CHECK  

 description: "Permission and ownership chec k for /etc/default/cron"  

 file: "/etc/default/cron"  

 owner: "bin"  

 group: "bin"  

 mode: " - r -- r -- r -- "  

</custom_item>  

 

<custom_item>  

 system: "Linux"  

 type: FILE_CHECK  

 description: "Permission and ownership check for /etc/default/cron"  

 file: "/etc/default/ cron"  

 owner: "bin"  

 group: "bin"  

 mode: "444"  

</custom_item>  

 

<custom_item>  

 system: "Linux"  

 type: FILE_CHECK  

 description: "Make sure /tmp has its sticky bit set"  

 file: "/tmp"  

 mode: "1000"  

</custom_item>  

 

<custom_item>  

 type: FILE_CHECK  

 description : "/etc/passwd has the proper md5 set"  

 required: YES  

 file: "/etc/passwd"  

 md5: "ce35dc081fd848763cab2cfd442f8c22"  

</custom_item>  

 

<custom_item>  

 type: FILE_CHECK  

 description: "Ignore maillog in the file mode check"  

 required: YES  

 file: "/var/log/m*"  

 mode: "1000"  

 ignore: "/var/log/maillog"  

</custom_item>  

 

FILE_CHECK_NOT 
ȦəɊɎɘ FILE_CHECK_NOT ɗɔɗɘɔɎɘ Ɏɍ ɘɖɋɛ ɎɑɎ ɇɔɑɋɋ ɐɑɤɝɋɈɡɛ ɗɑɔɈ. ȰɑɤɝɋɈɡɋ ɗɑɔɈɆ 
type , description  Ɏ file  ɥɈɑɥɤɘɗɥ ɔɇɥɍɆɘɋɑɢɓɡɒɎ, Ɏ ɍɆ ɓɎɒɎ ɗɑɋɊəɋɘ ɔɊɓɆ ɎɑɎ 
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ɓɋɗɐɔɑɢɐɔ ɕɖɔɈɋɖɔɐ. ȸɋɐəɟɎɏ ɗɎɓɘɆɐɗɎɗ ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɋɖɥɘɢ ɈɑɆɊɋɑɢɜɆ, ɉɖəɕɕə Ɏ 
ɖɆɍɖɋɞɋɓɎɥ ɚɆɏɑɆ. ȦɓɆɑɔɉɎɝɓɔ ɆəɊɎɘə FILE_CHECK ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ignore  ɕɔɍɈɔɑɥɋɘ 

ɕɖɔɕəɗɐɆɘɢ ɔɊɎɓ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɚɆɏɑɔɈ, ɋɗɑɎ əɐɆɍɆɓɆ Ɉɗɥ ɔɇɑɆɗɘɢ. 

 

ɃɘɆ ɚəɓɐɜɎɥ Ɏɒɋɋɘ ɕɖɔɘɎɈɔɕɔɑɔɌɓɔɋ ɚəɓɐɜɎɎ FILE_CHECK ɊɋɏɗɘɈɎɋ. ȵɔɑɎɘɎɐɆ ɓɋ 

Ɉɡɕɔɑɓɥɋɘɗɥ, ɋɗɑɎ ɚɆɏɑɆ ɓɋ ɗəɟɋɗɘɈəɋɘ ɎɑɎ ɋɗɑɎ ɋɉɔ ɖɋɌɎɒ ɗɔɔɘɈɋɘɗɘɈəɋɘ 

ɘɖɋɇɔɈɆɓɎɥɒ, ɔɕɖɋɊɋɑɋɓɓɡɒ Ɉ ɕɖɔɈɋɖɐɋ. 

 

Ȩ ɕɖɔɈɋɖɐɆɛ FILE_CHECK_NOT ɒɔɌɓɔ əɐɆɍɡɈɆɘɢ Ɉɗɤ ɔɇɑɆɗɘɢ (ɓɆɕɖɎɒɋɖ, /var/log/* ). 

ȴɊɓɆɐɔ əɝɘɎɘɋ, ɝɘɔ ɣɘɔ ɐɆɗɆɋɘɗɥ ɘɔɑɢɐɔ ɚɆɏɑɔɈ, ɓɔ ɓɋ ɐɆɘɆɑɔɉɔɈ. 

 

ȵɖɎɈɋɊɋɒ ɓɋɗɐɔɑɢɐɔ ɕɖɎɒɋɖɔɈ: 

 

<custom_item>  

 type: FILE_CHECK_NOT  

 description: "Make sure /bin/bash does NOT belong to root"  

 file: "/bin/bash"  

 owner: "root"  

</custom_item>  

 

<custom_item>  

 type: FILE_CHECK_NOT  

 description: "Make sure that /usr /bin/ssh does NOT exist"  

 file: "/usr/bin/ssh"  

</custom_item>  

 

<custom_item>  

 type: FILE_CHECK_NOT  

 description: "Make sure /root is NOT world writeable"  

 file: "/root"  

 mode: "0777"  

</custom_item>  

 

FILE_CONTENT_CHECK 
ȨɔɍɒɔɌɓɆ ɓɋ ɘɔɑɢɐɔ ɕɖɔɈɋɖɐɆ ɗəɟɋɗɘɈɔɈɆɓɎɥ Ɏ ɕɆɖɆɒɋɘɖɔɈ ɚɆɏɑɆ, ɓɔ Ɏ ɕɖɔɈɋɊɋɓɎɋ 

ɆɓɆɑɎɍɆ ɗɔɊɋɖɌɎɒɔɉɔ ɘɋɐɗɘɔɈɡɛ ɚɆɏɑɔɈ. Ȫɑɥ ɕɔɎɗɐɆ ɗəɟɋɗɘɈəɤɟɋɉɔ ɗɔɊɋɖɌɎɒɔɉɔ Ɉ 

ɔɊɓɔɒ ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ ɒɋɗɘɆɛ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɖɋɉəɑɥɖɓɡɋ ɈɡɖɆɌɋɓɎɥ. Ȯɗɕɔɑɢɍəɏɘɋ 

ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ignore , ɝɘɔɇɡ ɕɖɔɕəɗɐɆɘɢ ɔɊɎɓ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɚɆɏɑɔɈ Ɉ əɐɆɍɆɓɓɡɛ 

ɒɋɗɘɆɛ ɕɔɎɗɐɆ. 

 

ȵɖɎɈɋɊɋɒ ɓɋɗɐɔɑɢɐɔ ɕɖɎɒɋɖɔɈ: 

 

<custom_item>  

 system: "Linux"  

 type: FILE_CONTENT_CHECK  

 description: "This check reports a problem when the log level setting in 

the sendmail.cf file is less than the value set in your s ecurity 

policy."  

 file: "sendmail.cf"  

 regex: ".*LogLevel=.*$"  
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 expect: ".*LogLevel=9"  

</custom_item>  

 

<custom_item>  

 system: "Linux"  

 type: FILE_CONTENT_CHECK  

 file: "sendmail.cf"  

 search_locations: "/etc:/etc/mail:/usr/local/etc/mail/"  

 regex: ".*Privac yOptions=".*"  

 expect: ".*PrivacyOptions=.*,novrfy,.*"  

</custom_item>  

 

<custom_item>  

 #System: "Linux"  

 type: FILE_CONTENT_CHECK  

 description: "FILE_CONTENT_CHECK"  

 file: "/root/test2/foo*"  

 # ignore single file  

 ignore: "/root/test/2"  

 # ignore all files  in a directory  

 ignore: "/root/test/*"  

 #ignore certain files from a directory  

 ignore: "/root/test/foo*"  

 regex: "FOO"  

 expect: "FOO1"  

</custom_item>  

 

FILE_CONTENT_CHECK_NOT 
Ƀɘɔɘ ɆəɊɎɘ ɕɖɔɈɋɖɥɋɘ ɗɔɊɋɖɌɎɒɔɋ ɚɆɏɑɔɈ ɓɆ ɗɔɈɕɆɊɋɓɎɋ ɗ ɖɋɉəɑɥɖɓɡɒ ɈɡɖɆɌɋɓɎɋɒ, 
əɐɆɍɆɓɓɡɒ Ɉ ɕɔɑɋ regex . ɃɘɆ ɚəɓɐɜɎɥ ɊɋɏɗɘɈəɋɘ ɕɖɔɘɎɈɔɕɔɑɔɌɓɔ ɚəɓɐɜɎɎ 

FILE_CONTENT_CHECK. ȸ. ɋ. ɕɔɑɎɘɎɐɆ ɓɋ ɈɡɕɔɑɓɋɓɆ, ɋɗɑɎ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ 
ɗɔɔɘɈɋɘɗɘɈəɋɘ ɗɔɊɋɖɌɎɒɔɒə ɚɆɏɑɆ. Ȯɗɕɔɑɢɍəɏɘɋ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ ignore , ɝɘɔɇɡ 

ɕɖɔɕəɗɐɆɘɢ ɔɊɎɓ ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɚɆɏɑɔɈ Ɉ əɐɆɍɆɓɓɡɛ ɒɋɗɘɆɛ ɕɔɎɗɐɆ. 

 

ȵɖɎɈɋɊɋɒ ɕɖɎɒɋɖ: 

 

<custom_item>  

 type: FILE_CONTENT_CHECK_NOT 

 description: "Make sure NIS is not enabled on the remote host by making 

sure that +::ô is not in /etc/passwd" 

 file: "/etc/passwd"  

 regex: "^ \ +::"  

 expect: "^ \ +::"  

</ custom_item>  

 

GRAMMAR_CHECK 
ȦəɊɎɘ GRAMMAR_CHECK ɕɖɔɈɋɖɥɋɘ ɗɔɊɋɖɌɎɒɔɋ ɚɆɏɑɆ Ɏ ɗɖɆɈɓɎɈɆɋɘ ɗ ɔɝɋɓɢ ɗɈɔɇɔɊɓɔ 

ɔɕɖɋɊɋɑɋɓɓɡɒɎ ɉɖɆɒɒɆɘɎɝɋɗɐɎɒɎ ɕɖɆɈɎɑɆɒɎ (ɗɔɗɘɔɥɟɎɒɎ Ɏɍ ɔɊɓɔɉɔ ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ 

ɖɋɉəɑɥɖɓɡɛ ɈɡɖɆɌɋɓɎɏ). ȫɗɑɎ ɔɊɓɆ ɗɘɖɔɐɆ Ɉ ɜɋɑɋɈɔɒ ɚɆɏɑɋ ɓɋ ɗɔɔɘɈɋɘɗɘɈəɋɘ ɐɆɐɔɒə-

ɑɎɇɔ ɖɋɉəɑɥɖɓɔɒə ɈɡɖɆɌɋɓɎɤ, ɘɔ ɕɖɔɈɋɖɐɆ ɓɋ ɕɖɔɏɊɋɓɆ. 
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ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: GRAMMAR_CHECK 

 description: "Check /etc/securetty contents are OK."  

 file: "/etc/securetty"  

 regex: "console"  

 regex: "vc/1"  

 regex: "vc/2"  

 regex: "vc/3"  

 regex: "vc /4"  

 regex: "vc/5"  

 regex: "vc/6"  

 regex: "vc/7"  

</custom_item>  

 

PKG_CHECK 
ȦəɊɎɘ PKG_CHECK Ɉɡɕɔɑɓɥɋɘ ɐɔɒɆɓɊə pkgchk  Ɋɑɥ ɗɎɗɘɋɒɡ SunOS. ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ pkg  

Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ əɐɆɍɆɓɎɥ ɕɆɐɋɘɆ, ɐɔɘɔɖɡɏ ɓəɌɓɔ ɎɗɐɆɘɢ, Ɇ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ operator  

əɐɆɍɡɈɆɋɘ əɗɑɔɈɎɋ ɕɖɔɛɔɌɊɋɓɎɥ ɎɑɎ ɓɋɕɖɔɛɔɌɊɋɓɎɥ ɕɖɔɈɋɖɐɎ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɈɋɖɗɎɎ 

əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɕɆɐɋɘɆ. 

 

ȵɖɎɒɋɖɡ: 

 

<custom_item>  

 system: "SunOS"  

 type: PKG_CHECK  

 description: "Make sure SUNWcrman is installed"  

 pkg: "SUNWcrman"  

 required: YES  

</custom_item>  

 

<custom_item>  

 system: "SunOS"  

 type: PKG_CHECK  

 description: "Make sure SUNWcrman is installed and is greater than 9.0.2"  

 pkg: "SUNWcrman"  

 version: "9.0.2"  

 operator: "gt"  

 required: YES  

</custom_item>  

 

PROCESS_CHECK 
ȰɆɐ Ɏ Ɉ ɗɑəɝɆɋ ɕɖɔɈɋɖɔɐ ɚɆɏɑɔɈ ɕɔɊɑɋɌɆɟɆɥ ɆəɊɎɘə ɕɑɆɘɚɔɖɒɆ Unix ɒɔɌɋɘ ɇɡɘɢ 

ɎɗɕɡɘɆɓɆ ɓɆ ɈɡɕɔɑɓɥɤɟɎɋɗɥ ɕɖɔɜɋɗɗɡ. ȶɋɆɑɎɍɆɜɎɥ ɊɆɓɓɔɏ ɕɖɔɈɋɖɐɎ ɍɆɕəɗɐɆɋɘ 
ɐɔɒɆɓɊə chkconfig ïlist  Ɋɑɥ ɕɔɑəɝɋɓɎɥ ɗɕɎɗɐɆ ɈɡɕɔɑɓɥɤɟɎɛɗɥ ɕɖɔɜɋɗɗɔɈ. 

 

ȵɖɎɒɋɖɡ: 

 

<custom_item>  
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 system: "Linux"  

 type: PROCESS_CHECK 

 name: "auditd"  

 status : OFF  

</custom_item>  

 

<custom_item>  

 system: "Linux"  

 type: PROCESS_CHECK 

 name: "syslogd"  

 status: ON  

</custom_item>  

 

RPM_CHECK 
ȦəɊɎɘ RPM_CHECK Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɕɖɔɈɋɖɐɎ ɓɔɒɋɖɔɈ ɈɋɖɗɎɏ əɗɘɆɓɔɈɑɋɓɓɡɛ ɓɆ 

əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ ɕɆɐɋɘɔɈ RPM. ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɗɘɔɎɘ Ɏɍ ɕɥɘɎ ɔɇɥɍɆɘɋɑɢɓɡɛ ɐɑɤɝɋɈɡɛ 
ɗɑɔɈ: type , description , rpm, operator  (ɔɕɋɖɆɘɔɖ) Ɏ ɔɊɓɔɉɔ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ 

ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ required . ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ rpm Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ əɐɆɍɆɓɎɥ ɕɆɐɋɘɆ, 

ɐɔɘɔɖɡɏ ɓəɌɓɔ ɎɗɐɆɘɢ, Ɇ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ operator  əɐɆɍɡɈɆɋɘ əɗɑɔɈɎɋ ɕɖɔɛɔɌɊɋɓɎɥ ɎɑɎ 

ɓɋ ɕɖɔɛɔɌɊɋɓɎɥ ɕɖɔɈɋɖɐɎ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɈɋɖɗɎɎ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɕɆɐɋɘɆ RPM. 

 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɕɖɔɈɋɖɔɐ RPM ɓɋ ɕɋɖɋɓɔɗɎɒɔ ɒɋɌɊə ɖɆɍɑɎɝɓɡɒɎ ɈɋɖɗɎɥɒɎ 

Linux. ȵɔɣɘɔɒə ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɆəɊɎɘɆ RPM_CHECK ɓɋ ɗɝɎɘɆɋɘɗɥ ɕɋɖɋɓɔɗɎɒɡɒ. 

 
ȵɖɎɈɋɊɋɒ ɓɋɐɔɘɔɖɡɋ ɕɖɎɒɋɖɡ, ɕɖɋɊɕɔɑɆɉɆɥ, ɝɘɔ ɕɆɐɋɘ iproute - 2.4.7 - 10 əɗɘɆɓɔɈɑɋɓ: 

 

<custom_item>  

 type: RPM_CHECK  

 description: "RPM check for iproute - 2.4.7 - 10 -  should pass"  

 rpm: "iproute - 2.4.7 - 10"  

 operator: "gte"  

</custom_item>  

 

<custom_item>  

 type: RPM_CHECK  

 description: "RPM check for iproute - 2.4.7 - 10 should fail"  

 rpm: "iproute - 2.4.7 - 10"  

 operator: "lt"  

 required: YES  

</custom_item>  

 

<custom_item>  

 type: RPM_CHECK  

 description: "RPM check for iproute - 2.4.7 - 10 should fail"  

 rpm: "iproute - 2.4.7 - 10"  

 operator: "gt"  

 required: N O 

</custom_item>  
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<custom_item>  

 type: RPM_CHECK  

 description: "RPM check for iproute - 2.4.7 - 10 should pass"  

 rpm: "iproute - 2.4.7 - 10"  

 operator: "eq"  

 required: NO  

</custom_item>  

 

SVC_PROP 
ȦəɊɎɘ SVC_PROP ɕɔɍɈɔɑɥɋɘ ɈɍɆɎɒɔɊɋɏɗɘɈɔɈɆɘɢ ɗɔ ɗɖɋɊɗɘɈɔɒ svcprop ïp ɓɆ ɗɎɗɘɋɒɋ ɕɔɊ 

əɕɖɆɈɑɋɓɎɋɒ ȴȷ Solaris 10. ȫɉɔ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɍɆɕɖɔɗɆ ɗɈɔɏɗɘɈ, ɗɈɥɍɆɓɓɡɛ ɗ 

ɔɕɖɋɊɋɑɋɓɓɔɏ ɗɑəɌɇɔɏ. ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ service  Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ əɐɆɍɆɓɎɥ ɗɑəɌɇɡ, 

ɐɔɘɔɖɆɥ ɕɔɊɑɋɌɎɘ ɆəɊɎɘə. ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ property  əɐɆɍɡɈɆɋɘ Ɏɒɥ ɗɈɔɏɗɘɈɆ, ɐɔɘɔɖɔɋ 

ɒɡ ɛɔɘɎɒ ɍɆɕɖɔɗɎɘɢ. ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ value  əɐɆɍɡɈɆɋɘ ɔɌɎɊɆɋɒɔɋ ɍɓɆɝɋɓɎɋ ɣɘɔɉɔ 

ɗɈɔɏɗɘɈɆ. ȴɌɎɊɆɋɒɔɋ ɍɓɆɝɋɓɎɋ ɘɆɐɌɋ ɒɔɌɋɘ ɇɡɘɢ ɖɋɉəɑɥɖɓɡɒ ɈɡɖɆɌɋɓɎɋɒ. 

 

ȵɖɎɒɋɖɡ: 

 

<custom_item>  

 type: SVC_PROP  

 description: "Check service status"  

 service: "cde - ttdbserver:tcp"  

 property: "general/enabled"  

 value: "false"  

</custom_item>  

 

<custom_item>  

 type: SVC_PROP  

 description: "Make sure FTP logging is set"  

 service: "svc:/network/frp:default"  

 property: "inetd_start/exec"  

 regex: ".*frpd.* - 1"  

</custom_item>  

 

XINETD_SVC 
ȦəɊɎɘ XINETD_SVC Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ ɕɖɔɈɋɖɐɎ ɗɘɆɘəɗɆ ɗɑəɌɇ xinetd ɕɖɎ ɍɆɕəɗɐɋ. ɃɘɆ 
ɕɖɔɈɋɖɐɆ ɗɔɗɘɔɎɘ Ɏɍ ɝɋɘɡɖɋɛ ɔɇɥɍɆɘɋɑɢɓɡɛ ɐɑɤɝɋɈɡɛ ɗɑɔɈ: type , description , service  

Ɏ status . 

 

 

ȴɓɆ ɖɆɇɔɘɆɋɘ ɘɔɑɢɐɔ Ɉ ɗɎɗɘɋɒɆɛ Red Hat ɎɑɎ ɕɖɔɎɍɈɔɊɓɡɛ ɔɘ Red Hat 

ɗɎɗɘɋɒɆɛ, ɓɆɕɖɎɒɋɖ Fedora. 

 

ȵɖɎɒɋɖ: 

 

<custom_item>  

 type: XINETD_SVC  

 description: "Make sure that telnet is disabled"  
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 service: "telnet"  

 status: OFF  

</custom_item>  

 

ȮȽȾȼȺȱȹȹɇȱ ȻȼȺȮȱȼȶȴ 

ȵɖɔɈɋɖɐɎ, ɐɔɘɔɖɡɋ ɓɋ ɒɔɉəɘ ɇɡɘɢ ɔɇɋɗɕɋɝɋɓɡ ɔɕɎɗɆɓɓɡɒɎ Ɉɡɞɋ ɕɖɔɈɋɖɐɆɒɎ, ɊɔɑɌɓɡ 

ɇɡɘɢ ɓɆɕɎɗɆɓɡ ɐɆɐ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɋ ɓɆ ɥɍɡɐɋ NASL. Ȩɗɋ ɕɔɊɔɇɓɡɋ ɕɖɔɈɋɖɐɎ ɔɘɓɔɗɥɘɗɥ 
ɐ ɐɆɘɋɉɔɖɎɎ Ɉɗɘɖɔɋɓɓɡɛ. ȰɆɌɊɆɥ ɕɖɔɈɋɖɐɆ ɓɆɝɎɓɆɋɘɗɥ ɗ ɘɋɉɆ <item>  Ɏ ɍɆɐɆɓɝɎɈɆɋɘɗɥ 

ɘɋɉɔɒ </item> . Ȩ ɊɆɓɓɡɋ ɘɋɉɎ ɍɆɐɑɤɝɆɘɗɥ ɗɕɎɗɐɎ Ɏɍ ɔɊɓɔɉɔ ɎɑɎ ɓɋɗɐɔɑɢɐɎɛ ɐɑɤɝɋɈɡɛ 

ɗɑɔɈ, ɐɔɘɔɖɡɋ ɎɓɘɋɖɕɖɋɘɎɖəɤɘɗɥ ɆɓɆɑɎɍɆɘɔɖɔɒ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ 

ɕɖɔɈɋɖɐɎ. ȳɎɌɋ ɕɖɎɈɋɊɋɓ ɗɕɎɗɔɐ Ɋɔɗɘəɕɓɡɛ ɕɖɔɈɋɖɔɐ. 

 

 

ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ system  ɓɋɊɔɗɘəɕɓɔ Ɋɑɥ Ɉɗɘɖɔɋɓɓɡɛ ɕɖɔɈɋɖɔɐ Ɏ Ɉ ɗɑəɝɆɋ 

ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɕɖɎɈɔɊɎɘ ɐ ɗɎɓɘɆɐɗɎɝɋɗɐɔɏ ɔɞɎɇɐɋ. 

 

ʋʧʨʘʚʣʝʥʠʝ ʧʘʨʦʣʷʤʠ 
 

 

Ȩ ɕɖɎɈɋɊɋɓɓɡɛ ɓɎɌɋ ɕɖɎɒɋɖɆɛ <min> (ɒɎɓɎɒəɒ) Ɏ <max> (ɒɆɐɗɎɒəɒ) 

Ɏɗɕɔɑɢɍəɤɘɗɥ Ɋɑɥ ɔɇɔɍɓɆɝɋɓɎɥ ɜɋɑɔɝɎɗɑɋɓɓɔɉɔ ɍɓɆɝɋɓɎɥ, ɐɔɘɔɖɔɋ ɊɔɑɌɓɔ 

ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɉ ɐɆɝɋɗɘɈɋ ɍɓɆɝɋɓɎɥ Ɉ ɆəɊɎɘɋ, Ɇ ɓɋ ɗɘɖɔɐɎ. 

 

 

Ȩ ɗɑəɝɆɥɛ, ɐɔɉɊɆ ɘɔɝɓɔɋ ɒɎɓɎɒɆɑɢɓɔɋ ɎɑɎ ɒɆɐɗɎɒɆɑɢɓɔɋ ɍɓɆɝɋɓɎɋ 

ɓɋɎɍɈɋɗɘɓɡ, ɜɋɑɔɝɎɗɑɋɓɓɡɋ ɍɓɆɝɋɓɎɥ ɍɆɒɋɓɥɤɘɗɥ ɗɘɖɔɐɆɒɎ çMinè (ɒɎɓɎɒəɒ) 

ɎɑɎ çMaxè (ɒɆɐɗɎɒəɒ). 

 

min_password_length 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "min_password_length"  

 description: "This check examines the system configuration for the minimum 

password length that the passwd program will accept. The check reports a 

problem if the minimum length is less than the length specified in your 

policy."  

 except: "user1" | "user2" (list of users to be excluded)  

 value: "<min>..<max>"  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ 
ɕɖɎɓəɊɎɘɋɑɢɓɔ əɗɘɆɓɔɈɑɋɓɆ ɒɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ Ɉ ɊɎɆɕɆɍɔɓɋ <min>..<max> . 

ȳɆɑɎɝɎɋ ɒɎɓɎɒɆɑɢɓɔɏ ɊɑɎɓɡ ɕɆɖɔɑɥ ɈɡɓəɌɊɆɋɘ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɈɡɇɎɖɆɘɢ ɇɔɑɋɋ 

ɗɑɔɌɓɡɋ ɕɆɖɔɑɎ. 
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ȴɕɋɖɆɜɎɔɓɓɆɥ 

ɗɎɗɘɋɒɆ 
ȶɋɆɑɎɍɆɜɎɥ 

Linux  ȲɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɆɐ PASS_MIN_LEN 
Ɉ /etc/login.defs . 

Solaris  ȲɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɆɐ PASSLENGTH Ɉ 
/etc/default/passwd . ȴɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ ɣɘɆ 

ɕɋɖɋɒɋɓɓɆɥ ɘɆɐɌɋ ɐɔɓɘɖɔɑɎɖəɋɘ ɒɆɐɗɎɒɆɑɢɓəɤ ɊɑɎɓə ɕɆɖɔɑɥ. 

HP - UX  ȲɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɆɐ 
MIN_PASSWORD_LENGTH Ɉ /etc/default/security . 

Mac OS X  ȲɎɓɎɒɆɑɢɓɆɥ ɊɑɎɓɆ ɕɆɖɔɑɥ ɔɕɖɋɊɋɑɥɋɘɗɥ ɐɆɐ minChar Ɉ 

ɑɔɐɆɑɢɓɔɏ ɕɔɑɎɘɎɐɋ, ɔɕɖɋɊɋɑɥɋɒɔɏ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ 

pwpolicy . 

 

ȵɖɎɒɋɖ: 

 

<item>  

 name: "min_password_length"  

 des cription: "Make sure that each password has a minimum length of 6 

chars or more"  

 value: "6..65535"  

</item>  

 

max_password_age 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "max_password_age"  

 description: "This check reports agents that have a system default maximum 

pass word age greater than the specified value and agents that do not have a 

maximum password age setting."  

 except: "user1" | "user2" (list of users to be excluded)  

 value: "<min>..<max>"  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɒɆɐɗɎɒɆɑɢɓɡɏ ɗɖɔɐ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ 

(ɓɆɕɖɎɒɋɖ, Ɉɖɋɒɥ, ɝɋɖɋɍ ɐɔɘɔɖɔɋ ɕɔɑɢɍɔɈɆɘɋɑɎ ɈɡɓəɌɊɋɓɡ ɒɋɓɥɘɢ ɗɈɔɎ ɕɆɖɔɑɎ) 

əɗɘɆɓɔɈɑɋɓ Ɉ ɍɆɊɆɓɓɡɛ ɕɖɋɊɋɑɆɛ. 

 

ȳɆɑɎɝɎɋ ɒɆɐɗɎɒɆɑɢɓɔɉɔ ɗɖɔɐɆ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ ɓɋ ɕɔɍɈɔɑɥɋɘ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɗɔɛɖɆɓɥɘɢ 

ɔɊɎɓ Ɏ ɘɔɘ Ɍɋ ɕɆɖɔɑɢ ɓɆ ɕɖɔɘɥɌɋɓɎɎ ɓɋɗɐɔɑɢɐɎɛ ɑɋɘ. ȷɒɋɓɆ ɕɆɖɔɑɥ ɝɆɗɘɔ ɕɔɒɔɉɆɋɘ 

ɕɖɋɊɔɘɈɖɆɘɎɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɕɆɖɔɑɥ ɍɆɈɑɆɊɋɈɞɎɒ Ɏɒ ɍɑɔəɒɡɞɑɋɓɓɎɐɔɒ Ɉ ɘɋɝɋɓɎɋ 

ɓɋɔɉɖɆɓɎɝɋɓɓɔɉɔ ɈɖɋɒɋɓɎ. 
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ȴɕɋɖɆɜɎɔɓɓɆɥ 

ɗɎɗɘɋɒɆ 
ȶɋɆɑɎɍɆɜɎɥ 

Linux  ȵɋɖɋɒɋɓɓɆɥ PASS_MAX_DAYS ɔɕɖɋɊɋɑɋɓɆ Ɉ /etc/login.defs . 

Solaris  ȵɋɖɋɒɋɓɓɆɥ MAXWEEKS, ɖɆɗɕɔɑɔɌɋɓɓɆɥ Ɉ 
/etc/default/passwd , ɔɕɖɋɊɋɑɥɋɘ ɒɆɐɗɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ 

ɓɋɊɋɑɢ, Ɉ ɘɋɝɋɓɎɋ ɐɔɘɔɖɔɉɔ ɕɆɖɔɑɋɒ ɒɔɌɓɔ ɕɔɑɢɍɔɈɆɘɢɗɥ. 

HP - UX  Ƀɘɔ ɍɓɆɝɋɓɎɋ ɐɔɓɘɖɔɑɎɖəɋɘɗɥ ɕɋɖɋɒɋɓɓɔɏ 

PASSWORD_MAXDAYS, ɖɆɗɕɔɑɔɌɋɓɓɔɏ Ɉ 
/etc/default/security . 

Mac OS X  Ƚɘɔɇɡ ɍɆɊɆɘɢ ɣɘɔ ɍɓɆɝɋɓɎɋ, ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ 

ɕɆɖɆɒɋɘɖɔɒ maxMinutesUntilChangePassword ɕɔɑɎɘɎɐɎ Ɉ 

ɔɘɓɔɞɋɓɎɎ ɕɆɖɔɑɋɏ (əɗɘɆɓɆɈɑɎɈɆɋɒɡɒ ɗ ɕɔɒɔɟɢɤ ɗɖɋɊɗɘɈɆ 
pwpolicy ). 

 

ȵɖɎɒɋɖ: 

 

<item>  

 name: "max_password_age"  

 description: "Make sure a password can not be used for mo re than 21 days"  

 value: "1..21"  

</item>  

 

min_password_age 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "min_password_age"  

 description: "This check reports agents and users with password history 

settings that are less than a specified minimum number of passwords."  

 exc ept: "user1" | "user2" (list of users to be excluded)  

 value: "<min>..<max>"  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɒɎɓɎɒɆɑɢɓɡɏ ɗɖɔɐ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ 

(ɓɆɕɖɎɒɋɖ, Ɉɖɋɒɥ, ɕɔ ɎɗɘɋɝɋɓɎɎ ɐɔɘɔɖɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɖɆɍɖɋɞɋɓɔ ɒɋɓɥɘɢ ɗɈɔɎ 

ɕɆɖɔɑɎ) əɗɘɆɓɔɈɑɋɓ Ɉ ɍɆɊɆɓɓɡɛ ɕɖɋɊɋɑɆɛ. 

 

ȳɆɑɎɝɎɋ ɒɎɓɎɒɆɑɢɓɔɉɔ ɗɖɔɐɆ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ ɓɋ ɕɔɍɈɔɑɥɋɘ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɒɋɓɥɘɢ 

ɕɆɖɔɑɎ ɗɑɎɞɐɔɒ ɝɆɗɘɔ, ɕɡɘɆɥɗɢ ɕɖɋɔɊɔɑɋɘɢ ɔɉɖɆɓɎɝɋɓɎɋ ɒɆɐɗɎɒɆɑɢɓɔɉɔ ɖɆɍɒɋɖɆ 

ɌəɖɓɆɑɆ ɕɆɖɔɑɋɏ. ȳɋɐɔɘɔɖɡɋ ɕɔɑɢɍɔɈɆɘɋɑɎ ɕɡɘɆɤɘɗɥ ɜɎɐɑɎɝɋɗɐɎ Ɉɋɖɓəɘɢɗɥ ɐ ɗɈɔɋɒə 

ɕɋɖɈɔɓɆɝɆɑɢɓɔɒə ɕɆɖɔɑɤ, ɔɇɛɔɊɥ ɘɖɋɇɔɈɆɓɎɥ ɐ ɎɍɒɋɓɋɓɎɤ ɕɆɖɔɑɥ. 
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ȴɕɋɖɆɜɎɔɓɓɆɥ 

ɗɎɗɘɋɒɆ 
ȶɋɆɑɎɍɆɜɎɥ 

Linux  ȵɋɖɋɒɋɓɓɆɥ PASS_MIX_DAYS ɔɕɖɋɊɋɑɋɓɆ Ɉ  

/etc/login.defs . 

Solaris  ȵɋɖɋɒɋɓɓɆɥ MINWEEKS, ɖɆɗɕɔɑɔɌɋɓɓɆɥ Ɉ 
/etc/default/passwd , ɔɕɖɋɊɋɑɥɋɘ ɒɎɓɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ 

ɓɋɊɋɑɢ, Ɉ ɘɋɝɋɓɎɋ ɐɔɘɔɖɔɉɔ ɕɆɖɔɑɋɒ ɒɔɌɓɔ ɕɔɑɢɍɔɈɆɘɢɗɥ. 

HP - UX  Ƀɘɔ ɍɓɆɝɋɓɎɋ ɐɔɓɘɖɔɑɎɖəɋɘɗɥ ɕɋɖɋɒɋɓɓɔɏ 

PASSWORD_MINDAYS, ɖɆɗɕɔɑɔɌɋɓɓɔɏ Ɉ 
/etc/default/security . 

Mac OS X  Ƀɘɔɘ ɕɆɖɆɒɋɘɖ ɓɋ ɕɔɊɊɋɖɌɎɈɆɋɘɗɥ. 

 

ȵɖɎɒɋɖ: 

 

<item>7  

 name: "min_password_age"  

 description: "Make sure a password cannot be changed before 4 days while 

allowing the user to change at least after 21 days"  

 value: "4..21"  

</item>  

 

ɼʦʩʪʫʧ ʢ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ root 
 

root_login_from_console) 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "root_login_from_con sole"  

 description: "This check makes sure that root can only log in from the 

system console (not remotely)."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɖɔɈɋɖɥɋɘ, ɝɘɔ ɕɔɑɢɍɔɈɆɘɋɑɢ root ɒɔɌɋɘ ɔɗəɟɋɗɘɈɑɥɘɢ 

ɓɋɕɔɗɖɋɊɗɘɈɋɓɓɡɏ ɈɛɔɊ Ɉ əɊɆɑɋɓɓəɤ ɗɎɗɘɋɒə ɘɔɑɢɐɔ ɗ ɚɎɍɎɝɋɗɐɔɏ ɐɔɓɗɔɑɎ. 

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɔɇɔɗɓɔɈɡɈɆɋɘɗɥ ɘɋɒ, ɝɘɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆɒ ɓɆɗɘɔɥɘɋɑɢɓɔ ɖɋɐɔɒɋɓɊəɋɘɗɥ 

ɍɆɕɖɋɟɆɘɢ ɎɗɕɔɑɢɍɔɈɆɘɢ əɝɋɘɓəɤ ɍɆɕɎɗɢ root ɓɆɕɖɥɒəɤ, ɝɘɔɇɡ ɒɔɌɓɔ ɇɡɑɔ 

ɔɘɗɑɋɌɎɈɆɘɢ ɐɔɓɐɖɋɘɓɔɉɔ ɝɋɑɔɈɋɐɆ, ɔɗəɟɋɗɘɈɑɥɈɞɋɉɔ Ɋɔɗɘəɕ. Ȩɒɋɗɘɔ ɣɘɔɉɔ 

Ɏɗɕɔɑɢɍəɋɘɗɥ ɔɇɡɝɓɆɥ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɕɔɑɢɍɔɈɆɘɋɑɥ (ɝɑɋɓɆ ɉɖəɕɕɡ wheel Ɉ ɗɎɗɘɋɒɆɛ 

ɕɔɊ əɕɖɆɈɑɋɓɎɋɒ ȴȷ BSD) Ɏ ɍɆɘɋɒ Ɏɗɕɔɑɢɍəɋɘɗɥ ɐɔɒɆɓɊɆ çsuè (ɎɑɎ sudo) Ɋɑɥ 

ɖɆɗɞɎɖɋɓɎɥ ɕɖɆɈ Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɆɊɒɎɓɎɗɘɖɆɘɎɈɓɡɛ ɍɆɊɆɝ. 
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ȴɕɋɖɆɜɎɔɓɓɆɥ 

ɗɎɗɘɋɒɆ 
ȶɋɆɑɎɍɆɜɎɥ 

Linux Ɏ HP- UX  ȹɇɋɊɎɘɋɗɢ, ɝɘɔ /etc/se curetty ɗəɟɋɗɘɈəɋɘ Ɏ ɗɔɊɋɖɌɎɘ 

ɘɔɑɢɐɔ çconsoleè. 

Solaris  ȹɇɋɊɎɘɋɗɢ, ɝɘɔ /etc/default/login  ɗɔɊɋɖɌɎɘ ɗɘɖɔɐə 

«CONSOLE=/dev/console ». 

Mac OS X  ɃɘɆ ɚəɓɐɜɎɥ ɓɋ ɕɔɊɊɋɖɌɎɈɆɋɘɗɥ. 

 

ʋʧʨʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʷʤʠ 
 

accounts_bad_home_permissions 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "accounts_bad_home_permissions"  

 description: "This check reports user accounts that have home directories 

with incorrect user or group ownerships."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɐɆɌɊɔɉɔ ɓɋ 

ɔɇɑɆɊɆɤɟɋɉɔ ɕɖɎɈɎɑɋɉɎɥɒɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɕɖɎɓɆɊɑɋɌɎɘ ɣɘɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ Ɏ ɘɖɋɘɢɎ 

ɑɎɜɆ (ɈɛɔɊɥɟɎɋ Ɉ ɘə Ɍɋ ɉɖəɕɕə ɎɑɎ ɉɖəɕɕə çeveryoneè) ɓɋ ɒɔɉəɘ ɔɗəɟɋɗɘɈɑɥɘɢ ɍɆɕɎɗɢ Ɉ 

ɓɋɋ. ȴɇɡɝɓɔ ɖɋɐɔɒɋɓɊəɋɘɗɥ, ɝɘɔɇɡ ɓɆɝɆɑɢɓɡɋ ɐɆɘɆɑɔɉɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɎɒɋɑɎ ɖɋɌɎɒ 

0755 ɎɑɎ ɇɔɑɋɋ ɌɋɗɘɐɎɏ (ɓɆɕɖɎɒɋɖ, 0700). ɃɘɆ ɕɖɔɈɋɖɐɆ ɍɆɈɋɖɞɆɋɘɗɥ əɗɕɋɞɓɔ, ɋɗɑɎ 

ɐɆɌɊɡɏ ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɕɖɆɈɎɑɢɓɔ ɓɆɗɘɖɔɋɓ, Ɏ ɈɔɍɈɖɆɟɆɋɘ ɔɞɎɇɐə Ɉ ɕɖɔɘɎɈɓɔɒ 

ɗɑəɝɆɋ. Ȫɑɥ əɐɆɍɆɓɎɥ ɌɋɑɆɋɒɔɉɔ əɖɔɈɓɥ ɖɆɍɖɋɞɋɓɎɏ Ɉ ɔɘɓɔɞɋɓɎɎ ɓɆɝɆɑɢɓɔɉɔ ɐɆɘɆɑɔɉɆ 

ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɑɤɝɋɈɡɋ ɗɑɔɈɆ mode ɎɑɎ mask. ȰɑɤɝɋɈɔɋ ɗɑɔɈɔ mode ɊɔɕəɗɐɆɋɘ 

ɓɆɝɆɑɢɓɡɋ ɐɆɘɆɑɔɉɎ, ɘɔɝɓɔ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ əɐɆɍɆɓɓɔɒə əɖɔɈɓɤ, Ɇ ɐɑɤɝɋɈɔɋ ɗɑɔɈɔ 

mask ɊɔɕəɗɐɆɋɘ ɓɆɝɆɑɢɓɡɋ ɐɆɘɆɑɔɉɎ əɐɆɍɆɓɓɔɉɔ əɖɔɈɓɥ ɎɑɎ ɇɔɑɋɋ ɇɋɍɔɕɆɗɓɡɋ. 

 

ȫɗɑɎ ɕɔɗɘɔɖɔɓɓɎɋ ɑɎɜɆ ɇəɊəɘ Ɏɒɋɘɢ ɈɔɍɒɔɌɓɔɗɘɢ ɍɆɕɎɗɡɈɆɘɢ Ɉ ɓɆɝɆɑɢɓɔɒ ɐɆɘɆɑɔɉɋ 

ɕɔɑɢɍɔɈɆɘɋɑɥ, ɘɔ ɔɓɎ ɒɔɉəɘ ɈɡɓəɊɎɘɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ɎɗɕɔɑɓɎɘɢ ɕɖɔɎɍɈɔɑɢɓɡɋ ɐɔɒɆɓɊɡ, 
ɕɔɊɊɋɑɆɈ ɚɆɏɑɡ ~/.profile , ~/.cshrc , ~/.bashrc .  

ȫɗɑɎ ɕɔɑɢɍɔɈɆɘɋɑɋɒ ɔɊɓɔɏ ɉɖəɕɕɡ ɓɋɔɇɛɔɊɎɒɔ ɗɔɈɒɋɗɘɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɚɆɏɑɡ, ɘɔ 

ɔɇɡɝɓɔ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɕɋɜɎɆɑɢɓɔ ɈɡɊɋɑɋɓɓɡɏ ɐɆɘɆɑɔɉ, Ɉ ɐɔɘɔɖɔɒ ɇəɊəɘ 

Ɏɒɋɘɢ ɕɖɆɈɔ ɍɆɕɎɗɎ ɝɑɋɓɡ ɉɖəɕɕɡ, Ɇ ɓɋ ɎɗɕɔɑɢɍɔɈɆɘɢ ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɐɆɐɔɉɔ-ɑɎɇɔ 

ɕɔɑɢɍɔɈɆɘɋɑɥ. 

 

Ȫɑɥ ɑɤɇɡɛ ɓɋɕɖɆɈɎɑɢɓɔ ɓɆɗɘɖɔɋɓɓɡɛ ɓɆɝɆɑɢɓɡɛ ɐɆɘɆɑɔɉɔɈ ɗɑɋɊəɋɘ ɈɡɕɔɑɓɎɘɢ ɐɔɒɆɓɊə 
«chmod 0755 <user directory> è Ɏ ɗɒɋɓɎɘɢ ɕɖɆɈɔ ɗɔɇɗɘɈɋɓɓɔɗɘɎ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɒ 

ɔɇɖɆɍɔɒ. 

 

accounts_without_home_dir 
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ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "accounts_without_home_dir"  

 description: "This check reports user accounts that do not have home 

directories."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɖɔɈɋɖɥɋɘ ɓɆɑɎɝɎɋ ə ɐɆɌɊɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ ɓɆɝɆɑɢɓɔɉɔ 

ɐɆɘɆɑɔɉɆ. ȵɖɔɈɋɖɐɆ ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, ɋɗɑɎ ɐɆɌɊɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ ɕɖɎɗɈɔɋɓ 

ɊɔɕəɗɘɎɒɡɏ ɐɆɘɆɑɔɉ, Ɏ ɓɋ ɕɖɔɛɔɊɎɘ Ɉ Ɏɓɔɒ ɗɑəɝɆɋ. ȴɇɖɆɘɎɘɋ ɈɓɎɒɆɓɎɋ, ɝɘɔ ɈɑɆɊɋɓɎɋ Ɏ 

ɖɆɍɖɋɞɋɓɎɥ ɕɖɎ ɈɡɕɔɑɓɋɓɎɎ ɣɘɔɏ ɕɖɔɈɋɖɐɎ ɓɋ ɕɖɔɈɋɖɥɤɘɗɥ. 

 

ȴɇɡɝɓɔ ɖɋɐɔɒɋɓɊəɋɘɗɥ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɗɎɗɘɋɒɡ Ɏɒɋɘɢ ɔɕɖɋɊɋɑɋɓɓɡɏ ɓɆɝɆɑɢɓɡɏ 

ɐɆɘɆɑɔɉ, ɕɔɘɔɒə ɝɘɔ ɓɋɐɔɘɔɖɡɒ ɗɖɋɊɗɘɈɆɒ ɒɔɌɋɘ ɇɡɘɢ ɓɋɔɇɛɔɊɎɒɔ ɝɘɔ-ɘɔ ɗɝɎɘɡɈɆɘɢ Ɏɍ 
ɓɋɉɔ ɎɑɎ ɍɆɕɎɗɡɈɆɘɢ Ɉ ɓɋɉɔ (ɓɆɕɖɎɒɋɖ, ɕɖɔɉɖɆɒɒɆ sendmail  ɕɖɔɈɋɖɥɋɘ ɚɆɏɑ 

~/.forward ). ȫɗɑɎ ɐɆɐɔɒə-ɘɔ ɕɔɑɢɍɔɈɆɘɋɑɤ ɓɋ ɓəɌɓɔ Ɉɡɕɔɑɓɥɘɢ ɈɛɔɊ, ɘɔ Ɉɒɋɗɘɔ ɣɘɔɉɔ 

ɗɑɋɊəɋɘ ɔɕɖɋɊɋɑɎɘɢ ɓɋɗəɟɋɗɘɈəɤɟəɤ ɔɇɔɑɔɝɐə shell (ɓɆɕɖɎɒɋɖ, /bin/false ). ȳɆ 

ɒɓɔɉɎɛ ɗɎɗɘɋɒɆɛ ɕɔɑɢɍɔɈɆɘɋɑɎ ɇɋɍ ɓɆɝɆɑɢɓɔɉɔ ɐɆɘɆɑɔɉɆ Ɉɗɋ ɖɆɈɓɔ ɕɔɑəɝɆɤɘ ɕɖɎɈɎɑɋɉɎɎ 

ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə, ɓɔ Ɏɛ ɚɆɐɘɎɝɋɗɐɎɏ ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ð /. 

 

invalid_login_shells 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "invalid_login_shells"  

 description: "This check reports user accounts with shells which do not 

exist or is not listed in /etc/shells."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɐɆɌɊɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏɒɋɋɘ 

ɊɋɏɗɘɈɎɘɋɑɢɓəɤ ɔɇɔɑɔɝɐə shell, ɔɕɖɋɊɋɑɋɓɓəɤ Ɉ /etc/shells . 

 
ȷ ɕɔɒɔɟɢɤ ɚɆɏɑɆ /etc/shells  ɘɆɐɎɋ ɕɖɎɑɔɌɋɓɎɥ, ɐɆɐ Sendmail Ɏ ɗɋɖɈɋɖɡ FTP, 

ɔɕɖɋɊɋɑɥɤɘ, ɥɈɑɥɋɘɗɥ ɑɎ ɔɕɖɋɊɋɑɋɓɓɆɥ ɔɇɔɑɔɝɐɆ (shell) ɊɋɏɗɘɈɎɘɋɑɢɓɔɏ Ɋɑɥ ɣɘɔɏ 

ɗɎɗɘɋɒɡ. ȫɗɑɎ ɣɘɔɘ ɚɆɏɑ ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ ɕɖɔɉɖɆɒɒɔɏ ɈɛɔɊɆ, ɆɊɒɎɓɎɗɘɖɆɘɔɖɡ ɒɔɉəɘ ɗ 

ɋɉɔ ɕɔɒɔɟɢɤ ɔɕɖɋɊɋɑɥɘɢ, ɐɆɐɎɋ ɔɇɔɑɔɝɐɎ shell ɊɋɏɗɘɈɎɘɋɑɢɓɡ Ɉ ɣɘɔɏ ɗɎɗɘɋɒɋ. ȵɖɔɈɋɖɐɆ 
invalid_login_shells  ɕɔɍɈɔɑɥɋɘ əɗɘɆɓɔɈɎɘɢ, Ɉɗɋ ɑɎ ɕɔɑɢɍɔɈɆɘɋɑɎ, ɕɋɖɋɝɎɗɑɋɓɓɡɋ Ɉ 

ɚɆɏɑɋ /etc/passwd , Ɏɒɋɤɘ ɊɋɏɗɘɈɎɘɋɑɢɓɡɋ ɔɇɔɑɔɝɐɎ shell, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɉ ɚɆɏɑɋ 

/etc/shells . 

 

Ƀɘɔ ɕɔɍɈɔɑɥɋɘ ɎɍɇɋɌɆɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɓɋɖɆɍɖɋɞɋɓɓɡɛ ɒɋɘɔɊɔɈ, ɓɆɕɖɎɒɋɖ ɕɖɎɒɋɓɋɓɎɥ 
/sbin/passwd  Ɉ ɐɆɝɋɗɘɈɋ ɔɇɔɑɔɝɐɎ shell, ɝɘɔɇɡ ɕɖɋɊɔɗɘɆɈɎɘɢ ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

ɈɔɍɒɔɌɓɔɗɘɢ ɒɋɓɥɘɢ ɕɆɖɔɑɎ. ȫɗɑɎ Ɉɡ ɓɋ ɛɔɘɎɘɋ, ɝɘɔɇɡ ɕɔɑɢɍɔɈɆɘɋɑɢ ɒɔɉ ɈɔɏɘɎ Ɉ 

ɗɎɗɘɋɒə, ɗɔɍɊɆɏɘɋ ɓɋɊɋɏɗɘɈɎɘɋɑɢɓəɤ ɔɇɔɑɔɝɐə shell Ɉ ɚɆɏɑɋ /etc/shells  (ɓɆɕɖɎɒɋɖ, 

«/nonexistent è) Ɏ əɗɘɆɓɔɈɎɘɋ ɋɋ Ɋɑɥ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ. 

 

ȫɗɑɎ ə ɈɆɗ ɋɗɘɢ ɕɔɑɢɍɔɈɆɘɋɑɎ ɇɋɍ ɊɋɏɗɘɈɎɘɋɑɢɓɔɏ ɔɇɔɑɔɝɐɎ shell, ɔɕɖɋɊɋɑɎɘɋ Ɋɑɥ ɓɎɛ 

ɐɆɐəɤ-ɑɎɇɔ ɊɋɏɗɘɈɎɘɋɑɢɓəɤ ɔɇɔɑɔɝɐə shell. 
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login_shells_with_suid 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "login_shells_with_suid"  

 description: "This check reports user accounts with login shells that have 

setuid or setgid privileges."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɖɔɈɋɖɥɋɘ, ɓɋɘ ɑɎ ɐɆɐɔɏ-ɘɔ ɔɇɔɑɔɝɐɎ shell ɗ ɕɖɆɈɆɒɎ çset-uid». 

 

ȴɇɔɑɔɝɐɆ shell ɗ ɕɖɆɈɆɒɎ setuid ɔɍɓɆɝɆɋɘ, ɝɘɔ ɕɖɎ ɐɆɌɊɔɒ ɍɆɕəɗɐɋ ɣɘɔɏ ɔɇɔɑɔɝɐɎ shell 

ɗɆɒ ɕɖɔɜɋɗɗ ɇəɊɋɘ Ɏɒɋɘɢ ɕɖɆɈɔ əɗɘɆɓɆɈɑɎɈɆɘɢ ɗɈɔɎ ɖɆɍɖɋɞɋɓɎɥ (ɓɆɕɖɎɒɋɖ, ɔɇɔɑɔɝɐɆ 

setuid «rootè shell ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɑɤɇɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ ɕɖɆɈɆ ɗəɕɋɖɕɔɑɢɍɔɈɆɘɋɑɥ). 

 

ȳɆɑɎɝɎɋ ɔɇɔɑɔɝɐɎ shell ɗ ɕɖɆɈɆɒɎ setuid ɕɖɔɘɎɈɔɖɋɝɎɘ ɜɋɑɎ ɓɆɑɎɝɎɥ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɈ 

UID Ɏ GID Ɏ ɊɋɑɆɋɘ əɕɖɆɈɑɋɓɎɋ Ɋɔɗɘəɕɔɒ ɓɆɒɓɔɉɔ ɇɔɑɋɋ ɗɑɔɌɓɡɒ. 

 

ȹɊɆɑɎɘɋ ɇɎɘ SUID Ɏɍ ɐɆɌɊɔɏ ɔɇɔɑɔɝɐɎ shell, ɔɇɋɗɕɋɝɎɈɆɤɟɋɏ ɕɖɆɈɆ setuid. 

 

login_shells_writeable 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "login_shells_writeable"  

 description: "This check reports user accounts with login shells that have 

group or world write permissions."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɖɔɈɋɖɥɋɘ, ɓɋɘ ɑɎ ɐɆɐɔɏ-ɘɔ ɔɇɔɑɔɝɐɎ shell, ɕɔɍɈɔɑɥɤɟɋɏ 

Ɉɡɕɔɑɓɥɘɢ ɍɆɕɎɗɢ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɎɑɎ ɉɖəɕɕɋ. 

 

ȫɗɑɎ ɔɇɔɑɔɝɐɆ shell ɖɆɍɖɋɞɆɋɘ ɍɆɕɎɗɢ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ (ɎɑɎ Ɉɗɋɏ ɉɖəɕɕɋ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ), ɘɔ ɕɔɑɢɍɔɈɆɘɋɑɎ ɇɋɍ ɕɖɎɈɎɑɋɉɎɏ ɒɔɉəɘ ɍɆɒɋɓɎɘɢ ɋɋ ɑɤɇɔɏ ɕɖɔɉɖɆɒɒɔɏ. 

Ƀɘɔ ɕɔɍɈɔɑɥɋɘ ɍɑɔəɒɡɞɑɋɓɓɎɐɆɒ ɈɡɓəɊɎɘɢ ɊɖəɉɎɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɣɘɔɏ ɔɇɔɑɔɝɐɎ shell 

Ɉɡɕɔɑɓɥɘɢ ɕɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɈɛɔɊɆ ɕɖɔɎɍɈɔɑɢɓɡɋ ɐɔɒɆɓɊɡ. 

 

ȹɇɋɊɎɘɋɗɢ, ɝɘɔ ɖɆɍɖɋɞɋɓɎɥ Ɋɑɥ ɐɆɌɊɔɏ ɔɇɔɑɔɝɐɎ shell əɗɘɆɓɔɈɑɋɓɡ ɓɆɊɑɋɌɆɟɎɒ 

ɔɇɖɆɍɔɒ. 

 

login_shells_bad_owner 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "login_shells_bad_owner"  

 description: "This check reports user accounts with login shells that are 

not owned by root or bin."  

</item>  
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ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ Ɉɗɋ ɔɇɔɑɔɝɐɎ shell ɕɖɎɓɆɊɑɋɌɆɘ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ root Ɏ bin. 

 

Ƚɘɔ ɐɆɗɆɋɘɗɥ ɔɇɔɑɔɝɋɐ shell ɗ ɓɋɊɔɕəɗɘɎɒɡɒɎ ɖɆɍɖɋɞɋɓɎɥɒɎ, ɘɔ ɋɗɑɎ ɕɔɑɢɍɔɈɆɘɋɑɤ 

ɕɖɎɓɆɊɑɋɌɎɘ ɔɇɔɑɔɝɐɆ shell, ɎɗɕɔɑɢɍəɋɒɆɥ ɊɖəɉɎɒɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɔɓɎ ɒɔɉəɘ 

ɎɍɒɋɓɎɘɢ ɋɋ, ɝɘɔɇɡ ɈɡɓəɊɎɘɢ ɗɘɔɖɔɓɓɎɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏɗɕɔɑɓɥɘɢ ɕɖɔɎɍɈɔɑɢɓɡɋ 

ɐɔɒɆɓɊɡ, ɐɔɉɊɆ ɔɓɎ ɈɛɔɊɥɘ Ɉ ɗɎɗɘɋɒə. 

 

ȸɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɎ root Ɏ bin ɊɔɑɌɓɡ Ɏɒɋɘɢ ɈɔɍɒɔɌɓɔɗɘɢ Ɏɍɒɋɓɥɘɢ ɊɈɔɎɝɓɡɋ ɚɆɏɑɡ, 

ɐɆɗɆɤɟɎɋɗɥ Ɉɗɋɏ ɗɎɗɘɋɒɡ. 

 

ʋʧʨʘʚʣʝʥʠʝ ʬʘʡʣʦʤ ʧʘʨʦʣʝʡ 
 

passwd_file_consistency 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_file_consistency"  

 description: "This chec k makes sure /etc/passwd is valid."  

</item>  

 
ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɖɔɈɋɖɥɋɘ, ɝɘɔ ɐɆɌɊɆɥ ɗɘɖɔɐɆ ɚɆɏɑɆ /etc/passwd  Ɏɒɋɋɘ 

ɊɔɕəɗɘɎɒɡɏ ɚɔɖɒɆɘ (ɓɆɕɖɎɒɋɖ, ɗɋɒɢ ɖɆɍɊɋɑɋɓɓɡɛ ɊɈɔɋɘɔɝɎɋɒ ɕɔɑɋɏ). ȫɗɑɎ ɐɆɐɆɥ-ɘɔ 

ɗɘɖɔɐɆ Ɏɒɋɋɘ ɓɋɕɖɆɈɎɑɢɓɡɏ ɚɔɖɒɆɘ, ɘɔ ɈɡɊɆɋɘɗɥ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɗɔɔɇɟɋɓɎɋ Ɏ 

ɕɖɔɈɋɖɐɆ ɗɝɎɘɆɋɘɗɥ ɓɋ ɕɖɔɏɊɋɓɓɔɏ. 

 
ȳɆɑɎɝɎɋ ɚɆɏɑɆ /etc/passwd  ɓɋɕɖɆɈɎɑɢɓɔɉɔ ɚɔɖɒɆɘɆ ɒɔɌɋɘ ɓɆɖəɞɎɘɢ ɖɆɇɔɘə 

ɓɋɗɐɔɑɢɐɎɛ ɗɖɋɊɗɘɈ əɕɖɆɈɑɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ. Ƀɘɔ ɘɆɐɌɋ ɒɔɌɋɘ ɗɈɎɊɋɘɋɑɢɗɘɈɔɈɆɘɢ ɔ 

Ɉɍɑɔɒɋ ɎɑɎ ɔɞɎɇɐɋ Ɉ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɏ ɕɖɔɉɖɆɒɒɋ əɕɖɆɈɑɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ. Ȱɖɔɒɋ 

ɘɔɉɔ, ɣɘɔ ɒɔɌɋɘ ɔɍɓɆɝɆɘɢ, ɝɘɔ ɐɘɔ-ɘɔ ɕɡɘɆɑɗɥ ɊɔɇɆɈɎɘɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗ ɓɋɊɔɕəɗɘɎɒɡɒ 

Ɏɒɋɓɋɒ (Ɉ ɕɖɔɞɑɔɒ ɝɆɗɘɔ ɗɔɍɊɆɈɆɑɗɥ ɕɔɑɢɍɔɈɆɘɋɑɢ ɗ Ɏɒɋɓɋɒ çtoor:0:0è Ɋɑɥ ɕɔɑəɝɋɓɎɥ 

ɕɖɆɈ ɕɔɑɢɍɔɈɆɘɋɑɥ root). 

 

ȫɗɑɎ ɘɋɗɘ ɕɔɐɆɍɡɈɆɋɘ ɓɋɗɔɔɘɈɋɘɗɘɈɎɋ ɘɖɋɇɔɈɆɓɎɥɒ, ɘɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖ ɔɇɥɍɆɓ əɊɆɑɎɘɢ 

ɗɔɊɋɖɌɆɟɎɋ ɓɆɖəɞɋɓɎɥ ɗɘɖɔɐɎ Ɏɍ ɚɆɏɑɆ /etc/passwd  ɎɑɎ ɎɗɕɖɆɈɎɘɢ Ɏɛ. 

 

passwd_zero_uid 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_zero_uid"  

 description: "This check makes sure that only ONE account has a uid of 0."  

</i tem>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɔɇɋɗɕɋɝɎɈɆɋɘ ɓɆɑɎɝɎɋ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆ UID ç0è Ɉ ɚɆɏɑɋ 
/etc/passwd  ɘɔɑɢɐɔ ə ɔɊɓɔɏ əɝɋɘɓɔɏ ɍɆɕɎɗɎ. Ƀɘɔɘ ɎɊɋɓɘɎɚɎɐɆɘɔɖ ɍɆɖɋɍɋɖɈɎɖɔɈɆɓ Ɋɑɥ 

əɝɋɘɓɔɏ ɍɆɕɎɗɎ root, ɓɔ ɗəɟɋɗɘɈəɋɘ ɈɔɍɒɔɌɓɔɗɘɢ ɊɔɇɆɈɎɘɢ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ əɝɋɘɓɡɋ 

ɍɆɕɎɗɎ ɗ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɒ UID ç0è, ɐɔɘɔɖɡɋ ɇəɊəɘ Ɏɒɋɘɢ ɘɆɐɔɏ Ɍɋ ɕɖɎɈɎɑɋɉɎɖɔɈɆɓɓɡɏ 
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Ɋɔɗɘəɕ. ɃɘɆ ɕɖɔɈɋɖɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ əɗɕɋɞɓɔ, ɋɗɑɎ ɘɔɑɢɐɔ ɔɊɓɆ əɝɋɘɓɆɥ ɍɆɕɎɗɢ Ɏɒɋɋɘ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖ UID ç0è, ɎɓɆɝɋ ɈɡɊɆɋɘɗɥ ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ. 

 

ȮɊɋɓɘɎɚɎɐɆɘɔɖ UID ç0è ɕɖɋɊɔɗɘɆɈɑɥɋɘ əɝɋɘɓɔɏ ɍɆɕɎɗɎ root ɔɗɔɇɡɋ ɕɖɆɈɆ Ɉ ɗɎɗɘɋɒɋ. 

ȵɔɑɢɍɔɈɆɘɋɑɢ root ɒɔɌɋɘ Ɉɡɕɔɑɓɥɘɢ Ɉ ɗɎɗɘɋɒɋ Ɉɗɋ, ɝɘɔ ɍɆɛɔɝɋɘ, Ɉ ɘɔɒ ɝɎɗɑɋ, ɔɇɡɝɓɔ, 

ɕɖɔɗɒɆɘɖɎɈɆɘɢ ɕɆɒɥɘɢ ɊɖəɉɎɛ ɕɖɔɜɋɗɗɔɈ (ɎɑɎ ɥɊɖɆ), ɗɝɎɘɡɈɆɘɢ Ɏ ɍɆɕɎɗɡɈɆɘɢ ɑɤɇɡɋ 

ɚɆɏɑɡ ɗɎɗɘɋɒɡ Ɏ ɘ. Ɋ. ȵɔɗɐɔɑɢɐə ɣɘɆ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɓɆɊɋɑɋɓɆ ɘɆɐɎɒɎ ɒɔɟɓɡɒɎ 

ɈɔɍɒɔɌɓɔɗɘɥɒɎ, ɋɋ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɓɋɔɇɛɔɊɎɒɔ ɔɉɖɆɓɎɝɎɈɆɘɢ Ɋɔ ɒɎɓɎɒəɒɆ Ɏ ɛɔɖɔɞɔ 

ɍɆɟɎɟɆɘɢ. 

 

ȦɊɒɎɓɎɗɘɖɆɘɔɖɆɒ ɓɆɗɘɔɥɘɋɑɢɓɔ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɔɇɋɗɕɋɝɎɈɆɘɢ əɓɎɐɆɑɢɓɔɗɘɢ ɐɆɌɊɔɉɔ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖɆ UID (ɇəɐɈɆ U Ɉ ɆɇɇɖɋɈɎɆɘəɖɋ UID ɔɍɓɆɝɆɋɘ: çəɓɎɐɆɑɢɓɡɏè (Ɇɓɉɑ. 

Unique)). ȳɆɑɎɝɎɋ ɊɈəɛ (Ɏ ɇɔɑɋɋ) əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ ɗ ɕɖɆɈɆɒɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ root 

ɗɈɔɊɎɘ ɓɆ ɓɋɘ ɐɔɓɘɖɔɑɎɖəɋɒɔɗɘɢ ɗɎɗɘɋɒɡ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɒ. Ȱɖɔɒɋ ɘɔɉɔ, ɒɓɔɉɎɋ ɗɎɗɘɋɒɡ 

ɔɉɖɆɓɎɝɎɈɆɤɘ ɈɔɍɒɔɌɓɔɗɘɢ ɓɋɕɔɗɖɋɊɗɘɈɋɓɓɔɉɔ ɈɛɔɊɆ ɕɔɊ Ɏɒɋɓɋɒ root ɘɔɑɢɐɔ ɐɔɓɗɔɑɢɤ, 

ɝɘɔɇɡ ɆɊɒɎɓɎɗɘɖɆɘɎɈɓɔɋ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɒɔɌɓɔ ɇɡɑɔ ɔɘɗɑɋɌɎɈɆɘɢ. ȴɇɡɝɓɔ ɗɎɗɘɋɒɓɡɋ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɡ ɊɔɑɌɓɡ ɗɓɆɝɆɑɆ ɈɔɏɘɎ Ɉ ɗɎɗɘɋɒə ɗ ɕɔɒɔɟɢɤ ɗɈɔɋɏ ɑɎɝɓɔɏ əɝɋɘɓɔɏ 

ɍɆɕɎɗɎ, Ɇ ɍɆɘɋɒ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ su  ɗɘɆɘɢ ɕɔɑɢɍɔɈɆɘɋɑɋɒ root. ȳɆɑɎɝɎɋ 

ɊɔɕɔɑɓɎɘɋɑɢɓɔɏ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɗ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɒ UID ç0è ɕɔɍɈɔɑɥɋɘ ɔɇɔɏɘɎ ɣɘɔ 

ɔɉɖɆɓɎɝɋɓɎɋ. 

 

ȫɗɑɎ Ɋɔɗɘəɕ ɗ ɕɖɆɈɆɒɎ root ɘɖɋɇəɋɘɗɥ ɓɋɗɐɔɑɢɐɎɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɘɔ Ɉɒɋɗɘɔ ɣɘɔɉɔ 

ɗɑɋɊəɋɘ ɕɖɎɒɋɓɥɘɢ ɘɆɐɔɋ ɗɖɋɊɗɘɈɔ, ɐɆɐ sudo  ɎɑɎ calife  (ɑɎɇɔ RBAC Ɉ ȴȷ Solaris). 

ȮɊɋɓɘɎɚɎɐɆɘɔɖ UID ç0è ɊɔɑɌɋɓ ɇɡɘɢ ɘɔɑɢɐɔ ə ɔɊɓɔɏ əɝɋɘɓɔɏ ɍɆɕɎɗɎ. 

 

passwd_duplicate_uid 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_duplicate_uid"  

 description: "This check makes sure that every UID in /etc/passwd is 

unique."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɋɖɎɘɢ ɓɆɑɎɝɎɋ ə ɐɆɌɊɔɏ ɕɋɖɋɝɎɗɑɋɓɓɔɏ Ɉ 
ɚɆɏɑɋ  /etc/passwd  əɝɋɘɓɔɏ ɍɆɕɎɗɎ əɓɎɐɆɑɢɓɔɉɔ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆ UID. Ƀɘɔɘ ɘɋɗɘ 

ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, ɋɗɑɎ ɐɆɌɊɡɏ ɎɊɋɓɘɎɚɎɐɆɘɔɖ UID əɓɎɐɆɑɋɓ, ɎɓɆɝɋ ɈɡɊɆɋɘɗɥ 

ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ. 

 

ȰɆɌɊɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɉ ɗɎɗɘɋɒɋ Unix ɎɊɋɓɘɎɚɎɜɎɖəɋɘɗɥ ɕɔ ɎɊɋɓɘɎɚɎɐɆɘɔɖə 

ɕɔɑɢɍɔɈɆɘɋɑɥ (UID) ð ɝɎɗɑə ɔɘ 0 Ɋɔ 65535. ȫɗɑɎ ɊɈɆ ɕɔɑɢɍɔɈɆɘɋɑɥ ɕɔɑɢɍəɤɘɗɥ 

ɔɊɎɓɆɐɔɈɡɒ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɒ UID, ɘɔ ɔɓɎ ɓɋ ɘɔɑɢɐɔ ɕɔɑəɝɆɤɘ ɔɊɎɓɆɐɔɈɡɋ ɕɖɆɈɆ, ɓɔ 

ɗɎɗɘɋɒɆ ɘɆɐɌɋ ɗɝɎɘɆɋɘ Ɏɛ ɔɊɓɎɒ ɑɎɜɔɒ. Ƀɘɔ ɗɈɔɊɎɘ ɓɆ ɓɋɘ ɐɆɐəɤ-ɑɎɇɔ ɔɘɈɋɘɗɘɈɋɓɓɔɗɘɢ, 

ɕɔɗɐɔɑɢɐə ɗɘɆɓɔɈɎɘɗɥ ɓɋɈɔɍɒɔɌɓɔ ɔɕɖɋɊɋɑɎɘɢ, ɐɆɐɎɋ ɊɋɏɗɘɈɎɥ ɇɡɑɎ Ɉɡɕɔɑɓɋɓɡ 

ɐɆɌɊɡɒ ɕɔɑɢɍɔɈɆɘɋɑɋɒ (ɔɇɡɝɓɔ ɗɎɗɘɋɒɆ Ɉɡɕɔɑɓɥɋɘ ɔɇɖɆɘɓɡɏ ɕɖɔɗɒɔɘɖ UID Ɏ 

Ɏɗɕɔɑɢɍəɋɘ ɕɖɎ ɔɘɔɇɖɆɌɋɓɎɎ ɌəɖɓɆɑɔɈ ɕɋɖɈɔɋ Ɏɒɥ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ, ɎɒɋɤɟɎɛ ɔɇɟɎɏ 

UID). 

 

ȷɘɆɓɊɆɖɘɡ ɇɋɍɔɕɆɗɓɔɗɘɎ, ɓɆɕɖɎɒɋɖ ɗɘɆɓɊɆɖɘ CIS, ɍɆɕɖɋɟɆɤɘ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɔɊɓɔɉɔ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖɆ UID ɓɋɗɐɔɑɢɐɎɒɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ. ȫɗɑɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɓɋɔɇɛɔɊɎɒɔ 

ɗɔɈɒɋɗɘɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ ɚɆɏɑɡ, ɘɔ Ɉɒɋɗɘɔ ɣɘɔɉɔ ɗɑɋɊəɋɘ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ ɉɖəɕɕɆɒɎ. 



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

122 
 

 

ȵɖɎɗɈɆɎɈɆɏɘɋ ɐɆɌɊɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ ɗɎɗɘɋɒɡ əɓɎɐɆɑɢɓɡɏ ɎɊɋɓɘɎɚɎɐɆɘɔɖ. 

 

passwd_duplicate_gid 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_duplicate_gid"  

 description: "This check makes sure that every GID in /etc/passwd is 

unique."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɋɖɎɘɢ əɓɎɐɆɑɢɓɔɗɘɢ ɔɗɓɔɈɓɔɉɔ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆ 

ɉɖəɕɕɡ (GID) ɐɆɌɊɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ. ȸɋɗɘ ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, ɋɗɑɎ ɐɆɌɊɡɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏɒɋɋɘ əɓɎɐɆɑɢɓɡɏ ɎɊɋɓɘɎɚɎɐɆɘɔɖ GID, ɎɓɆɝɋ ɈɡɊɆɋɘɗɥ ɗɔɔɇɟɋɓɎɋ ɔɇ 

ɔɞɎɇɐɋ. 

 

ȷɔɉɑɆɗɓɔ ɗɘɆɓɊɆɖɘɆɒ ɇɋɍɔɕɆɗɓɔɗɘɎ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɗɔɍɊɆɈɆɘɢ ɔɊɓə ɉɖəɕɕə Ɋɑɥ ɐɆɌɊɔɉɔ 

ɕɔɑɢɍɔɈɆɘɋɑɥ (ɔɇɡɝɓɔ ɗ ɘɆɐɎɒ Ɍɋ Ɏɒɋɓɋɒ, ɝɘɔ Ɏ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ). Ȩ ɣɘɔɒ ɗɑəɝɆɋ 

ɗɔɍɊɆɓɓɡɋ ɕɔɑɢɍɔɈɆɘɋɑɋɒ ɚɆɏɑɡ ɔɇɡɝɓɔ ɥɈɑɥɤɘɗɥ çɍɆɟɎɟɋɓɓɡɒɎ ɕɔ əɒɔɑɝɆɓɎɤè, ɘɆɐ 

ɐɆɐ ɕɖɎɓɆɊɑɋɌɆɘ ɋɉɔ ɔɗɓɔɈɓɔɏ ɉɖəɕɕɋ Ɏ, ɗɑɋɊɔɈɆɘɋɑɢɓɔ, ɒɔɉəɘ Ɏɍɒɋɓɥɘɢɗɥ ɘɔɑɢɐɔ Ɏɒ 

ɗɆɒɎɒ. ȫɗɑɎ ɕɔɑɢɍɔɈɆɘɋɑɢ ɛɔɝɋɘ, ɝɘɔɇɡ ɚɆɏɑ ɕɖɎɓɆɊɑɋɌɆɑ ɊɖəɉɎɒ ɝɑɋɓɆɒ ɉɖəɕɕɡ, ɘɔ 
ɔɓ ɊɔɑɌɋɓ ɥɈɓɡɒ ɔɇɖɆɍɔɒ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɔɒɆɓɊə chgrp  Ɋɑɥ ɎɍɒɋɓɋɓɎɥ ɕɖɆɈɆ ɈɑɆɊɋɓɎɥ. 

 

ȫɟɋ ɔɊɓɎɒ ɕɖɋɎɒəɟɋɗɘɈɔɒ ɣɘɔɉɔ ɕɔɊɛɔɊɆ ɥɈɑɥɋɘɗɥ ɔɇɠɋɊɎɓɋɓɎɋ əɕɖɆɈɑɋɓɎɥ ɝɑɋɓɗɘɈɔɒ 

Ɉ ɉɖəɕɕɆɛ Ɉ ɔɊɎɓ ɚɆɏɑ (/etc/group ), Ɇ ɓɋ ɔɊɓɔɈɖɋɒɋɓɓɔ Ɉ ɚɆɏɑɡ /etc/passwd  Ɏ 

/etc/group . 

 

Ȫɑɥ ɐɆɌɊɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗɔɍɊɆɈɆɏɘɋ ɉɖəɕɕə ɗ ɘɆɐɎɒ Ɍɋ Ɏɒɋɓɋɒ. ȹɕɖɆɈɑɥɏɘɋ ɕɖɆɈɆɒɎ 
ɈɑɆɊɋɓɎɥ ɉɖəɕɕɆɒɎ ɘɔɑɢɐɔ ɕɔɗɖɋɊɗɘɈɔɒ ɚɆɏɑɆ /etc/group . 

 

passwd_duplicate_username 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_duplicate_username"  

 description: "This check makes sure that every username in /etc/passwd is 

unique."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɋɖɎɘɢ əɓɎɐɆɑɢɓɔɗɘɢ ɐɆɌɊɔɉɔ ɎɒɋɓɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɚɆɏɑɋ /etc/passwd . ȵɖɔɈɋɖɐɆ ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, ɋɗɑɎ ɣɘɔ ɘɆɐ, ɎɓɆɝɋ 

ɈɡɊɆɋɘɗɥ ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ. 

 

ȵɔɈɘɔɖɥɤɟɎɋɗɥ ɎɒɋɓɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɉ ɚɆɏɑɋ /etc/passwd  ɗɔɍɊɆɤɘ ɕɖɔɇɑɋɒɡ, ɘɆɐ ɐɆɐ 

ɓɋɥɗɓɔ, ɕɖɆɈɆ ɐɆɐɔɏ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɗɑɋɊəɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ. 

 
ȰɔɒɆɓɊɆ adduser  ɓɋ ɕɔɍɈɔɑɥɋɘ ɗɔɍɊɆɈɆɘɢ ɕɔɈɘɔɖɥɤɟɎɋɗɥ ɎɒɋɓɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ. ȸɆɐɆɥ 

ɓɆɗɘɖɔɏɐɆ ɔɇɡɝɓɔ ɔɍɓɆɝɆɋɘ, ɝɘɔ ɗɔɍɊɆɓɆ ɐɆɐɆɥ-ɘɔ əɉɖɔɍɆ ɗɎɗɘɋɒɋ, Ɏɗɕɔɑɢɍəɋɒɡɋ Ɋɑɥ 



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

123 
 

 

əɕɖɆɈɑɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ ɗɖɋɊɗɘɈɆ ɗɔɊɋɖɌɆɘ ɔɞɎɇɐɎ ɎɑɎ ɚɆɏɑ /etc/passwd  

ɖɋɊɆɐɘɎɖɔɈɆɑɗɥ Ɉɖəɝɓəɤ. 

 

ȹɊɆɑɎɘɋ ɕɔɈɘɔɖɥɤɟɎɋɗɥ ɎɒɋɓɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɎɑɎ ɎɍɒɋɓɎɘɋ Ɏɛ ɓɆ ɊɖəɉɎɋ. 

 

passwd_duplicate_home 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_duplicate_home"  

 description: "(arbitrary user comment)"  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɋɖɎɘɢ əɓɎɐɆɑɢɓɔɗɘɢ ɓɆɝɆɑɢɓɔɉɔ ɐɆɘɆɑɔɉɆ 

ɐɆɌɊɔɉɔ ɓɋɗɎɗɘɋɒɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ (ɘ. ɋ. ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆɒɎ UID 
ɇɔɑɢɞɋ 100) Ɉ ɚɆɏɑɋ / etc/passwd . 

 
ȰɆɌɊɔɋ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɚɆɏɑɋ /etc/passwd  ɊɔɑɌɓɔ Ɏɒɋɘɢ əɓɎɐɆɑɢɓɡɏ ɓɆɝɆɑɢɓɡɏ 

ɐɆɘɆɑɔɉ. ȫɗɑɎ ɕɔɑɢɍɔɈɆɘɋɑɎ ɕɔɑɢɍəɤɘɗɥ ɔɇɟɎɒ ɓɆɝɆɑɢɓɡɒ ɐɆɘɆɑɔɉɔɒ, ɘɔ ɔɊɎɓ Ɏɍ ɓɎɛ 

ɒɔɌɋɘ ɈɡɓəɊɎɘɢ Ɋɖəɉɔɉɔ ɈɡɕɔɑɓɎɘɢ ɕɖɔɎɍɈɔɑɢɓɡɋ ɐɔɒɆɓɊɡ, ɎɍɒɋɓɎɈ ɚɆɏɑɡ ɍɆɕəɗɐɆ 
(. profil e Ɏ ɘ. Ɋ.) ɎɑɎ ɕɔɒɋɗɘɎɈ ɒɔɞɋɓɓɎɝɋɗɐɎɋ ɊɈɔɎɝɓɡɋ ɚɆɏɑɡ Ɉ ɗɆɒ ɓɆɝɆɑɢɓɡɏ 

ɐɆɘɆɑɔɉ. Ȱɖɔɒɋ ɘɔɉɔ, ɔɇɟɎɏ ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɗɈɔɊɎɘ ɓɆ ɓɋɘ ɔɘɈɋɘɗɘɈɋɓɓɔɗɘɢ 

ɕɔɑɢɍɔɈɆɘɋɑɥ. 

 

Ȫɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ ɓɋɔɇɛɔɊɎɒɔ, ɝɘɔɇɡ ɐɆɌɊɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ 

Ɏɒɋɑ əɓɎɐɆɑɢɓɡɏ ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ. 

 

passwd_shadowed 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_shadowed"  

 description: "(arbitrary user comment)"  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ Ɉɗɋ ɕɆɖɔɑɎ, ɛɖɆɓɥɟɎɋɗɥ Ɉ ɚɆɏɑɋ 
/etc/passwd , ɥɈɑɥɤɘɗɥ çɘɋɓɋɈɡɒɎè (ɘ. ɋ. ɚɆɐɘɎɝɋɗɐɎ ɛɖɆɓɥɘɗɥ Ɉ Ɋɖəɉɔɒ ɚɆɏɑɋ). 

 
ȸɆɐ ɐɆɐ ɚɆɏɑ /etc/passwd  ɥɈɑɥɋɘɗɥ ɔɇɟɋɊɔɗɘəɕɓɡɒ Ɋɑɥ ɝɘɋɓɎɥ, ɛɖɆɓɋɓɎɋ Ɉ ɓɋɒ ɛɋɞ-

ɐɔɊɔɈ ɕɆɖɔɑɋɏ ɕɔɍɈɔɑɥɋɘ ɐɆɌɊɔɒə, ɐɘɔ Ɏɒɋɋɘ ɐ ɓɋɒə Ɋɔɗɘəɕ, ɍɆɕəɗɘɎɘɢ ɕɖɔɉɖɆɒɒə Ɋɑɥ 

ɈɍɑɔɒɆ ɕɆɖɔɑɋɏ. ȵɔɕɡɘɐɎ əɉɆɊɆɘɢ ɕɆɖɔɑɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ɒɋɘɔɊɔɒ ɕɖɥɒɔɉɔ ɕɋɖɋɇɔɖɆ 

(ɒɓɔɉɔɐɖɆɘɓɡɋ ɕɔɕɡɘɐɎ ɈɛɔɊɆ ɕəɘɋɒ ɈɈɔɊɆ ɖɆɍɑɎɝɓɡɛ ɕɆɖɔɑɋɏ) ɔɇɡɝɓɔ 

ɔɇɓɆɖəɌɎɈɆɤɘɗɥ Ɉ ɚɆɏɑɆɛ ɌəɖɓɆɑɔɈ ɗɎɗɘɋɒɡ. ȫɗɑɎ ɚɆɏɑ /etc/passwd  ɗɔɊɋɖɌɎɘ ɛɋɞ-

ɐɔɊɡ ɕɆɖɔɑɋɏ, ɘɔ ɣɘɔɘ ɚɆɏɑ ɒɔɌɓɔ ɗɐɔɕɎɖɔɈɆɘɢ Ɏ Ɉ ɆɈɘɔɓɔɒɓɔɒ ɖɋɌɎɒɋ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɉ 

ɐɆɝɋɗɘɈɋ ɎɗɛɔɊɓɔɉɔ ɒɆɘɋɖɎɆɑɆ Ɋɑɥ ɕɖɔɉɖɆɒɒɡ ɈɍɑɔɒɆ ɕɆɖɔɑɋɏ. Ƀɘɔ ɕɔɍɈɔɑɥɋɘ 

ɗɔɈɋɖɞɆɤɟɋɒə ɆɘɆɐə ɑɎɜə ɕɔɑəɝɎɘɢ ɕɆɖɔɑɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏ ɓɋ ɇɡɘɢ ɔɇɓɆɖəɌɋɓɓɡɒ. 
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ȧɔɑɢɞɎɓɗɘɈɔ ɗɔɈɖɋɒɋɓɓɡɛ ɗɎɗɘɋɒ Unix Ɏɗɕɔɑɢɍəɤɘ ɘɋɓɋɈɡɋ ɚɆɏɑɡ ɕɆɖɔɑɋɏ. Ƚɘɔɇɡ 

əɍɓɆɘɢ, ɐɆɐ ɈɐɑɤɝɎɘɢ ɛɖɆɓɋɓɎɋ ɕɆɖɔɑɋɏ Ɉ ɘɋɓɋɈɔɒ ɚɆɏɑɋ Ɉ ɗɈɔɋɏ ɗɎɗɘɋɒɋ, ɔɇɖɆɟɆɏɘɋɗɢ 

ɐ ɊɔɐəɒɋɓɘɆɜɎɎ ɐ ɗɎɗɘɋɒɋ. 

 

passwd_invalid_gid 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "passwd_invalid_gid"  

 description: "This check makes sure that every GID defined in /etc/passwd 

exists in /etc/group."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɖɔɈɋɖɥɋɘ, Ɉɗɋ ɑɎ ɎɊɋɓɘɎɚɎɐɆɘɔɖɡ ɉɖəɕɕ (GID), Ɉɐɑɤɝɋɓɓɡɋ Ɉ 
ɚɆɏɑ /etc/passwd , ɗəɟɋɗɘɈəɤɘ Ɉ ɚɆɏɑɋ /etc/group . ȫɗɑɎ ɐɆɌɊɡɏ ɎɊɋɓɘɎɚɎɐɆɘɔɖ GID 

ɓɆɊɑɋɌɆɟɎɒ ɔɇɖɆɍɔɒ ɔɕɖɋɊɋɑɋɓ, ɘɔ ɕɖɔɈɋɖɐɆ ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, ɎɓɆɝɋ ɈɡɊɆɋɘɗɥ 

ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ. 

 
ȵɖɎ ɐɆɌɊɔɒ ɔɕɖɋɊɋɑɋɓɎɎ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆ ɉɖəɕɕɡ Ɉ ɚɆɏɑɋ /etc/passwd  ɔɓ ɊɔɑɌɋɓ 

ɓɋɒɋɊɑɋɓɓɔ ɈɓɔɗɎɘɢɗɥ Ɉ ɚɆɏɑ /etc/group . ȮɓɆɝɋ ɗɎɗɘɋɒɆ ɇəɊɋɘ ɓɆɛɔɊɎɘɢɗɥ Ɉ 

ɓɋɕɔɗɑɋɊɔɈɆɘɋɑɢɓɔɒ ɗɔɗɘɔɥɓɎɎ Ɏ ɈɔɍɒɔɌɓɔ ɈɔɍɓɎɐɓɔɈɋɓɎɋ ɕɖɔɇɑɋɒ. 

 

ȵɖɋɊɗɘɆɈɢɘɋ ɗɑɋɊəɤɟɎɏ ɗɜɋɓɆɖɎɏ: ɕɔɑɢɍɔɈɆɘɋɑɢ bob Ɏɒɋɋɘ ɎɊɋɓɘɎɚɎɐɆɘɔɖ UID 1000 Ɏ 
ɎɊɋɓɘɎɚɎɐɆɘɔɖ GID 4000. ȮɊɋɓɘɎɚɎɐɆɘɔɖ GID ɓɋ ɔɕɖɋɊɋɑɋɓ Ɉ ɚɆɏɑɋ /etc/group , ɝɘɔ 

ɔɍɓɆɝɆɋɘ, ɝɘɔ ɔɗɓɔɈɓɆɥ ɉɖəɕɕɆ ɕɔɑɢɍɔɈɆɘɋɑɥ ɓɋ ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɋɒə ɐɆɐɎɛ-ɑɎɇɔ ɕɖɆɈ 

ɗɋɉɔɊɓɥ. Ƚɋɖɋɍ ɓɋɗɐɔɑɢɐɔ ɒɋɗɥɜɋɈ ɗɎɗɘɋɒɓɡɏ ɆɊɒɎɓɎɗɘɖɆɘɔɖ ɖɋɊɆɐɘɎɖəɋɘ ɚɆɏɑ 
/etc/group  Ɏ ɊɔɇɆɈɑɥɋɘ ɉɖəɕɕə admin, ɈɡɇɖɆɈ Ɋɑɥ ɓɋɋ çɓɋɎɗɕɔɑɢɍəɋɒɡɏè 

ɎɊɋɓɘɎɚɎɐɆɘɔɖ GID 4000. ȸɋɕɋɖɢ ɕɔɑɢɍɔɈɆɘɋɑɢ bob ɕɔ əɒɔɑɝɆɓɎɤ ɈɛɔɊɎɘ Ɉ ɉɖəɕɕə 

admin, ɛɔɘɥ ɣɘɔ Ɏ ɓɋ ɇɡɑɔ ɕɖɋɊəɗɒɔɘɖɋɓɔ. 

 
ȴɘɖɋɊɆɐɘɎɖəɏɘɋ ɚɆɏɑ /etc/group , ɝɘɔɇɡ ɊɔɇɆɈɎɘɢ Ɉ ɓɋɉɔ ɓɋɊɔɗɘɆɤɟɎɋ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖɡ GID. 

 

ʋʧʨʘʚʣʝʥʠʝ ʬʘʡʣʘʤʠ ʛʨʫʧʧ 
 

group_file_consistency 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "group_file_consistency"  

 description: "This check makes sure /etc/group is valid."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɖɔɈɋɖɥɋɘ, ɝɘɔ ɐɆɌɊɆɥ ɗɘɖɔɐɆ ɚɆɏɑɆ  /etc/group  Ɏɒɋɋɘ 

ɊɔɕəɗɘɎɒɡɏ ɚɔɖɒɆɘ (ɓɆɕɖɎɒɋɖ, ɘɖɎ ɖɆɍɊɋɑɋɓɓɡɛ ɊɈɔɋɘɔɝɎɋɒ ɣɑɋɒɋɓɘɆ Ɏ ɗɕɎɗɔɐ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ). ȫɗɑɎ ɐɆɐɆɥ-ɘɔ ɗɘɖɔɐɆ Ɏɒɋɋɘ ɓɋɕɖɆɈɎɑɢɓɡɏ ɚɔɖɒɆɘ, ɘɔ ɈɡɊɆɋɘɗɥ 

ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɗɔɔɇɟɋɓɎɋ Ɏ ɕɖɔɈɋɖɐɆ ɗɝɎɘɆɋɘɗɥ ɓɋ ɕɖɔɏɊɋɓɓɔɏ. 
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ȳɆɑɎɝɎɋ ɚɆɏɑɆ /etc/group  ɓɋɕɖɆɈɎɑɢɓɔɉɔ ɚɔɖɒɆɘɆ ɒɔɌɋɘ ɓɆɖəɞɎɘɢ ɖɆɇɔɘə ɓɋɗɐɔɑɢɐɎɛ 

ɗɖɋɊɗɘɈ əɕɖɆɈɑɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ. Ƀɘɔ ɘɆɐɌɋ ɒɔɌɋɘ ɗɈɎɊɋɘɋɑɢɗɘɈɔɈɆɘɢ ɔ Ɉɍɑɔɒɋ ɎɑɎ 

ɔɞɎɇɐɋ Ɉ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɏ ɕɖɔɉɖɆɒɒɋ əɕɖɆɈɑɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ. Ȱɖɔɒɋ ɘɔɉɔ, ɣɘɔ 

ɒɔɌɋɘ əɐɆɍɡɈɆɘɢ ɓɆ ɕɔɕɡɘɐə ɊɔɇɆɈɎɘɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗ ɓɋɊɔɕəɗɘɎɒɡɒ Ɏɒɋɓɋɒ ɉɖəɕɕɡ. 

 
ȴɘɖɋɊɆɐɘɎɖəɏɘɋ ɚɆɏɑ /etc/group , ɝɘɔɇɡ ɎɗɕɖɆɈɎɘɢ ɓɋɕɖɆɈɎɑɢɓɔ ɗɚɔɖɒɎɖɔɈɆɓɓɡɋ 

ɗɘɖɔɐɎ. 

 

group_zero_gid 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "group_zero_gid"  

 description: "This check makes sure that only ONE group has a gid of 0 ."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɘɔɑɢɐɔ ɔɊɓɆ ɉɖəɕɕɆ Ɏɒɋɋɘ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖ ɉɖəɕɕɡ (GID) ç0è. ȫɗɑɎ ɘɔɑɢɐɔ ɔɊɓɆ ɉɖəɕɕɆ Ɏɒɋɋɘ ɎɊɋɓɘɎɚɎɐɆɘɔɖ GID 

ç0è, ɘɔ ɕɖɔɈɋɖɐɆ ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, ɎɓɆɝɋ ɈɡɊɆɋɘɗɥ ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ. 

 

ȮɊɋɓɘɎɚɎɐɆɘɔɖ GID ç0è ɔɍɓɆɝɆɋɘ, ɝɘɔ ɕɔɑɢɍɔɈɆɘɋɑɎ, ɈɛɔɊɥɟɎɋ Ɉ ɣɘə ɉɖəɕɕə, ɘɆɐɌɋ 

ɥɈɑɥɤɘɗɥ ɝɑɋɓɆɒɎ ɔɗɓɔɈɓɔɏ ɉɖəɕɕɡ ɕɔɑɢɍɔɈɆɘɋɑɥ root. Ƀɘɔ ɔɇɋɗɕɋɝɎɈɆɋɘ Ɏɒ ɕɖɆɈɆ 

ɕɔɑɢɍɔɈɆɘɋɑɥ root Ɉ ɔɘɓɔɞɋɓɎɎ ɑɤɇɡɛ ɚɆɏɑɔɈ, Ɋɑɥ ɐɔɘɔɖɡɛ əɗɘɆɓɔɈɑɋɓɡ ɖɆɍɖɋɞɋɓɎɥ 

Ɋɑɥ ɉɖəɕɕɡ root. 

 

ȵɖɎ ɌɋɑɆɓɎɎ ɔɕɖɋɊɋɑɎɘɢ ɉɖəɕɕə ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɗɔɍɊɆɏɘɋ Ɉɒɋɗɘɔ ɣɘɔɉɔ ɉɖəɕɕə admin. 

 

group_duplicate_name 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "group_duplicate_name"  

 description: "This check makes sure that every group name in /etc/group is 

unique."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɕɖɔɈɋɖɐɆ ɕɔɍɈɔɑɥɋɘ ɕɖɔɈɋɖɎɘɢ əɓɎɐɆɑɢɓɔɗɘɢ ɐɆɌɊɔɉɔ ɎɒɋɓɎ ɉɖəɕɕɡ. 

ȵɖɔɈɋɖɐɆ ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, ɋɗɑɎ ɣɘɔ ɘɆɐ, ɎɓɆɝɋ ɈɡɊɆɋɘɗɥ ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ. 

 

ȵɔɈɘɔɖɥɤɟɎɋɗɥ ɎɒɋɓɆ ɉɖəɕɕ Ɉ ɚɆɏɑɋ /etc/group  ɗɔɍɊɆɤɘ ɕɖɔɇɑɋɒɡ, ɘɆɐ ɐɆɐ ɓɋɥɗɓɔ, 

ɕɖɆɈɆ ɐɆɐɔɏ ɉɖəɕɕɡ ɗɑɋɊəɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ. Ƀɘɔ ɔɍɓɆɝɆɋɘ, ɝɘɔ ɓɆɑɎɝɎɋ ɕɔɈɘɔɖɥɤɟɋɉɔɗɥ 

ɎɒɋɓɎ ɉɖəɕɕɡ ɒɔɌɋɘ ɕɖɎɈɋɗɘɎ Ɉ ɕɋɖɈəɤ ɔɝɋɖɋɊɢ ɐ ɓɆɑɎɝɎɤ ɝɑɋɓɔɈ ɎɑɎ ɕɖɎɈɎɑɋɉɎɏ ə 

ɝɑɋɓɔɈ, ɐɔɘɔɖɡɛ ə ɓɎɛ ɓɋ ɊɔɑɌɓɔ ɇɡɑɔ ɇɡɘɢ. 

 

ȹɊɆɑɎɘɋ ɎɑɎ ɕɋɖɋɎɒɋɓəɏɘɋ ɕɔɈɘɔɖɥɤɟɎɋɗɥ ɎɒɋɓɆ ɉɖəɕɕ. 

 

group_duplicate_gid 
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ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "group_duplicate_gid"  

 description: "(arbitrary user comment)"  

</item>  

 

ȰɆɌɊɆɥ ɉɖəɕɕɆ Ɉ ɗɎɗɘɋɒɋ Unix ɎɊɋɓɘɎɚɎɜɎɖəɋɘɗɥ ɕɔ ɎɊɋɓɘɎɚɎɐɆɘɔɖə ɉɖəɕɕɡ (GID) ð 

ɝɎɗɑə ɔɘ 0 Ɋɔ 65535. ȫɗɑɎ ɊɈɋ ɉɖəɕɕɡ ɕɔɑɢɍəɤɘɗɥ ɔɊɎɓɆɐɔɈɡɒ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɒ GID, 

ɘɔ ɔɓɎ ɓɋ ɘɔɑɢɐɔ ɕɔɑəɝɆɤɘ ɔɊɎɓɆɐɔɈɡɋ ɕɖɆɈɆ, ɓɔ ɗɎɗɘɋɒɆ ɘɆɐɌɋ ɗɝɎɘɆɋɘ Ɏɛ ɔɊɓɔɏ 

ɉɖəɕɕɔɏ. Ƀɘɔ ɗɈɔɊɎɘ ɓɆ ɓɋɘ ɜɋɑɢ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɉɖəɕɕ, ɍɆɐɑɤɝɆɤɟəɤɗɥ Ɉ ɖɆɍɊɋɑɋɓɎɎ 

ɕɖɆɈ ɕɔɑɢɍɔɈɆɘɋɑɋɏ. 

 

ȷɘɆɓɊɆɖɘɡ ɇɋɍɔɕɆɗɓɔɗɘɎ ɍɆɕɖɋɟɆɤɘ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɔɊɓɔɉɔ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆ GID 

ɓɋɗɐɔɑɢɐɎɒɎ ɉɖəɕɕɆɒɎ. ȫɗɑɎ ɊɈəɒ ɉɖəɕɕɆɒ ɘɖɋɇəɤɘɗɥ ɔɊɎɓɆɐɔɈɡɋ ɕɖɆɈɆ, ɘɔ Ɉ ɓɎɛ 

ɊɔɑɌɓɡ ɈɛɔɊɎɘɢ ɔɊɎɓɆɐɔɈɡɋ ɕɔɑɢɍɔɈɆɘɋɑɎ. 

 

ȹɊɆɑɎɘɋ ɕɔɈɘɔɖɥɤɟɎɋɗɥ ɉɖəɕɕɡ ɎɑɎ ɓɆɍɓɆɝɢɘɋ ɔɊɓɔɏ Ɏɍ ɓɎɛ ɓɔɈɡɏ əɓɎɐɆɑɢɓɡɏ 

ɎɊɋɓɘɎɚɎɐɆɘɔɖ GID. 

 

group_duplicate_members 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "group_dupl icate_members"  

 description: "This check makes sure that every member of a group is listed 

once."  

</item>  

 

ɃɘɆ ɈɗɘɖɔɋɓɓɆɥ ɚəɓɐɜɎɥ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɐɆɌɊɡɏ ɝɑɋɓ ɉɖəɕɕɡ Ɉɐɑɤɝɋɓ Ɉ ɓɋɋ 

ɘɔɑɢɐɔ ɔɊɎɓ ɖɆɍ. ȫɗɑɎ ɐɆɌɊɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ əɓɎɐɆɑɋɓ, ɘɔ ɕɖɔɈɋɖɐɆ ɕɖɔɛɔɊɎɘ əɗɕɋɞɓɔ, 

ɎɓɆɝɋ ɈɡɊɆɋɘɗɥ ɗɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ. 

 

ȰɆɌɊɡɏ ɝɑɋɓ ɉɖəɕɕɡ ɊɔɑɌɋɓ ɇɡɘɢ Ɉɐɑɤɝɋɓ Ɉ ɗɕɎɗɔɐ ɘɔɑɢɐɔ ɔɊɎɓ ɖɆɍ. Ȼɔɘɥ ɈɐɑɤɝɋɓɎɋ Ɉ 

ɗɕɎɗɔɐ ɓɋɗɐɔɑɢɐɔ ɖɆɍ ɓɋ ɗɔɍɊɆɋɘ ɕɖɔɇɑɋɒ Ɋɑɥ ɑɋɌɆɟɋɏ Ɉ ɔɗɓɔɈɋ ɔɕɋɖɆɜɎɔɓɓɔɏ 

ɗɎɗɘɋɒɡ, ɣɘɔ əɗɑɔɌɓɥɋɘ ɌɎɍɓɢ ɗɎɗɘɋɒɓɔɉɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ, ɘɆɐ ɐɆɐ ɔɘɒɋɓɆ 

ɕɖɋɊɔɗɘɆɈɑɋɓɓɡɛ ɕɖɆɈ ɗɘɆɓɔɈɎɘɗɥ ɇɔɑɋɋ ɗɑɔɌɓɔɏ. ȳɆɕɖɎɒɋɖ, ɋɗɑɎ Ɉ ɉɖəɕɕə admin 

ɈɛɔɊɥɘ ɝɑɋɓɡ alice, bob, charles, daniel, bob, ɘɔ ɕɖɎ ɔɘɒɋɓɋ ɕɖɋɊɔɗɘɆɈɑɋɓɓɡɛ ɕɖɆɈ 

ɕɔɑɢɍɔɈɆɘɋɑɥ bob ɋɉɔ ɓɋɔɇɛɔɊɎɒɔ əɊɆɑɥɘɢ ɊɈɆɌɊɡ. 

 

ȹɇɋɊɎɘɋɗɢ, ɝɘɔ ɐɆɌɊɡɏ ɝɑɋɓ ɉɖəɕɕɡ Ɉɐɑɤɝɋɓ Ɉ ɓɋɋ ɘɔɑɢɐɔ ɔɊɎɓ ɖɆɍ. 

 

group_nonexistant_users 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "group_nonexistant_users"  

 description: "This check makes sure that every member of a group actually 



ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ É 2002 - 2011 ʛʛ. Tenable Network Security, Inc. 

 

 

 

127 
 

 

exists."  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɐɆɌɊɡɏ ɝɑɋɓ ɉɖəɕɕɡ ɚɆɐɘɎɝɋɗɐɎ ɗəɟɋɗɘɈəɋɘ Ɉ 
ɚɆɏɑɋ /etc/passwd.  

 
ȳɆɑɎɝɎɋ ɓɋɗəɟɋɗɘɈəɤɟɎɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɉ ɚɆɏɑɋ /etc/group  ɕɖɋɊɕɔɑɆɉɆɋɘ 

ɓɋɗɔɈɋɖɞɋɓɓəɤ ɒɋɘɔɊɎɐə ɆɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɥ. ȵɔɑɢɍɔɈɆɘɋɑɥ ɓɋ ɗəɟɋɗɘɈəɋɘ, ɕɔɘɔɒə ɝɘɔ 

ɋɉɔ Ɏɒɥ ɇɡɑɔ ɈɈɋɊɋɓɔ ɗ ɔɞɎɇɐɔɏ ɎɑɎ ɕɔɘɔɒə ɝɘɔ ɔɓ ɓɋ ɇɡɑ əɊɆɑɋɓ Ɏɍ ɉɖəɕɕɡ ɕɖɎ 

əɊɆɑɋɓɎɎ Ɏɍ ɗɎɗɘɋɒɡ. 

 
ȳɋ ɖɋɐɔɒɋɓɊəɋɘɗɥ Ɏɒɋɘɢ ɕɔɑɢɍɔɈɆɘɋɑɋɏ-ɕɖɎɈɋɊɋɓɎɏ Ɉ ɚɆɏɑɋ  /etc/group . ȫɗɑɎ 

ɕɔɍɊɓɋɋ ɇəɊɋɘ ɊɔɇɆɈɑɋɓ ɕɔɑɢɍɔɈɆɘɋɑɢ ɗ ɘɆɐɎɒ Ɍɋ Ɏɒɋɓɋɒ, ɔɓ ɒɔɌɋɘ ɕɔɑəɝɎɘɢ ɕɖɆɈɆ 

ɉɖəɕɕɡ, ɐɔɘɔɖɡɋ ɋɒə ɓɋ ɊɔɑɌɓɡ ɇɡɑɎ ɕɖɋɊɔɗɘɆɈɑɥɘɢɗɥ. 

 

ȹɊɆɑɎɘɋ ɓɋɗəɟɋɗɘɈəɤɟɎɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏɍ ɚɆɏɑɆ /etc/group . 

 

ʉʨʝʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ root 
 

dot_in_root_path_variable 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "dot_in_root_path_variable"  

 description: "This check makes sure that root's $PATH variable does not 

contain any relative path."  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ Ɉ ɘɔɒ, ɝɘɔ ɘɋɐəɟɎɏ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ (ç.è) ɓɋ 

Ɉɐɑɤɝɋɓ Ɉ ɕəɘɎ Ɋɑɥ Ɏɗɕɔɑɓɥɋɒɡɛ ɚɆɏɑɔɈ ɕɔɑɢɍɔɈɆɘɋɑɥ root. Ƀɘɔ ɕɔɍɈɔɑɎɘ ɎɍɇɋɌɆɘɢ 

ɕɔɈɡɞɋɓɎɥ ɕɖɆɈ ɍɑɔəɒɡɞɑɋɓɓɎɐɆ Ɋɔ ɗəɕɋɖ-ɕɔɑɢɍɔɈɆɘɋɑɥ ɕəɘɋɒ ɈɡɓəɌɊɋɓɎɥ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ, ɖɆɇɔɘɆɤɟɋɉɔ ɕɔɊ əɝɋɘɓɔɏ ɍɆɕɎɗɢɤ root, ɍɆɕəɗɘɎɘɢ ɕɖɔɉɖɆɒɒə-ɘɖɔɥɓ, 

ɐɔɘɔɖɆɥ ɒɔɌɋɘ ɇɡɘɢ əɗɘɆɓɔɈɑɋɓɆ Ɉ ɘɋɐəɟɋɒ ɖɆɇɔɝɋɒ ɐɆɘɆɑɔɉɋ. 

 

writeable_dirs_in_root_path_variable 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "writeable_dirs_in_root_path_variable"  

 description: "This check makes sure that root's $PATH variable does not 

contain any writeable directory."  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɔɇɟɆɋɘ Ɉɗɋ ɐɆɘɆɑɔɉɎ, ɖɆɍɖɋɞɆɤɟɋ ɍɆɕɎɗɢ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɎɑɎ Ɉɗɋɏ 

ɉɖəɕɕɋ, Ɉ ɕɋɖɋɒɋɓɓɔɏ PATH ɕɔɑɢɍɔɈɆɘɋɑɋɏ root. Ȩɗɋ ɐɆɘɆɑɔɉɎ, Ɉɐɑɤɝɋɓɓɡɋ Ɉ ɗɕɎɗɔɐ 

ɣɘɔɏ ɕɖɔɈɋɖɐɔɏ, ɗɑɋɊəɋɘ ɈɓɎɒɆɘɋɑɢɓɔ ɕɖɔɈɋɖɎɘɢ Ɏ əɊɆɑɎɘɢ ɘɋ ɕɖɆɈɆ ɍɆɕɎɗɎ Ɋɑɥ Ɉɗɋɛ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɎɑɎ Ɉɗɋɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɉɖəɕɕɡ Ɉ ɔɘɓɔɞɋɓɎɎ ɐɆɘɆɑɔɉɔɈ, Ɉ ɐɔɘɔɖɡɛ ɓɋɘ 

ɓɋɔɇɛɔɊɎɒɔɗɘɎ, ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: 
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# chmod go - w path/to/directory  

 

ʈʘʟʨʝʰʝʥʠʷ ʚ ʦʪʥʦʰʝʥʠʠ ʬʘʡʣʦʚ 
 

find_orphan_files 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "find_orphan_files"  

 description: "This check finds all the files which are 'orphaned' (ie: 

whose owner is an invalid UID or GID)."  

 # Globs allowed (? and *)  

 (optional) basedir: "<directory>"  

 (optional) ignore: "<directory>"  

 (optional) dir: "<directory>"  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɔɇɟɆɋɘ ɔɇɔ Ɉɗɋɛ ɚɆɏɑɆɛ Ɉ ɗɎɗɘɋɒɋ, ɐɔɘɔɖɡɋ ɓɋ Ɏɒɋɤɘ ɈɑɆɊɋɑɢɜɆ. 

 

ȵɔ əɒɔɑɝɆɓɎɤ ɕɔɎɗɐ Ɉɡɕɔɑɓɥɋɘɗɥ ɖɋɐəɖɗɎɈɓɔ Ɏɍ ɐɆɘɆɑɔɉɆ ç/è. Ƀɘɔ ɒɔɌɋɘ ɕɖɎɈɋɗɘɎ ɐ 

ɘɔɒə, ɝɘɔ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ ɐɖɆɏɓɋ ɒɋɊɑɋɓɓɔ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ 

ɚɆɏɑɔɈ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. ȴɊɓɆɐɔ ɕɖɎ ɓɋɔɇɛɔɊɎɒɔɗɘɎ əɗɘɆɓɔɈɑɋɓɓɡɏ ɕɔ 

əɒɔɑɝɆɓɎɤ ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɕɔɎɗɐɆ ɒɔɌɋɘ ɇɡɘɢ Ɏɍɒɋɓɋɓ ɗ ɕɔɒɔɟɢɤ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ 

ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ basedir . ȸɆɐɌɋ ɒɔɌɓɔ ɕɖɎ ɕɔɎɗɐɋ ɕɖɔɕəɗɐɆɘɢ ɔɕɖɋɊɋɑɋɓɓɡɋ ɚɆɏɑɡ Ɉ 

ɇɆɍɔɈɔɒ ɐɆɘɆɑɔɉɋ ɗ ɕɔɒɔɟɢɤ ɋɟɋ ɔɊɓɔɉɔ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ ignore . ȵɖɎ 

ɈɡɕɔɑɓɋɓɎɎ ɕɔɎɗɐɆ ɕɔ ɚɆɏɑɔɈɔɏ ɗɎɗɘɋɒɋ ɕɔ əɒɔɑɝɆɓɎɤ ɕɖɔɕəɗɐɆɤɘɗɥ Ɉɗɋ ɐɆɘɆɑɔɉɎ, 

ɗɒɔɓɘɎɖɔɈɆɓɓɡɋ Ɉ ɗɎɗɘɋɒɋ NFS, ɋɗɑɎ ɘɔɑɢɐɔ ɔɓɎ ɓɋ ɇɡɑɎ ɔɘɒɋɝɋɓɡ ɗ ɕɔɒɔɟɢɤ 
ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ dir . 

 

ɃɘɆ ɕɖɔɈɋɖɐɆ, ɐɆɐ ɕɖɆɈɎɑɔ, ɊɑɎɘɗɥ ɓɋɗɐɔɑɢɐɔ ɝɆɗɔɈ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɎɕɆ ɗɐɆɓɎɖəɋɒɔɏ 

ɗɎɗɘɋɒɡ. ȵɔ əɒɔɑɝɆɓɎɤ ɍɓɆɝɋɓɎɋ ɘɆɏɒɆəɘɆ, ɕɔ ɎɗɘɋɝɋɓɎɎ ɐɔɘɔɖɔɉɔ ɗɐɆɓɋɖ Nessus 

ɕɋɖɋɗɘɆɓɋɘ ɔɇɖɆɇɆɘɡɈɆɘɢ ɖɋɍəɑɢɘɆɘɡ ɣɘɔɏ ɕɖɔɈɋɖɐɎ, əɗɘɆɓɔɈɑɋɓɔ ɖɆɈɓɡɒ ɕɥɘɎ ɝɆɗɆɒ, Ɏ 

ɎɍɒɋɓɎɘɢ ɣɘɔ ɍɓɆɝɋɓɎɋ ɓɋɈɔɍɒɔɌɓɔ. 

 

ȵɖɎɒɋɖ: 

 

<item>  

 name: "find_orphan_files"  

 description: "This check finds all the files which are 'orphaned' (ie: 

whose owner is an invalid UID or GID)."  

 # Globs allowed (? and *)  

 basedir: "/tmp"  

 ignore: "/tmp/foo"  

 ignore: "/tmp/b*"  

</item>  

 

find_world_writeable_files 
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ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "find_world_writeable_files"  

 description: "This check finds all the files which are world writeable and 

whose sticky bit is not set."  

 # Globs allowed (? and *)  

 (optional) basedir: "<directory>"  

 (optional) ignore: "<directory>"  

 (optional) dir: "<directory>"  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɔɇɟɆɋɘ ɔɇɔ Ɉɗɋɛ ɚɆɏɑɆɛ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ, ɍɆɕɎɗɢ Ɉ ɐɔɘɔɖɡɋ 

ɖɆɍɖɋɞɋɓɆ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ. Ȩ ɎɊɋɆɑɋ, ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ ɓɋ ɊɔɑɌɓɔ ɇɡɘɢ 

ɚɆɏɑɔɈ, ɍɆɕɎɗɢ Ɉ ɐɔɘɔɖɡɋ ɖɆɍɖɋɞɋɓɆ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, Ɏ ɣɘɆ ɕɖɔɈɋɖɐɆ ɊɔɑɌɓɆ 

ɊɆɈɆɘɢ ɕəɗɘɔɏ ɖɋɍəɑɢɘɆɘ. ȴɊɓɆɐɔ Ɉ ɓɋɐɔɘɔɖɡɛ ɗɑəɝɆɥɛ ɒɔɉəɘ ɕɔɘɖɋɇɔɈɆɘɢɗɥ ɚɆɏɑɡ, 

ɍɆɕɎɗɢ Ɉ ɐɔɘɔɖɡɋ ɖɆɍɖɋɞɋɓɆ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ. Ȩɗɋ ɕɔɑəɝɆɋɒɡɋ Ɉ ɖɋɍəɑɢɘɆɘɋ ɣɘɔɏ 

ɕɖɔɈɋɖɐɎ ɚɆɏɑɡ ɓɋɔɇɛɔɊɎɒɔ ɈɓɎɒɆɘɋɑɢɓɔ ɕɖɔɈɋɖɎɘɢ, Ɏ ɘɋ Ɏɍ ɓɎɛ, ɐɔɘɔɖɡɋ ɓɋ ɘɖɋɇəɤɘ 

ɓɆɑɎɝɎɥ ɆɘɖɎɇəɘɔɈ ɈɔɍɒɔɌɓɔɗɘɎ ɍɆɕɎɗɎ Ɋɑɥ Ɉɗɋɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, əɊɆɑɎɘɢ ɗɑɋɊəɤɟɎɒ 

ɔɇɖɆɍɔɒ: 

 

# chmod o - w world_writeable_file  

 

ȵɔ əɒɔɑɝɆɓɎɤ ɕɔɎɗɐ Ɉɡɕɔɑɓɥɋɘɗɥ ɖɋɐəɖɗɎɈɓɔ Ɏɍ ɐɆɘɆɑɔɉɆ ç/è. Ƀɘɔ ɒɔɌɋɘ ɕɖɎɈɋɗɘɎ ɐ 

ɘɔɒə, ɝɘɔ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ ɐɖɆɏɓɋ ɒɋɊɑɋɓɓɔ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ 

ɚɆɏɑɔɈ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. ȴɊɓɆɐɔ ɕɖɎ ɓɋɔɇɛɔɊɎɒɔɗɘɎ ɍɆɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ 

ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɕɔɎɗɐɆ ɒɔɌɋɘ ɇɡɘɢ Ɏɍɒɋɓɋɓ ɗ ɕɔɒɔɟɢɤ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ 
ɗɑɔɈɆ basedir . ȸɆɐɌɋ ɒɔɌɓɔ ɕɖɎ ɕɔɎɗɐɋ ɕɖɔɕəɗɐɆɘɢ ɔɕɖɋɊɋɑɋɓɓɡɋ ɚɆɏɑɡ Ɉ ɇɆɍɔɈɔɒ 

ɐɆɘɆɑɔɉɋ ɗ ɕɔɒɔɟɢɤ ɋɟɋ ɔɊɓɔɉɔ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ ignore . ȵɖɎ 

ɈɡɕɔɑɓɋɓɎɎ ɕɔɎɗɐɆ ɕɔ ɚɆɏɑɔɈɔɏ ɗɎɗɘɋɒɋ ɕɔ əɒɔɑɝɆɓɎɤ ɕɖɔɕəɗɐɆɤɘɗɥ Ɉɗɋ ɐɆɘɆɑɔɉɎ, 

ɗɒɔɓɘɎɖɔɈɆɓɓɡɋ Ɉ ɗɎɗɘɋɒɋ NFS, ɋɗɑɎ ɘɔɑɢɐɔ ɔɓɎ ɓɋ ɇɡɑɎ ɔɘɒɋɝɋɓɡ ɗ ɕɔɒɔɟɢɤ 

ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ dir . 

 

ɃɘɆ ɕɖɔɈɋɖɐɆ, ɐɆɐ ɕɖɆɈɎɑɔ, ɊɑɎɘɗɥ ɓɋɗɐɔɑɢɐɔ ɝɆɗɔɈ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɎɕɆ ɗɐɆɓɎɖəɋɒɔɏ 

ɗɎɗɘɋɒɡ. ȵɔ əɒɔɑɝɆɓɎɤ ɍɓɆɝɋɓɎɋ ɘɆɏɒɆəɘɆ, ɕɔ ɎɗɘɋɝɋɓɎɎ ɐɔɘɔɖɔɉɔ ɗɐɆɓɋɖ Nessus 

ɕɋɖɋɗɘɆɓɋɘ ɔɇɖɆɇɆɘɡɈɆɘɢ ɖɋɍəɑɢɘɆɘɡ ɣɘɔɏ ɕɖɔɈɋɖɐɎ, əɗɘɆɓɔɈɑɋɓɔ ɖɆɈɓɡɒ ɕɥɘɎ ɝɆɗɆɒ, Ɏ 

ɎɍɒɋɓɎɘɢ ɣɘɔ ɍɓɆɝɋɓɎɋ ɓɋɈɔɍɒɔɌɓɔ. 

 

ȵɖɎɒɋɖ: 

 

<item>  

 name: "find_world_writeable_files"  

 description: "Search for world - writable files"  

 # Globs allowed (? and * )  

 basedir: "/tmp"  

 ignore: "/tmp/foo"  

 ignore: "/tmp/bar"  

</item>  
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find_world_writeable_directories 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "find_world_writeable_directories"  

 description: "This check finds all the directories which are world 

writeable and whose sticky bit is not set."  

 # Globs allowed (? and *)  

 (optional) basedir: "<directory>"  

 (optional) ignore: "<directory>"  

 (optional) dir: "<directory>"  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɔɇɟɆɋɘ Ɉɗɋ ɐɆɘɆɑɔɉɎ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɡ, ɍɆɕɎɗɢ Ɉ ɐɔɘɔɖɡɋ ɖɆɍɖɋɞɋɓɆ 

Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, Ɏ ɇɎɘ ɍɆɐɖɋɕɑɋɓɎɥ ɐɔɘɔɖɡɛ ɓɋ əɗɘɆɓɔɈɑɋɓ. ȵɖɔɈɋɖɐɆ ɘɔɉɔ, ɝɘɔ ɇɎɘ 

ɍɆɐɖɋɕɑɋɓɎɥ əɗɘɆɓɔɈɑɋɓ Ɋɑɥ Ɉɗɋɛ ɐɆɘɆɑɔɉɔɈ, ɕɔɍɈɔɑɥɤɟɎɛ ɍɆɕɎɗɢ Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, 

ɔɇɋɗɕɋɝɎɈɆɋɘ ɈɔɍɒɔɌɓɔɗɘɢ əɊɆɑɋɓɎɥ ɚɆɏɑɔɈ ɘɔɑɢɐɔ Ɏɛ ɈɑɆɊɋɑɢɜɆɒ. Ƀɘɔ ɕɔɍɈɔɑɥɋɘ 

ɎɍɇɋɌɆɘɢ ɗɑəɝɆɏɓɔɉɔ ɎɑɎ ɓɆɒɋɖɋɓɓɔɉɔ əɊɆɑɋɓɎɥ ɐɆɐɔɉɔ-ɘɔ ɚɆɏɑɆ ɊɖəɉɎɒ 

ɕɔɑɢɍɔɈɆɘɋɑɋɒ. 

 

ȵɔ əɒɔɑɝɆɓɎɤ ɕɔɎɗɐ Ɉɡɕɔɑɓɥɋɘɗɥ ɖɋɐəɖɗɎɈɓɔ Ɏɍ ɐɆɘɆɑɔɉɆ ç/è. Ƀɘɔ ɒɔɌɋɘ ɕɖɎɈɋɗɘɎ ɐ 

ɘɔɒə, ɝɘɔ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ ɐɖɆɏɓɋ ɒɋɊɑɋɓɓɔ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ 

ɚɆɏɑɔɈ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. ȴɊɓɆɐɔ ɕɖɎ ɓɋɔɇɛɔɊɎɒɔɗɘɎ ɍɆɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ 

ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɕɔɎɗɐɆ ɒɔɌɋɘ ɇɡɘɢ Ɏɍɒɋɓɋɓ ɗ ɕɔɒɔɟɢɤ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ 

ɗɑɔɈɆ basedir . ȸɆɐɌɋ ɒɔɌɓɔ ɕɖɎ ɕɔɎɗɐɋ ɕɖɔɕəɗɐɆɘɢ ɔɕɖɋɊɋɑɋɓɓɡɋ ɚɆɏɑɡ Ɉ ɇɆɍɔɈɔɒ 

ɐɆɘɆɑɔɉɋ ɗ ɕɔɒɔɟɢɤ ɋɟɋ ɔɊɓɔɉɔ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ ignore . ȵɖɎ 

ɈɡɕɔɑɓɋɓɎɎ ɕɔɎɗɐɆ ɕɔ ɚɆɏɑɔɈɔɏ ɗɎɗɘɋɒɋ ɕɔ əɒɔɑɝɆɓɎɤ ɕɖɔɕəɗɐɆɤɘɗɥ Ɉɗɋ ɐɆɘɆɑɔɉɎ, 

ɗɒɔɓɘɎɖɔɈɆɓɓɡɋ Ɉ ɗɎɗɘɋɒɋ NFS, ɋɗɑɎ ɘɔɑɢɐɔ ɔɓɎ ɓɋ ɇɡɑɎ ɔɘɒɋɝɋɓɡ ɗ ɕɔɒɔɟɢɤ 
ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ dir . 

 

ɃɘɆ ɕɖɔɈɋɖɐɆ, ɐɆɐ ɕɖɆɈɎɑɔ, ɊɑɎɘɗɥ ɓɋɗɐɔɑɢɐɔ ɝɆɗɔɈ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɎɕɆ ɗɐɆɓɎɖəɋɒɔɏ 

ɗɎɗɘɋɒɡ. ȵɔ əɒɔɑɝɆɓɎɤ ɍɓɆɝɋɓɎɋ ɘɆɏɒɆəɘɆ, ɕɔ ɎɗɘɋɝɋɓɎɎ ɐɔɘɔɖɔɉɔ ɗɐɆɓɋɖ Nessus 

ɕɋɖɋɗɘɆɓɋɘ ɔɇɖɆɇɆɘɡɈɆɘɢ ɖɋɍəɑɢɘɆɘɡ ɣɘɔɏ ɕɖɔɈɋɖɐɎ, əɗɘɆɓɔɈɑɋɓɔ ɖɆɈɓɡɒ ɕɥɘɎ ɝɆɗɆɒ, Ɏ 

ɎɍɒɋɓɎɘɢ ɣɘɔ ɍɓɆɝɋɓɎɋ ɓɋɈɔɍɒɔɌɓɔ. 

 

ȵɖɎɒɋɖ: 

 

<item>  

 name: "find_w orld_writeable_directories"  

 description: "This check finds all the directories which are world 

writeable and whose sticky bit is not set."  

 # Globs allowed (? and *)  

 basedir: "/tmp"  

 ignore: "/tmp/foo"  

 ignore: "/tmp/b*"  

</item>  
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find_suid_sgid_files 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "find_suid_sgid_files"  

 description: "This check finds all the files which have their SUID or SGID 

bit set."  

 # Globs allowed (? and *)  

 (optional) basedir: "<directory>"  

 (optional) ignore: "<directory>"  

 (optional) dir: "<dir ectory>"  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɔɔɇɟɆɋɘ ɔɇɔ Ɉɗɋɛ ɚɆɏɑɆɛ, ə ɐɔɘɔɖɡɛ əɗɘɆɓɔɈɑɋɓ ɇɎɘ SUID/SGID. Ȩɗɋ 

Ɉɐɑɤɝɋɓɓɡɋ ɣɘɔɏ ɕɖɔɈɋɖɐɔɏ Ɉ ɔɘɝɋɘ ɚɆɏɑɡ ɗɑɋɊəɋɘ ɈɓɎɒɆɘɋɑɢɓɔ ɕɖɔɈɋɖɎɘɢ, ɔɗɔɇɋɓɓɔ 

ɗɐɖɎɕɘɡ ɐɔɒɆɓɊɓɔɉɔ ɕɖɔɜɋɗɗɔɖɆ Ɏ Ɏɗɕɔɑɓɥɋɒɡɋ ɚɆɏɑɡ ɗɔɇɗɘɈɋɓɓɔɏ ɖɆɍɖɆɇɔɘɐɎ, 

ɓɆɕɖɎɒɋɖ Ɏɗɕɔɑɓɥɋɒɡɋ ɚɆɏɑɡ, ɐɔɘɔɖɡɋ ɓɋ ɕɔɗɘɆɈɑɥɑɎɗɢ ɗ ɗɎɗɘɋɒɔɏ. ȺɆɏɑɡ ɗ 

əɗɘɆɓɔɈɑɋɓɓɡɒ ɇɎɘɔɒ SUID/SGID ɗɔɍɊɆɤɘ əɉɖɔɍə ɕɔɈɡɞɋɓɎɥ ɕɖɆɈ ɔɇɡɝɓɔɉɔ 

ɕɔɑɢɍɔɈɆɘɋɑɥ Ɋɔ ɕɖɆɈ ɈɑɆɊɋɑɢɜɆ ɣɘɔɉɔ ɚɆɏɑɆ ɎɑɎ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɉɖəɕɕɡ. ȫɗɑɎ Ɉ 

ɗəɟɋɗɘɈɔɈɆɓɎɎ ɘɆɐɎɛ ɚɆɏɑɔɈ ɎɑɎ ɗɐɖɎɕɘɔɈ ɋɗɘɢ ɓɋɔɇɛɔɊɎɒɔɗɘɢ, ɘɔ Ɏɛ ɗɑɋɊəɋɘ 

ɗɕɋɜɎɆɑɢɓɔ ɔɇɗɑɋɊɔɈɆɘɢ, ɓɋ ɕɔɍɈɔɑɥɤɘ ɑɎ ɔɓɎ ɗɔɍɊɆɈɆɘɢ ɚɆɏɑ ɗ ɕɔɈɡɞɋɓɓɡɒɎ 

ɕɖɆɈɆɒɎ. 

 

ȵɔ əɒɔɑɝɆɓɎɤ ɕɔɎɗɐ Ɉɡɕɔɑɓɥɋɘɗɥ ɖɋɐəɖɗɎɈɓɔ Ɏɍ ɐɆɘɆɑɔɉɆ ç/è. Ƀɘɔ ɒɔɌɋɘ ɕɖɎɈɋɗɘɎ ɐ 

ɘɔɒə, ɝɘɔ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ ɐɖɆɏɓɋ ɒɋɊɑɋɓɓɔ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ 

ɚɆɏɑɔɈ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. ȴɊɓɆɐɔ ɕɖɎ ɓɋɔɇɛɔɊɎɒɔɗɘɎ ɍɆɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ 

ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɕɔɎɗɐɆ ɒɔɌɋɘ ɇɡɘɢ Ɏɍɒɋɓɋɓ ɗ ɕɔɒɔɟɢɤ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ 
ɗɑɔɈɆ basedir . ȸɆɐɌɋ ɒɔɌɓɔ ɕɖɎ ɕɔɎɗɐɋ ɕɖɔɕəɗɐɆɘɢ ɔɕɖɋɊɋɑɋɓɓɡɋ ɚɆɏɑɡ Ɉ ɇɆɍɔɈɔɒ 

ɐɆɘɆɑɔɉɋ ɗ ɕɔɒɔɟɢɤ ɋɟɋ ɔɊɓɔɉɔ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ ignore . ȵɖɎ 

ɈɡɕɔɑɓɋɓɎɎ ɕɔɎɗɐɆ ɕɔ ɚɆɏɑɔɈɔɏ ɗɎɗɘɋɒɋ ɕɔ əɒɔɑɝɆɓɎɤ ɕɖɔɕəɗɐɆɤɘɗɥ Ɉɗɋ ɐɆɘɆɑɔɉɎ, 

ɗɒɔɓɘɎɖɔɈɆɓɓɡɋ Ɉ ɗɎɗɘɋɒɋ NFS, ɋɗɑɎ ɘɔɑɢɐɔ ɔɓɎ ɓɋ ɇɡɑɎ ɔɘɒɋɝɋɓɡ ɗ ɕɔɒɔɟɢɤ 

ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ dir . 

 

ɃɘɆ ɕɖɔɈɋɖɐɆ, ɐɆɐ ɕɖɆɈɎɑɔ, ɊɑɎɘɗɥ ɓɋɗɐɔɑɢɐɔ ɝɆɗɔɈ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɎɕɆ ɗɐɆɓɎɖəɋɒɔɏ 

ɗɎɗɘɋɒɡ. ȵɔ əɒɔɑɝɆɓɎɤ ɍɓɆɝɋɓɎɋ ɘɆɏɒɆəɘɆ, ɕɔ ɎɗɘɋɝɋɓɎɎ ɐɔɘɔɖɔɉɔ ɗɐɆɓɋɖ Nessus 

ɕɋɖɋɗɘɆɓɋɘ ɔɇɖɆɇɆɘɡɈɆɘɢ ɖɋɍəɑɢɘɆɘɡ ɣɘɔɏ ɕɖɔɈɋɖɐɎ, əɗɘɆɓɔɈɑɋɓɔ ɖɆɈɓɡɒ ɕɥɘɎ ɝɆɗɆɒ, Ɏ 

ɎɍɒɋɓɎɘɢ ɣɘɔ ɍɓɆɝɋɓɎɋ ɓɋɈɔɍɒɔɌɓɔ. 

 

ȵɖɎɒɋɖ: 

 

<item>  

 name: "find_suid_sgid_files"  

 description: "Search for SUID/SGID files"  

 # Globs allowed (? and *)  

 basedir: "/"  

 ignore: "/usr/sbin/ping"  

</item>  
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ʇʦʜʦʟʨʠʪʝʣʴʥʦʝ ʩʦʜʝʨʞʠʤʦʝ ʬʘʡʣʦʚ 
 

admin_accounts_in_ftpusers 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "admin_accounts_in_ftpusers"  

 description: "This check makes sure every account whose UID is below 500 is 

present in /etc/ftpusers."  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɕɔɍɈɔɑɥɋɘ əɗɘɆɓɔɈɎɘɢ, Ɉɗɋ ɑɎ ɆɊɒɎɓɎɗɘɖɆɘɎɈɓɡɋ əɝɋɘɓɡɋ ɍɆɕɎɗɎ, ɘ. ɋ. 

ɕɔɑɢɍɔɈɆɘɋɑɎ ɗ ɎɊɋɓɘɎɚɎɐɆɘɔɖɆɒɎ UID ɒɋɓɢɞɋ 500, Ɉɐɑɤɝɋɓɡ Ɉ /etc/ftpusers, 

/etc/ftpd/ftpusers ɎɑɎ /etc/vsftpd.ftpusers . 

 

ʅʝʦʙʷʟʘʪʝʣʴʥʳʝ ʬʘʡʣʳ 
 

find_pre-CIS_files 
 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ 

<item>  

 name: "find_preCIS_files"  

 description: "Find and list all files created  by CIS backup script."  

 # Globs allowed (? and *)  

 (optional) basedir: "<directory>"  

 (optional) ignore: "<directory>"  

</item>  

 

ɃɘɆ ɕɖɔɈɋɖɐɆ ɗɕɋɜɎɆɑɢɓɔ ɕɖɋɊɓɆɍɓɆɝɋɓɆ Ɋɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɗɔɇɑɤɊɋɓɎɥ ɔɕɖɋɊɋɑɋɓɓɔɉɔ 

ɘɖɋɇɔɈɆɓɎɥ ɜɋɓɘɖɆ Ɏɓɘɋɖɓɋɘ-ɇɋɍɔɕɆɗɓɔɗɘɎ (CIS) Ɋɑɥ ɕɖɔɛɔɌɊɋɓɎɥ ɗɋɖɘɎɚɎɐɆɜɎɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ ɗɘɆɓɊɆɖɘə Red Hat CIS. ɃɘɆ ɕɖɔɈɋɖɐɆ, Ɉ ɝɆɗɘɓɔɗɘɎ, ɕɔɑɋɍɓɆ Ɋɑɥ ɘɋɛ, ɐɘɔ 

ɓɆɗɘɖɔɎɑ Ɏ ɕɔɈɡɗɎɑ ɍɆɟɎɟɋɓɓɔɗɘɢ ɗɎɗɘɋɒɡ Red Hat Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗɔ ɗɘɆɓɊɆɖɘɔɒ 

ɜɋɓɘɖɆ CIS ɐɔɖɕɔɖɆɜɎɎ Red Hat. ȷɖɋɊɗɘɈɔ ɗɘɆɓɊɆɖɘɎɍɆɜɎɎ ɜɋɓɘɖɆ CIS ɈɐɑɤɝɆɋɘ ɗɐɖɎɕɘ 

ɖɋɍɋɖɈɓɔɉɔ ɐɔɕɎɖɔɈɆɓɎɥ, ɐɔɘɔɖɡɏ Ɉɡɕɔɑɓɥɋɘ ɖɋɍɋɖɈɓɔɋ ɐɔɕɎɖɔɈɆɓɎɋ Ɉɗɋɛ ɗɎɗɘɋɒɓɡɛ 

ɚɆɏɑɔɈ, ɐɔɘɔɖɡɋ ɒɔɉəɘ ɇɡɘɢ Ɏɍɒɋɓɋɓɡ Ɉ ɕɖɔɜɋɗɗɋ ɕɔɈɡɞɋɓɎɥ ɍɆɟɎɟɋɓɓɔɗɘɎ ɗɎɗɘɋɒɡ, 
Ɏ ɣɘɎɒ ɚɆɏɑɆɒ ɊɔɇɆɈɑɥɋɘɗɥ ɗəɚɚɎɐɗ «- preCIS ». ȵɔɗɑɋ əɗɕɋɞɓɔɉɔ ɕɖɎɒɋɓɋɓɎɥ Ɉɗɋɛ 

ɖɋɐɔɒɋɓɊɆɜɎɏ ɗɘɆɓɊɆɖɘɆ Ɏ ɈɔɗɗɘɆɓɔɈɑɋɓɎɥ ɖɆɇɔɝɋɉɔ ɗɔɗɘɔɥɓɎɥ ɗɎɗɘɋɒɡ ɣɘɎ ɚɆɏɑɡ 

ɗɑɋɊəɋɘ əɊɆɑɎɘɢ. ɃɘɆ ɕɖɔɈɋɖɐɆ ɕɔɍɈɔɑɥɋɘ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ ɓɋ 

ɔɗɘɆɑɔɗɢ ɚɆɏɑɔɈ çpreCIS ». 

 

ȵɔ əɒɔɑɝɆɓɎɤ ɕɔɎɗɐ Ɉɡɕɔɑɓɥɋɘɗɥ ɖɋɐəɖɗɎɈɓɔ Ɏɍ ɐɆɘɆɑɔɉɆ ç/è. Ƀɘɔ ɒɔɌɋɘ ɕɖɎɈɋɗɘɎ ɐ 

ɘɔɒə, ɝɘɔ ɕɖɔɈɋɖɐɆ ɇəɊɋɘ Ɉɡɕɔɑɓɥɘɢɗɥ ɐɖɆɏɓɋ ɒɋɊɑɋɓɓɔ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ 

ɚɆɏɑɔɈ ɓɆ əɊɆɑɋɓɓɔɏ ɗɎɗɘɋɒɋ. ȴɊɓɆɐɔ ɕɖɎ ɓɋɔɇɛɔɊɎɒɔɗɘɎ ɍɆɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ 

ɓɆɝɆɑɢɓɡɏ ɐɆɘɆɑɔɉ ɕɔɎɗɐɆ ɒɔɌɋɘ ɇɡɘɢ Ɏɍɒɋɓɋɓ ɗ ɕɔɒɔɟɢɤ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ 
ɗɑɔɈɆ basedir . ȸɆɐɌɋ ɒɔɌɓɔ ɕɖɎ ɕɔɎɗɐɋ ɕɖɔɕəɗɐɆɘɢ ɔɕɖɋɊɋɑɋɓɓɡɋ ɚɆɏɑɡ Ɉ ɇɆɍɔɈɔɒ 

ɐɆɘɆɑɔɉɋ ɗ ɕɔɒɔɟɢɤ ɋɟɋ ɔɊɓɔɉɔ ɓɋɔɇɥɍɆɘɋɑɢɓɔɉɔ ɐɑɤɝɋɈɔɉɔ ɗɑɔɈɆ ignore . 
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ɃɘɆ ɕɖɔɈɋɖɐɆ, ɐɆɐ ɕɖɆɈɎɑɔ, ɊɑɎɘɗɥ ɓɋɗɐɔɑɢɐɔ ɝɆɗɔɈ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɎɕɆ ɗɐɆɓɎɖəɋɒɔɏ 

ɗɎɗɘɋɒɡ. ȵɔ əɒɔɑɝɆɓɎɤ ɍɓɆɝɋɓɎɋ ɘɆɏɒɆəɘɆ, ɕɔ ɎɗɘɋɝɋɓɎɎ ɐɔɘɔɖɔɉɔ ɗɐɆɓɋɖ Nessus 

ɕɋɖɋɗɘɆɓɋɘ ɔɇɖɆɇɆɘɡɈɆɘɢ ɖɋɍəɑɢɘɆɘɡ ɣɘɔɏ ɕɖɔɈɋɖɐɎ, əɗɘɆɓɔɈɑɋɓɔ ɖɆɈɓɡɒ ɕɥɘɎ ɝɆɗɆɒ, Ɏ 

ɎɍɒɋɓɎɘɢ ɣɘɔ ɍɓɆɝɋɓɎɋ ɓɋɈɔɍɒɔɌɓɔ. 

 

ȿȽȷȺȮȴɋ 

ȷəɟɋɗɘɈəɋɘ ɈɔɍɒɔɌɓɔɗɘɢ ɔɕɖɋɊɋɑɎɘɢ ɑɔɉɎɐə if/then/else  Ɉ ɕɔɑɎɘɎɐɋ Ɋɑɥ ȴȷ Unix. Ƀɘɔ 

ɕɔɍɈɔɑɥɋɘ ɐɔɓɋɝɓɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ ɎɗɕɔɑɢɍɔɈɆɘɢ ɔɊɎɓ ɚɆɏɑ, ɕɔɍɈɔɑɥɤɟɎɏ 

ɔɇɖɆɇɆɘɡɈɆɘɢ ɖɆɍɑɎɝɓɡɋ ɐɔɓɚɎɉəɖɆɜɎɎ. ȳɆɕɖɎɒɋɖ, ɔɊɎɓ ɚɆɏɑ ɕɔɑɎɘɎɐɎ ɒɔɌɋɘ 

ɕɖɔɈɋɖɥɘɢ ɓɆɗɘɖɔɏɐɎ ɕɖɔɉɖɆɒɒ Postfix Ɏ Sendmail ɇɑɆɉɔɊɆɖɥ ɓɆɊɑɋɌɆɟɋɒə ɗɎɓɘɆɐɗɎɗə 
ɑɔɉɎɐɎ if/then/else . 

 

ȷɎɓɘɆɐɗɎɗ ɈɡɕɔɑɓɋɓɎɥ əɗɑɔɈɎɏ ɗɑɋɊəɤɟɎɏ: 

 

<if>  

 <condition type: "or">  

  <Insert your audit here>  

 </condition>  

 <then>  

  <Insert your audit here>  

 </then>  

 <else>  

  <Insert your audit here>  

 </else>  

</if>  

 

ȵɖɎɒɋɖ: 

 

<if>  

 <condition type: "or">  

  <custom_item>  

   type: FILE_CHECK  

   description: "Make sure /etc/passwd contains root"  

   file: "/etc/passwd"  

   owner: "root"  

  </custom_item>  

 </condition>  

 

 <then>  

  <custom_item>  

   type: FILE_CONTENT_CHECK  

   description: "Make sure /etc/passwd contains root (then)"  

   file: "/etc/p asswd"  

   regex: "^root"  

   expect: "^root"  

  </custom_item>  

 </then>  

 

 <else>  

  <custom_item>  

   type: FILE_CONTENT_CHECK  

   description: "Make sure /etc/passwd contains root (else)"  

   file: "/etc/passwd"  
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   regex: "^root"  

   expect: "^root"  

  </custom_i tem>  

 </else>  

</if>  

 

Ȩɡɕɔɑɓɋɓɔ əɗɑɔɈɎɋ ɎɑɎ ɓɋɘ, Ɉ ɣɘɔɒ ɔɘɝɋɘɋ ɓɎɐɔɉɊɆ ɓɋ ɔɘɔɇɖɆɌɆɋɘɗɥ, ɕɔɘɔɒə ɝɘɔ ɣɘɔ 

«ɘɎɛɆɥè ɕɖɔɈɋɖɐɆ. 

 
ȹɗɑɔɈɎɥ ɒɔɉəɘ ɇɡɘɢ ɘɎɕɆ and  (Ɏ) ɑɎɇɔ or  (ɎɑɎ). 

 

ȰȺȻȺȷȹȴȾȱȷɈȹȬɋ ȴȹɀȺȼȸȬɂȴɋ 

ȰɔɒɕɆɓɎɥ Tenable ɕɔɊɉɔɘɔɈɎɑɆ ɖɆɍɑɎɝɓɡɋ Ɋɔɐəɒɋɓɘɡ, ɗɔɊɋɖɌɆɟɎɋ ɕɔɊɖɔɇɓɡɋ ɗɈɋɊɋɓɎɥ 

ɔɇ əɗɘɆɓɔɈɐɋ, ɖɆɍɈɋɖɘɡɈɆɓɎɎ, ɓɆɗɘɖɔɏɐɋ, ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɏ ɣɐɗɕɑəɆɘɆɜɎɎ Ɏ ɔɇɟɋɒ 

ɘɋɗɘɎɖɔɈɆɓɎɎ ɗɐɆɓɋɖɆ Nessus: 

 

> ȶəɐɔɈɔɊɗɘɈɔ ɕɔ əɗɘɆɓɔɈɐɋ Nessus ð ɕɔɞɆɉɔɈɔɋ ɖəɐɔɈɔɊɗɘɈɔ ɕɔ əɗɘɆɓɔɈɐɋ. 

> ȶəɐɔɈɔɊɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɥ Nessus ð ɓɆɗɘɖɔɏɐɆ Ɏ ɖɆɇɔɘɆ ɗ Ɏɓɘɋɖɚɋɏɗɔɒ 

ɕɔɑɢɍɔɈɆɘɋɑɥ Nessus. 

> ȵɖɔɈɋɖɐɎ Nessus ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ əɝɋɘɓɡɛ ɊɆɓɓɡɛ Ɋɑɥ Unix Ɏ Windows ð 

ɗɈɋɊɋɓɎɥ ɔ ɕɔɖɥɊɐɋ ɈɡɕɔɑɓɋɓɎɥ ɗɐɆɓɎɖɔɈɆɓɎɥ ɗɋɘɋɏ ɗ ɕɖɔɈɋɖɐɔɏ ɕɔɊɑɎɓɓɔɗɘɎ ɕɖɎ 

ɕɔɒɔɟɎ ɗɐɆɓɋɖɆ əɥɍɈɎɒɔɗɘɋɏ Nessus. 

> ȵɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Nessus  ð ɖəɐɔɈɔɊɗɘɈɔ Ɉɡɗɔɐɔɉɔ əɖɔɈɓɥ Ɋɑɥ ɕɔɓɎɒɆɓɎɥ Ɏ 

ɈɡɕɔɑɓɋɓɎɥ ɕɖɔɈɋɖɔɐ ɗɔɔɘɈɋɘɗɘɈɎɥ ɗ ɕɔɒɔɟɢɤ ɗɐɆɓɋɖɆ Nessus Ɏ ɐɔɓɗɔɑɎ 

SecurityCenter. 

> ȺɔɖɒɆɘ ɚɆɏɑɔɈ Nessus v2 ð ɗɔɊɋɖɌɎɘ ɔɕɎɗɆɓɎɋ ɗɘɖəɐɘəɖɡ ɚɔɖɒɆɘɆ ɚɆɏɑɔɈ 
.nessus  ɐɔɘɔɖɡɏ ɇɡɑ ɈɈɋɊɋɓ ɗ ɈɋɖɗɎɥɒɎ Nessus 3.2 Ɏ NessusClient 3.2. 

> ȷɕɋɜɎɚɎɐɆɜɎɥ ɕɖɔɘɔɐɔɑɆ Nessus XML- RPC  ð ɗɔɊɋɖɌɎɘ ɔɕɎɗɆɓɎɋ ɕɖɔɘɔɐɔɑɆ 

XML-RPC Ɏ ɎɓɘɋɖɚɋɏɗɆ Ɉ Nessus. 

> Ȱɔɓɘɖɔɑɢ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɉ ɖɋɌɎɒɋ ɖɋɆɑɢɓɔɉɔ ɈɖɋɒɋɓɎ ð ɗɔɊɋɖɌɎɘ ɔɇɍɔɖ ɘɔɉɔ, 

ɐɆɐ ɖɋɞɋɓɎɥ ɐɔɒɕɆɓɎɎ Tenable ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɈɡɕɔɑɓɋɓɎɥ 

ɖɆɍɓɡɛ ɘɎɕɔɈ ɉɔɗəɊɆɖɗɘɈɋɓɓɡɛ Ɏ ɚɎɓɆɓɗɔɈɡɛ ɓɔɖɒ. 

 

ȧɋɍ ɐɔɑɋɇɆɓɎɏ ɕɎɞɎɘɋ ɓɆɒ ɕɔ ɆɊɖɋɗɆɒ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ support@tenable.com, 

sales@tenable.com ɎɑɎ ɕɔɗɋɘɎɘɋ ɓɆɞ Ɉɋɇ-ɗɆɏɘ ɕɔ ɆɊɖɋɗə http://www.tenable.com/. 

mailto:support@tenable.com
mailto:sales@tenable.com
http://www.tenable.com/
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Ⱥ ȶȺȸȻȬȹȴȴ TENABLE NETWORK SECURITY  

ȰɔɒɕɆɓɎɥ Tenable Network Security, ɈɋɊəɟɆɥ ɐɔɒɕɆɓɎɥ Ɉ ɔɇɑɆɗɘɎ ɐɔɒɕɑɋɐɗɓɔɉɔ 

ɒɔɓɎɘɔɖɎɓɉɆ ɇɋɍɔɕɆɗɓɔɗɘɎ, ɥɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ ɗɐɆɓɋɖɆ əɥɍɈɎɒɔɗɘɋɏ Nessus, Ɇ 

ɘɆɐɌɋ ɗɔɍɊɆɘɋɑɋɒ ɖɋɞɋɓɎɥ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɐɑɆɗɗɆ, ɓɋ ɘɖɋɇəɤɟɋɉɔ ɆɉɋɓɘɔɈ, Ɋɑɥ 

ɓɋɕɖɋɖɡɈɓɔɉɔ ɒɔɓɎɘɔɖɎɓɉɆ əɥɍɈɎɒɔɗɘɋɏ, ɗɑɆɇɡɛ ɒɋɗɘ ɐɔɓɚɎɉəɖɆɜɎɏ, əɘɋɝɋɐ ɊɆɓɓɡɛ, 

əɕɖɆɈɑɋɓɎɥ ɌəɖɓɆɑɆɒɎ Ɏ ɔɇɓɆɖəɌɋɓɎɥ ɈɍɑɔɒɔɈ ɗ ɜɋɑɢɤ ɔɇɋɗɕɋɝɋɓɎɥ ɇɋɍɔɕɆɗɓɔɗɘɎ 

ɗɋɘɋɏ Ɏ ɗɔɔɘɈɋɘɗɘɈɎɥ ɘɖɋɇɔɈɆɓɎɥɒ FDCC, FISMA, SANS CAG Ɏ PCI. ȵɖɔɊəɐɘɡ ɐɔɒɕɆɓɎɎ 

Tenable, ɍɆɗɑəɌɎɈɞɎɋ ɖɆɍɑɎɝɓɡɋ ɓɆɉɖɆɊɡ, Ɏɗɕɔɑɢɍəɤɘɗɥ ɔɖɉɆɓɎɍɆɜɎɥɒɎ Ɏɍ ɗɕɎɗɐɆ 

Global 2000 Ɏ ɉɔɗəɊɆɖɗɘɈɋɓɓɡɒɎ əɝɖɋɌɊɋɓɎɥɒɎ Ɋɑɥ əɕɖɋɌɊɆɤɟɋɉɔ ɕɔɓɎɌɋɓɎɥ 

ɗɈɥɍɆɓɓɡɛ ɗ ɗɋɘɥɒɎ ɖɎɗɐɔɈ Ɋɔ ɒɎɓɎɒəɒɆ. ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɗɈɋɊɋɓɎɥ ɗɒ. ɓɆ Ɉɋɇ-ɗɆɏɘɋ 

http://www.tenable.com/. 
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ȻȼȴȷȺȲȱȹȴȱ A. Ȼȼȴȸȱȼ ɀȬȵȷȬ ȻȼȺȮȱȼȶȴ 

ȽȺȺȾȮȱȾȽȾȮȴɋ Ȱȷɋ ȺȽ UNIX  

ȵɖɎɒɋɝɆɓɎɋ. ȷɑɋɊəɤɟɎɏ ɚɆɏɑ (tenable_unix_compliance_template.audit ) ɒɔɌɓɔ 

ɕɔɑəɝɎɘɢ ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ Tenable Support Portal, ɖɆɗɕɔɑɔɌɋɓɓɡɏ ɕɔ ɆɊɖɋɗə 

https://support.tenable.com/support-center/. Ȩ ɣɘɔɒ ɚɆɏɑɋ ɕɋɖɋɝɎɗɑɋɓɡ ɕɖɔɈɋɖɐɎ 

ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix ɖɆɍɑɎɝɓɔɉɔ ɘɎɕɆ, ɐɔɘɔɖɡɋ ɒɔɉəɘ ɇɡɘɢ Ɉɡɕɔɑɓɋɓɡ ɗ ɕɔɒɔɟɢɤ 

ɒɔɊəɑɥ ɕɖɔɈɋɖɐɎ ɗɔɔɘɈɋɘɗɘɈɎɥ Ɋɑɥ ȴȷ Unix ɐɔɒɕɆɓɎɎ Tenable. Ȩ ɚɆɐɘɎɝɋɗɐɎɏ ɚɆɏɑ 

ɒɔɉəɘ ɇɡɘɢ Ɉɓɋɗɋɓɡ ɎɍɒɋɓɋɓɎɥ, ɓɋ ɔɘɖɆɌɋɓɓɡɋ Ɉ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ. 

 
# 

# (C) 2008 - 2010 Tenable Network Security, Inc.  

# 

# This script is released under the Tenable Subscription License and  

# may not be used from within scripts r eleased under another license  

# without authorization from Tenable Network Security, Inc.  

# 

# See the following licenses for details:  

# 

# http://cgi.tenablesecurity.com/Nessus_3_SLA_and_Subscription_Agreement.pdf  

# http://cgi.tenablesecurity.com/Subscripti on_Agreement.pdf  

# 

# @PROFESSIONALFEED@ 

#  

# $Revision: 1.11 $  

# $Date: 2010/11/04 15:54:36 $  

# 

# NAME  : Cert UNIX Security Checklist v2.0  

#  

# 

# Description  : This file is used to demonstrate the wide range of  

#    checks that can be performed using Tena ble's Unix  

#    compliance module. It consists of all the currently    

#    implemented built - in checks along with examples of all  

#    the other Customizable checks. See:  

#    https://plugins - customers.nessus.org/support -

center/nessus_compliance_checks.p df  

#                 For more information.                                  

# 

# 

###################################  

#      #  

# File permission related checks  #   

#       # 

###################################   

 

 

<check_type:"Unix">  

 

# Example 1.  

# File c heck example with owner and group  

# fields set and mode field set in Numeric  

# format  

 

<custom_item>  

 #system       : "Linux"  
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 type         : FILE_CHECK  

 description  : "Permission and ownership check /etc/inetd.conf"  

 info   : "Checking that /etc/inetd.co nf has owner/group of root 

and is mode '600'"  

 file         : "/etc/inetd.conf"  

 owner        : "root"  

 group        : "root"  

 mode         : "600"  

</custom_item>  

 

 

# Example 2.  

# File check example with just owner field set  

# and mode set.  

 

<custom_item>  

 #system       : "Linux"  

 type         : FILE_CHECK  

 description  : "Permission and ownership check /etc/hosts.equiv"  

 info   : "Checking that /etc/hosts.equiv is owned by root and mode 

'500'"  

 file         : "/etc/hosts.equiv"  

 owner        : "root"  

 mode         : " - r - x------ "  

</custom_item>  

 

# Example 3.  

# File check example with just file field set  

# starting with "~". This check will search  

# and audit the file ".rhosts" in home directories  

# of all accounts listed in /etc/passwd.  

 

<custom_item>  

 #sy stem       : "Linux"  

 type         : FILE_CHECK  

 description  : "Permission and ownership check ~/.rhosts"  

 info   : "Checking that .rhosts in home directories have the 

specified ownership/mode"  

 file         : "~/.rhosts"  

 owner        : "root"  

 mode         : "600"  

</custom_item>  

 

 

# Example 4.  

# File check example with mode field having  

# sticky bit set. Notice the first integer in  

# the mode field 1 indicates that sticky bit is  

# set. The first integer can be modified to check  

# for SUID and SGUID fie lds. Use the table below   

# to determine the first integer field.  

# 

# 0   000   setuid, setgid, sticky bits are cleared  

# 1  001  sticky bit is set  

# 2  010  setgid bit is set  

# 3  011  setgid and sticky bits are set  

# 4  100  setuid bit is set  
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# 5  101  setuid and sticky bits are set  

# 6  110  setuid and setgid bits are set  

# 7  111  setuid, setgid, sticky bits are set  

 

<custom_item>  

 #system       : "Linux"  

 type         : FILE_CHECK  

 description  : "Permission and ownership check /var/tmp"  

 info   : "Chec king that /var/tmp is owned by root and mode '1777'"  

 file         : "/var/tmp"  

 owner       : "root"  

 mode      : "1777"  

</custom_item>  

 

# Example 5.  

# File check example with mode field having  

# sticky bit set in textual form and is owned by root.  

 

<cus tom_item>  

 #system       : "Linux"  

 type         : FILE_CHECK  

 description  : "Permission and ownership check /tmp"  

 info   : "Checking that the /tmp mode has the sticky bit set in 

textual form and is owned by root"  

 file         : "/tmp"  

 owner       : "root "  

 mode      : " - rwxrwxrwt"  

</custom_item>  

 

####################################  

#       # 

# Service/Process related checks   #  

#       #  

####################################  

 

# Example 6.  

# Process check to audit if fingerd is turned  

# OFF on a given ho st.  

 

<custom_item>  

 #system   : "Linux"  

 type    : PROCESS_CHECK 

      description  : "Check fingerd process status"  

 info   : "This check looks for the finger daemon to be 'OFF'"   

 name   : "fingerd"  

 status    : OFF  

</custom_item>  

 

# Example 7.  

# Process ch eck to audit if sshd is turned  

# ON on a given host.  

 

<custom_item>  

 #system    : "Linux"  

 type    : PROCESS_CHECK 

      description  : "Check sshd process status"  

 info   : "This check looks for the ssh daemon to be 'ON'"  
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 name   : "sshd"  

 status    : ON  

</c ustom_item>  

 

###############################   

#         #   

# File Content related checks #  

#         #       

###############################  

 

# Example 8  

# File content check to audit if file /etc/host.conf  

# contains the string described in the regex fie ld.  

#  

 

<custom_item>  

 #System    : "Linux"  

 type    : FILE_CONTENT_CHECK 

 description   : "This check reports a problem if the order is not 'order 

hosts,bind' in /etc/host.conf"  

 file    : "/etc/host.conf"  

 search_locations : "/etc"  

 regex    : "order hosts,bi nd"  

 expect    : "order hosts,bind"  

</custom_item>  

 

# Example 9  

# This is a better example of a file content check. It first looks  

# for the string ".*LogLevel=.*" and if it matches it checks whether  

# it matches .*LogLevel=9. For example, if the file was  to have LogLevel=8  

# this check will fail since the expected value is set to 9.  

#  

  

<custom_item>  

 #System         : "Linux"  

 type         : FILE_CONTENT_CHECK 

 description    : "This check reports a problem when the log 

level setting in the sendmail.cf fi le is less than the value set in your 

security policy."  

 file         : "sendmail.cf"  

 search_locations  : "/etc:/etc/mail:/usr/local/etc/mail"  

 regex         : ".*LogLevel=.*"  

        expect         : ".*LogLevel=9"   

</custom_item>  

 

# Example 10  

# With comp liance checks you can cause the shell to execute a command  

# and parse the result to determine compliance. The check below determines  

# whether the version of FreeBSD on the remote system is compliant with  

# corporate standards. Note that since we determin e the system type using  

# the "system" tag, the check will skip if the remote OS doesn't match  

# the one specified.  

 

<custom_item>  

 system   : "FreeBSD"  

 type   : CMD_EXEC 

 description  : "Make sure that we are running FreeBSD 4.9 or higher"  
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 cmd  : "uname ïa"  

 expect   : "FreeBSD (4 \ .(9|[1 - 9][0 - 9])|[5 - 9] \ .)"  

</custom_item>  

 

##################  

#   # 

# Builtin Checks #  

#   #  

##################  

 

# Checks that are not customizable are built  

# into the Unix compliance check module. Given below  

# are the list of al l the checks are the performed  

# using the builtin functions. Please refer to the  

# the Unix compliance checks documentation for more  

# details about each check.  

# 

 

 

<item>  

name: "minimum_password_length"  

description : "Minimum password length"  

value : " 14..MAX"  

</item>  

 

<item>  

name: "max_password_age"  

description : "Maximum password age"  

value: "1..90"  

</item>  

 

<item>  

name: "min_password_age"  

description : "Minimum password age"  

value: "6..21"  

</item>  

 

<item>  

name: "accounts_bad_home_permissions"  

descrip tion : "Account with bad home permissions"  

</item>  

 

<item>  

name: "accounts_without_home_dir"  

description : "Accounts without home directory"  

</item>  

 

<item>  

name: "invalid_login_shells"  

description: "Accounts with invalid login shells"  

</item>  

 

<item>  

name: "login_shells_with_suid"  

description : "Accounts with suid login shells"  

</item>  
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<item>  

name: "login_shells_writeable"  

description : "Accounts with writeable shells"  

</item>  

 

<item>  

name: "login_shells_bad_owner"  

description : "Shells with bad owner"  

</ item>  

 

<item>  

name: "passwd_file_consistency"  

description : "Check passwd file consistency"  

</item>  

 

<item>  

name: "passwd_zero_uid"  

description : "Check zero UID account in /etc/passwd"  

</item>  

 

<item>  

name : "passwd_duplicate_uid"  

description : "Check dup licate accounts in /etc/passwd"  

</item>  

 

<item>  

name : "passwd_duplicate_gid"  

description : "Check duplicate gid in /etc/passwd"  

</item>  

 

 

<item>  

name : "passwd_duplicate_username"  

description : "Check duplicate username in /etc/passwd"  

</item>  

 

<item>  

name : "passwd_duplicate_home"  

description : "Check duplicate home in /etc/passwd"  

</item>  

 

<item>  

name : "passwd_shadowed"  

description : "Check every passwd is shadowed in /etc/passwd"  

</item>  

 

<item>  

name: "passwd_invalid_gid"  

description : "Check every GI D in /etc/passwd resides in /etc/group"  

</item>  

 

<item>  

name : "group_file_consistency"  

description : "Check /etc/group file consistency"  

</item>  

 

<item>  
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name: "group_zero_gid"  

description : "Check zero GUID in /etc/group"  

</item>  

 

<item>  

name: "group_dupl icate_name"  

description : "Check duplicate group names in /etc/group"  

</item>  

 

<item>  

name: "group_duplicate_gid"  

description : "Check duplicate gid in /etc/group"  

</item>  

 

<item>  

name : "group_duplicate_members"  

description : "Check duplicate members in / etc/group"  

</item>  

 

<item>  

name: "group_nonexistant_users"  

description : "Check for nonexistent users in /etc/group"  

</item>  

 

</check_type>  
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ȻȼȴȷȺȲȱȹȴȱ A. Ȼȼȴȸȱȼ ɀȬȵȷȬ ȻȼȺȮȱȼȶȴ 

ȽȺȺȾȮȱȾȽȾȮȴɋ Ȱȷɋ ȺȽ WINDOWS  

ȵɖɎɒɋɝɆɓɎɋ. ȷɑɋɊəɤɟɎɏ ɚɆɏɑ ɒɔɌɓɔ ɕɔɑəɝɎɘɢ ɝɋɖɋɍ ɕɔɖɘɆɑ ɕɔɊɊɋɖɌɐɎ Tenable 

Support Portal, ɖɆɗɕɔɑɔɌɋɓɓɡɏ ɕɔ ɆɊɖɋɗə https://support.tenable.com/support-center/. Ȩ 

ɚɆɐɘɎɝɋɗɐɎɏ ɚɆɏɑ ɒɔɉəɘ ɇɡɘɢ Ɉɓɋɗɋɓɡ ɎɍɒɋɓɋɓɎɥ, ɓɋ ɔɘɖɆɌɋɓɓɡɋ Ɉ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ. 

Ƀɘɔɘ ɐɔɓɐɖɋɘɓɡɏ ɗɐɖɎɕɘ ɓɆɍɡɈɆɋɘɗɥ 
financial_microsoft_windows_user_audit_guideline_v2.audit  Ɏ ɔɗɓɔɈɡɈɆɋɘɗɥ ɓɆ 

ɔɇɟɋɒ ɖəɐɔɈɔɊɗɘɈɋ ɕɔ ɕɔɈɡɞɋɓɎɤ ɍɆɟɎɟɋɓɓɔɗɘɎ ɕɖɎ ɆɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɎ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ. ɃɘɆ ɕɔɑɎɘɎɐɆ ɖɆɗɗɝɎɘɆɓɆ ɓɆ ɖɆɍəɒɓəɤ ɕɔɑɎɘɎɐə Ɉ ɔɘɓɔɞɋɓɎɎ ɕɆɖɔɑɋɏ, 

ɕɔɑɎɘɎɐə ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ Ɏ ɔɇɋɗɕɋɝɎɈɆɋɘ ɖɋɉɎɗɘɖɆɜɎɤ ɗɔɇɡɘɎɏ ɈɛɔɊɆ Ɉ 

ɗɎɗɘɋɒə Ɉ ɌəɖɓɆɑɋ ɗɔɇɡɘɎɏ ȴȷ Windows. 

 
# (C) 2008 Tenable Network Security  

# 

# This script is released under the Tenable Subscription License and  

# may not be used from within scripts re leased under another license  

# without authorization from Tenable Network Security Inc.  

# 

# See the following licenses for details:  

# 

# http://cgi.tenablesecurity.com/Nessus_3_SLA_and_Subscription_Agreement.pdf  

# http://cgi.tenablesecurity.com/Subscription _Agreement.pdf  

# 

# @PROFESSIONALFEED@ 

#  

# $Revision: 1.2 $  

# $Date: 2008/10/07 15:48:17 $  

# 

# Synopsis: This file will be read by compliance_check.nbin  

#     to check compliance of a Windows host to   

#           typical financial institution audit policy     

# 

 

<check_type:"Windows" version:"2">  

<group_policy:"User audit guideline">  

   

 <item>  

 name: "Enforce password history"  

 value: 24  

 </item>  

   

 <item>  

 name: "Maximum password age"  

 value: 90  

 </item>  

   

 <item>  

 name: "Minimum password age"  

 value: 1  

 </item>  

 

 <item>  

 name: "Minimum password length"  

 value: [12..14]  
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 </item>  

 

 <item>  

 name: "Account lockout duration"  

 value: [15..30]  

 </item>  

  

 <item>  

 name: "Account lockout threshold"  

 value: [3..5]  

 </item>  

   

 <item>  

 name: "Reset lockout accoun t counter after"  

 value: [15..30]  

 </item>  

   

 <item>  

                name: "Audit account logon events"  

                value: "Success, Failure"  

 </item>  

 

        <item>  

                name: "Audit logon events"  

                value: "Success, Failure"  

 </item>  

  

</group_policy>   

</check_type>  

 

 


