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LtZzg 00t O K z0n) 0D @t¢, ELAATOOTLTOL q

t KpzL 6s¢ 021 ] KtOWH.AUDIT

Ldboldoy dQayecabyaogqadeyY doosdqodsd¥Yy .addty ylrjo yWisddjows
degq3YFEaecbo 029a0doFEoaYdoIEbbgy o9qedosod3gy eoFEya. Eeveax3qgbbg
DO} o@f dIKEosc Igeoabgb¥Ygq edolgdoe dEfa¥Y3bge c¢ceoa6cfr o23IEoqac
bEed¥Ynqgqd bEdsdoqe dgqdosdE, EFE 95FeRq ¢€o2aqq o2¢) Ye 6do3qgqdo
aoeFacbge eo2a¥a¥Ye ¢gqfocEdbodoa¥Y. nd¥ompgqdg 3 bEdsoy}gqn daor
coydbagbyYy.

éjs Odgeoacr o23EbYqqekEdgs

LAQYbFEdbgq Y (qloybgqgq eF3g3e¥Y cdY fEFeavy3qgqbyvYy
Jr EYnpofr Eogbyqogn¥Y, fE Ydeavy3aqb¥Yqon daqdevy)] Ye

1. E edodqdeFe doosdqgqoadsasld¥Yy o0ec6qdE3Yobboy dHY
deq3YFEaecbgg e2ay, bEedY¥Yonqd CRLF Y ®»3IEdcdy Qc
goedFaebho, Ydecoaefroaysq o0QqYbEdbggq eveEdgzeyY. ¢
eF3g3qe eo2ay, ©295095dgq doaoaRbg ¥Ybosqgqdedgoa¥YdodeE
Jgdqgqaysea.

yEedYonaqd:

expect: 'First line \r\ nSecond line \r\nJohn\'s Line
2. O3oybgq evREIgseY ¥dgpavosddFEOFY sc0aqy incl
exclude _paths EFoadYsEF WindowsFiles.

ndY Ydecoaoaecfr o23IEDBYY 3 02009 arvgojo o9YecFE (descr
dsadoe, doqgqdREJ] Ye o0QqYbEdbgqgq Ya¥Y Qq3oybgqgq ekl
Ye o0¢dEgooseY:

a. E eE3qdobige beFHlIgRrqe pDORDO Ydeooecfr o23IFoc ®©
6do09Y3oeo2a9RbOj O 9YecFE.

VEedY¥nqgd:

expect: "This is John's Line"
expect: 'We are looking for a double - quote - ".*

b. YoRbo J3gdgqaysc JIbasdqbb¥Yq ©eEFE3gszeY¥Y d s0oDC
>qdsg (922a0a6ea (q3oybgqgq eveEldgszeY).

yEeWoad:

expect: "\ "Text to be searched o
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TLZ ¢ KOd¢gt )

Edg edoddpdew¥dqoadeady¥Yy dqay L) Windows (oaoaRbg ¢€gsc YbeEFeds
f Zeaxvy3>gb¥Yy obgqR(e checkhtymebafBoYbE3a>qb¥Ygn Windows, E sEFeRq o
Jqddyy 2:

<check_type:"Windows" version:"2">

ndyYonqd edodgqde¥Y doosldgqoadsosd¥Yy day L) Windows pDoIRbBO ecodnp.
¢ndYaoRqbYq Beé. ndodqdef bEzdhbcEdypedy W¥oq¥#fd&pgodBEEzqbYq
Wi ndows Y 3qdd¥y 2, Y + F<chebkatipé>Fagody o95q9j 90

Boso bgogeod¥Yno day 992} 9, 3909 mbyRdbgp Eaguy 2] jausitliYmedZo ws
oFfya03, 6dgqdbErbEzgqbbge Qay-alygoUridej OFYoroZPwoy¥ng) .

OOpmp¢g 6 y pOBO6 | q

] Ybo FedRFya.8udit do qgqdRYs vavy3>qdggq daosdIEFE, ®©oso2dggq bpbo2jas ¢g
dEfrayY3abgon 9YcEnd +rDEae@adbyYybqQYIVYJoEavVYrESIEYDEda2dqadoo dEf qc
2eYdg3IEyosdy ysY evavy3qdgq dads3FE Y a2o0dpopFos (dJEbbge, evos0dg

vdfr HOdzdzr A
JagdeaY) Yq o5Yeg (QFbbge pnojoas €gose 33Iqdqbg dQay edo3qdqgby

dbYeg (EDbDbge LeYdEDYq

DWORD L s 0 Q@47 483 647
RANGE [X..Y] j QqoX sobBE3>qbYq oYecE DWORD E¥ dyw oMl
f bE3>gbY¥Yq 9YecE DWORD Ya¥ MAX

ndy¥oaqdg:

value data: 45
value_data: [11..9841]
value_data: [45..MAX]

Odopnpq 992j9, 3Ydaoldgq fbEzqbYy pnojos o0spqa3FasksdqagyYndoal
260f bE3>qbYy Ye crbhbERE@8qUodbEidsEBiMyYabgnyY +bE3xgqbYyny.
FTqdosbEFE(Q3aEoasqdy¥as>boq fbEzgqb¥Yq Y fbEeY pDojoas €gsc 2€dqQQyYbql
ydayysdy (qoeadoa¥ngny¥Y (¢€qfr doosdgsoasdsdav),qy bpbpqgqoey¥Y 3 deo¢g:
REGI STRY_SETTI NG Jay POLI CY_DWORD:

value_data: -1 (signed)

value _data: +10 (s igned)
value_data: 10 (unsigned)

value_data: 2401649476 (unsigned)
value_data: [MIN..+10] (signed range)
value_data: [20..MAX] (unsigned range)
value_data: 0x800010AB (unsigned hex)
value_data: - 0x10 (signed hex)
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dazsy dg” § o' Oy j ded VW
J] aoRbgqgq 3gdbPRgmBBy Ydeoacr 03 Fowmldeydatdag oegqoy Ydeoaecfr 03IEDYYyY
dYn3oaod:

|| adaodboq 060

&&: oadaodboq O

| Q3o¥Yasbogq 060 (e0¢gY¥Yo2023IFy o26qdqE3Yy)

&: (Qq3o¥Yszbhoq O (c2¢Y92023Fy o26qdE3Yy)

( Y ): Qqay dEfj dEbY3gqgbYy daoRbge JgdERgqbYYy

value _data: 45 || 10
value _data: (45 || 10) && ([9..12] || 37)

1 sdzj check _type

Bo0o®»Ye e©6dolqgqde¥Y o0sa¥3FEqoady o295 ocketkdiypéd b o jen sbgdeogqg 62 ay
Ydeoaecfroaqody 3 bE3Faq eFERojo oBEyaFE Eoa(QqYosE dQay o¢gofr bEs
(Windows, WindowsFiles, Uniox,e olnagt aybyaasyeq,s dQji sbcqoo)g.y fBfs qa 6 b
poRgs edYonqbysedy vauerddtd 3Jq)b YWiondows qay o9e6dgdqaqb¥Yy osYecl
Jgeoabygnoy edodqdely. EofrpoRbg daqQaxy) ¥Yq fbE3zqgb¥Yy:

CHECK_ _EQUAL: ddE3IbYoscec o29qFaqbbogq fbE3qb¥Yq do fbE3zqb¥Yqr
oo9doosdehdcKiype Ydeoacfoaqoady 69 a9D203FEbYr)

CHECK_ _EQUAL_ANY: do3qdyqse, edqY¥doosdwmiledpm a9V osgERQgy Y
¢g dFf 3 de¥Ydeq d¥Ydsqng

CHECK_NOT_EQUAL: edo3gqdyqs, 95a¥3Fgsosdy aY oaqKFaqgbboq +
600Y9sYeY

CHECK_GREATER_THAN: ¢d23qduya%, o wddbvaqadaxqby¥Yq ¢oa
Qb fbE3>qb¥Yqgq Yf 00aYos¥YeY¥Y

CHECK_ _GREATER_THAN_OR_EQUAL: edo3qdyqse, qqyds3d¥yYsqach:
f bE3qb¥Yq ¢€2a066q Ya¥Y dqEJIbo fbE3qb¥YYyY Yf c0a¥YosYeyY
CHECK_LESS_THAN: do23qdyqgqs, Qqgqydsd3¥Ysqacho a¥Y odqFaqbhhb:
f bE3>qb Yoo dr¥os Ye Y

CHECK_ _LESS_ _THAN_OR_EQUAL: edo23qdyqs, qqyds3d¥Ysqacho a?
pgbeeq YaY¥Y dE3IbOo fDbE3zgb¥YY Y¢f c020YosYeY

CHECK_REGEX: edo3qdyqs, doosdgsosdsasdoaqgqs a¥ oa(qQFagbboq ¢

JgdERgqbYY, dodQqqdREjJgpnady 3 fbE3qb¥YY Yoo cdadradeory ( q ¥ «
POLICY_TEXT ¥ POLICY_MULTI _TEXT)

CHECK_SUBSET: ed23qdyqs, ylayqeasdy a¥fY a(qFaqgqbbgy deYdor
deYdeEZ ACL e2a¥osY¥Ye¥Y (yo95F e6dodqdelF dEgoosFEqs 92aceeda do

CHECK _ SUPERSET: edo23qdyqs, Jear3FEqgqs a¥Y oaqEFaqgbbgy dg¥Yc
co00YoaYeY (dE€osKFqs so2aceeo d aVeEYy) YooY cdEI deYdeEoY /

Rq 6dY3qQagqb ed¥oqd EFEa(dYoFKE, e2f3oayr)qjo o2¢q(d¥Yoecdy, 3
ueste (jodoese) bqgqoe ddqdyY e3gobge fEeYdgqy o9YeFE Guest.
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<custom_item>
type: CHECK_ACCOUNT
description: "Accounts: Ren ame guest account"
value_type: POLICY_TEXT
value_data: "Guest"
account_type: GUEST_ACCOUNT
check_type: CHECK_NOT_EQUAL
</custom_item>

E daoaaz>Eq avy¢o2fjo (ddojojo f+bE3qb¥Yy, e©doonq Guest (jodsc),
gadqes bEydabo fbEz>qbdbG¥s Geequs ba &doydqb.

} sdzgj i1 nfo

Vgo@éuyr Eoqac binfaq neodRagep Ydeoaecfr 903Foscdy qay bpEdeYdoleY evER(Q
o(dboy YaY bqgqdeoace¥Yn¥Y 3bgeb¥Yo¥ ddgaeveFEon¥Y. VyEed¥nqgqd, yo09
Qay Jear3qb¥Yy ddgaoe Yf 959j o3 CCE BEBYy El SEeRHEoqifoggce!
3Jbqeb¥q ddgaey¥Y dEdeq3EsglErysdy e6dY oeveob3EFosqaecbhon EaQ¥Yso
2902¢dEREYysady 3 02093qoq Nessus Ya¥Y 3qdqf Ybosgdeqyd Secur |

3JqQgb ed¥opgd e2a0Ys¥YeY KFo(QqYosF eFdoaqy, ®©o909dEy ¢€g

gdY
0Bb® J3gngsesagbbay ©odeodEoaYIboay e02a¥sYea:

o,<-

<custom_item>
type: PASSWORD_POLICY
description: "Password History: 24 passwords remembered"
value_type: POLICY_DWORD
value_data: [22..MAX] || 20
password_policy: ENFORCE_PASSWORD_HISTORY
info: "Corporate Polic y 102 - A"
</custom_item>

6dayY 3 oQqQYDb FoQq¥Ys bgqoédeod¥no Jeavy3¥sc bgdeoacedo ddgaoe
odofrbE3qbboy evarvazdniogp woaRBad2o0Ydecooecr oaIEosw EwnydqayYsqac
20f bE3qbYy bqgqdeosoaceYe dosdoe. VEed¥nqd, dqFEddonosd¥sq da

<custo m_item>
type: CHECK_ACCOUNT
description: "Accounts: Rename Administrator account”
value_type: POLICY_TEXT
value_data: "Administrator"
account_type: ADMINISTRATOR_ACCOUNT
check_type: CHECK_NOT_EQUAL
info: 'Ron Gula Mambo Number 5 \ nCCE 60\ nTenable Bes t Practices Policy
1005- a'
</custom_item>

ndY +Feoadeq d co9p2)6ry ddgqQqdoasl po B Fbabey YqdoBogY¥YoFE 3IgQqEq:
daqgQer¥v) Yy dgqfroacoFo:

# lopt/nessus/bin/nasl -1192.168.20.16 ./compliance_check.nbin
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Windows Compliance Checks, version 2.0.0

Which file contains your security policy : Jtest  _v2.audit
SMB login : Administrator

SMB password :

SMB domain (optional) :

"Accounts: Rename Administrator account": [FAILED]

Ron Gula Mambo Number 5
CCE 60
Tenable Best Practices Policy 1005 -a

Remote value: "Administrator"
Policy value: "administrator"

Z K¢ ©OT t | tACD

E ys2opnp dFEf qgqaqg o9e¥Ydg
YaY ecFeeF RqaFgqopgq bE

) tso jteSd Cmdstesdy HsMiskEfO € W02 O

Odsoacfr 23IEDbYq

<file_acl: ['name"]>

JEgqoady dYbosFed¥Yd, Ydecoaecfoaqpgy (auy
dodoyeY 3 ACL.

<user: ["user_name"]>
acl_inheritance: ["'va lue”]
acl_apply: ["value"]
(optional) acl_allow: ["rights value"]
(optional) acl_deny: ["rights value"]
</user>

</acl>

] eYdoe evoffladla®eg E (ACL) (ay eoEyaol o2edqqdile@addy evavyzqdg
Obpy deYdeFE ACL oaRbo ¢goc obvvoROob gm,aossrad@ge agjr 0 I Esc d
yagongbson dEfrdgafpayd Qajye¥doe ACL day aFEyad3d poRgos do(c
bgdeocoaceds eo2acfro23IFEoqacdey¥Ye frFEeYdqy.

] 3yr Ebbgq oYeg|Ooscoadoa¥Yngq oYeg

acl_inheritance not inherited (bq bEdagdaqsdy)
inherited (bEdaqdeaqsdy)
notused ( bq Ydeoacecfroaqody)

acl_apply this folder only (9220ced yosFE s
this object only (92a6e2 Y9929
this folder and files (yYyoF eEsg:
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t his
t his
>Ewng)
files
subfol der s
subfol der s

acl_allow
acl_deny

BsosY
L)y Ya edEIE

ful
modi fy

contr
(Yr¥

recad &execut e
(3YsEosc)

read
write
I i st
cFoceyY)

(fr Es

t EdeYdqgbbgq

ful

traverse f
Ydeoabyse

listfolder [/ r
cEFeceyY |/

read attr.i

contr

read exten
EoadYgaonsg)
create fil
AQEbbgaq)
create
do¢EFla

write

f ol
ysec

attr

ext e
59)

write
EoadYga
del et e
del et e

read per mi

change permis si ons

take owner

yYRaqa edY¥3qdab ed¥onqd

<file_acl: "ASU1">

boltstemsdj

folder
folder,

only

cEdEpagsdg

fol der

Yo Esac

subfol der
(@QqFaysc)

sqedso ¥

ftc@HA@IE 00T enabl e

and subfolders

subf ol der s

(y»s
and fi

(92a6eo
only
and

>Eyag)
(s2a0ac6eo eo2(deke:
files only (992a

ydayyoasdy bgodyr Eoaq

daqQe~¥) Yq:

ol (eoabgy
pqbysc)

(3Y9Eosa

eoboadoac)

Y Ydecoabyosc

Ydg3Esc)

contents (e2083FE»sc

cdFIE daqQavxy Yq:

ol (eocoabgy evobsosdoac)

ol der / execute file

aFya)

ead data (e2aa3Fac

QEbbgaq)
(3>Y9FEosa

attributes

d

but es
ded

Fod¥Y¢gao
(3>Y9FE
write data

es [/ (dor

der s [/
QEbbgaq)
i but es

nded

FdEZpEmd & dHteae Y(

(fr EeYdg3Esc FE
attributes (fEeg

and fil es

(aq

ssions (3Yo9Foase dEfdq:
(Yfroqbyse dEFf dqe
ship (dsEbod¥Ysecdy J3a

eoboadoay .Aditdsack e

Net wor k
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<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This folder, subfo Iders and files"
acl_allow: "Full Control"

</user>

<user: "System">
acl_inheritance: "not inherited"
acl_apply: "This folder, subfolders and files"
acl_allow: "Full Control"

</user>

<user: "Users">
acl_inheritance: "not inherited"
acl_app ly: "this folder only"
acl_allow: "list folder / read data" | "read attributes" | "read
extended attributes" | "create files / write data" | "create
folders / append data" | "write attributes" | "write extended

attributes” | "read permissions”
</user>

</acl>

) e j S d Ctdstesdy HEsfskfO ¢ tojj Msklk

Odeoacfr 23IEDYq

<registry_acl: ['name"]>

<user: ["user_name"]>
acl_inheritance: ["value"]
acl_apply: ["value"]
(optional) acl_allow: ["rights value"]
(optional) acl_deny: ["rights value"]
</user>

</a cl>

] eYdoe ACL Qqay dgqoqdsdFE o6daq@qdugegisryd acl e a v 3Opiggtbde £ ACL
QoaRbo ¢€gosc oabYeKFaecbgpn, 3920¢g qjo pboRbos €gaos Ydeoac+ o3|

Qay dggdsdFE. Je¥Ydoe ACL dQay dgqqdsdE pnpoRgs dodqgqdREsce 29Q
co0GfoOIEoquibadedgy .

] 3ur Ebbgq oYeg|Oosadoa¥Yngq o5Yeg

acl_inheritance not inherited (bq bEdaqQeqgsdy)

inherited (bEdaqQaqgqsdy)
not used (bg Ydeoacfoagody)
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acl_apply this key only (9206e2 ysd29 dFErf
this key and subkeys (yoso9 dErf
subkeys onlyo(eaBu@eogk

acl_allow BosY cEdEpnqgsdg ylayxysdy bqoguyr Eosq
acl_deny Qay 96dgdgqagqb¥Yy edE3, ®vosodgq 609
cdY¥Ynpqgqb¥osqgachos © oéddqesa.

L 3 Ya edE3IE dagqQQavy) Yq:

full control (eoabgy ®evobsosdoac)
read (3YsEsc)

t Edeydgbbgq edEIH:dagdavy Y

full control (eocoabgy ®eobsdoac)
guery value (frEFEedEeY3IEosc fbE3q
set value (fEQE3IEosc fbE3qb¥Yq)

create subkey (dofr qEIEosc e9092QqdE:
enumer ate subkeys (dof qQEIEosc ¢
co0(qdFEf dqaod)

notify (8a3qdopbpaysc)

create | ink (dofr QEIEse ddgaes)
del et e (69 QEays

write dac (fEe¥YdgdEscec 3 deYdoe
9do3bg e2aG6fo23Eosqaqy)

write owner (fEeYdgdEse JaEKEdqa
read control (Y9Foac deY¥Ydoe eo

YyYRg edqY¥3qdqb 6dY¥nqd sqedoF deVYdeF evodbByofudi godosecF e

<registry_acl: "SOFTWARE ACL">

<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This key and subkeys"
acl_allow: "Full Control"

</user>

<user: "CREATOR OWNER">
acl_inheritance: "not inherited"
acl_apply: "Subkeys only"
acl_allow: "Full Control
</user>

<user: "SYSTEM">
acl_inheritance: "not inherited"
acl_apply: "This key and subkeys"
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acl_allow: "Full Control"
</user>

<user: "Users">
acl_inheritance: "not inherited"
acl_apply: "This key and subkeys"
acl_allow: "Read"

</user>

</acl>

l eso jt6Cd Cdzstesd HBMisEfO ¢ fMokzye Odk

Odeoacf 23IEDYq

<service_acl: ['name"]>

<user: ['user_name"]>
acl_inheritance: ["value"]
acl_apply: ["value"]
(optional) acl_allow: ["rights value"]
(optional) acl_deny: ["rights value"]
</user>

</a cl>

] eYdoe ACL Qqay dasaR¢ 26dq@amomypanice ack a xGomy gcbe Yde B ACL
oaRbo #€goc oabYeFKFaecbgn, 390¢g qj9 pboRDbO €gaos Ydeoaef o3
Qay dosaR¢g. Je¥Ydoe ACL qay daaR¢ pnbpoRgs doqqdREse o(Qdba Y.
co0G6foO3Eosqacde¥Ye fEeYdqy

] 3yr Ebbgq oYeg|Ooscoadoa¥Yngq oYeg

acl_inheritance

not inherited (bg bEdaqdaqgsdy)
inherited (bEdaqQaqosdy)
not used (bq Ydeoacroaqgqody)

acl_apply this object only (92a6ed2 Y999
acl_allow BoaY cEdEonqsdg ydayrsdy bqgqogyr Esq
acl_deny Qay 96dgqdgqaqb¥y edFE3, ®vosodgq 609

cdYnqbY¥Ysqacho © o0¢dqess.

L) Ya edE3IE dagqQQavy) Yq:

full control (eoabgy ®evobsdoac)
read (3Yo9Esc)
start, stop and pause (frFEecodeF

cdYodoEbEFEIaY3IEoG)
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write (frFEeYdgdEosc)
del ete (@®aqQEFayse)

t EdeYodbagg e dEIE daqdaxy Yq:

full control (eoabgy ®evobsosdoac)
del ete (aQKEaysce)

qguery template (299¢dFIaysc +Es
change template (Yfrongbyscec GE¢a
guery status (299e6dFE3aysc ¢+ Fedo

enumer ate dependents (dofr QEIE>s
f E3YdYpnge)

start f Ecode Esc)

stop (odoEbEIaY3IEsc)

pause and continue (edYodosEbESJ
interrogate (96dFEeY3IEosc)

user-def i ned control (o9edqdqaqgbhba
96 dFIaqb¥Yq)

read permi ssions (3YsEsc dEfdq
change permissions (Yfropgqbysc d
takeowner shi p (dsEbodY¥Ysecdy 3aFEdqa

ndY¥onqd e6do3qdey¥Y evobosdoay qodooecF © daoaR€EDp e6d¥Y3Iqdqb bY:

<service_acl: "ALERT ACL">

<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This object only"

acl_allow: "query template" | "change tem plate" | "query status" |
"enumerate dependents” | "start" | "stop" | "pause and continue" |
"interrogate" | "user - defined control" | "delete" | "read
permissions" | "change permissions" | "take ownership"
</user>
</acl>

) tso j oS d € sdzstetsd O @ME O Ldedim cth

Odsoacfr o23EDYq

<launch_acl: ['name"]>

<user: ["user_name"]>
acl_inheritance: ["value"]
acl_apply: ["value"]
(optional) acl_allow: ["rights value"]
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(optional) acl_deny: ["rights value"]
</user>

</acl>

] eYdoe |l aunch AGLd y sedagydqaodyggolaudch @ oo Opny deYdeE ACL (doaR
#goec obYeFaebgn, 3902¢g qjo pbpoRDbO ¢€gao Ydeoacfro3IFose d y
DCOM. Je¥doe | aunch ACL paoRqos dodqgqdREsec o9(dba Ya¥ bqdeo

rEeYdqy.

] 3ur Ebbgq oYeg|/Oosoadoa¥Yngq 5Yeg

acl_inhe  ritance not inherited (bg bEdaoqQdeaqgosdy)
i nherited (bEdagdagsdy)

acl_apply this object only (92a6ced2 Y999

acl_allow BoaY cEdEpgqsdg ydayrysdy bqgqogyr Eoaq

acl_deny Qay 96dgqdgqaqb¥y e6dE3, ®vosodgq 609

cdYonqbYoasqgachmoee ogdqe

L1 Yq edEIE daqdeavy Yq:

| ocal | aunch (oaoeFacbgy fEesode
remote | aunch (aqFaoaqgbbgy fEead:
| ocal activation (aoeRZacbFy Ee

remote activation (oaQqFaqbbFy E°

A BoobeYdoe ACL dEgoosEKFEqos 92aced2 Qqay J|] Window
s day MWjndows 2000).

ndY¥onqd do3qdey¥Y evoboasdoay (dodoseF day 2e6qdE3Yy | aunch (:

<launch_acl: "2">

<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "Remote Activation"
</user>

<user: "INTERACTIVE">

acl_inheritance: "not inherited"

acl_apply: "This object only"

acl_allow: "Local Activation" | "Local Launch"
</user>

<user: "SYSTEM">
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acl_inheritance: "not inherited"

acl_apply: "This object only"

acl_allow: "Local Activat ion" | "Local Launch"
</user>

</acl>

ltoso jteCd Ctdelstesdzy twOLtejh jddw LOfEMEO Launch?2

Odsoacf 23IEDYQq

<launch2_acl: ['name"]>

<user: ['user_name"]>
acl_inheritance: ["value"]
acl_apply: ["value"]
(optional) acl_allow: ["rights value"]
(optional) acl_deny: ["rights value"]
</user>

</ac |>

] eYdbaunch2 ACL (de¥Ydoe eobosdoay (Qqodososael qay +FeodeEF 2
daodtamch2 acl . Opy deYdeE ACL QoaRbo ¢gsc abYeFaecbgn, 390
Ydeoocfr o yHBaogdboson cdFI frEeoadeFE DCOM. jJe¥doe | aunch2 AC
odooclf ficadeE 2) poRqos doqqgqdREsc o0(dba Ya¥Y bqgqdeoaeced ¢
fr EeYdqy.

] JyrEbbgqgq o9Ysg/lOosoads¥Yngq 9Yeg

acl_inheritance not inherited (bq bEdaqQeqgsdy)

inherited (bEdaqQeaqosdy)

acl_apply this object only (92a6ed2 Y999
acl_allow BoaY cH®HBHmY ydayrsdy bgqogyr Eoasqachg
acl_deny Qay o92s6dqdqagqb¥Yy sdE3, evoosodgq 60

cdYonqb¥Y¥asqaecho © o¢dqeoas.
L¢3 Yqa edFEIFE dagqQdavy ¥Yq:

| aunch (fEFeade)

& ] eYdoe | aunch2 ACL (de¥Ydoe ®vobsoasdoay (Qodosasctk
92a6ed d dYdmdoWs Y200 Y NT.

ndY¥onqd 6do3qdey¥Y evoboasdoay (dodosaeF day 2e6qdE3Yy | aunch (:
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<launch2_acl: "2">

<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "Launch"

</user>

<user: "INTER ACTIVE">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "Launch"

</user>

<user: "SYSTEM">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "Launch"

</user>

</acl>

) s j S d € tsdzlsjietsjdazd e Ot s 2 f O

Odeoacfr 23IEDYq

<access_acl: ['name"]>

<user: ['user_name"]>
acl_inheritance: ["value"]
acl_apply: ["value"]
(optional) acl_allow: ["rights value"]
(optional) acl_deny: ["rights value"]
</user>

</acl>

] eYdoe ACL Qqay q6devg®#dgecedarsqglcess dohodaOmy deYdeE ACL
oaRbo ¢€gosc oabYeKFaecbgpn, 3920¢€g qjo pboRbos €gaos Ydeoac+ o3|
QodsogkZ DCOM. Je¥doe ACL Qay (dodososecBF pbpoRqs dodqdqREscec 9
co0dG6foO3IEosqacdeyYe fEeYdqy.

] Jyr Ebbgqgq o9Yesg/lOosoada¥Yngaqy oYs6

acl_inheritance not inherited (bq bEdaqQeqgsdy)

inherited (bEdaqQaqgqsdy)

acl_apply this object only (s2aG6ed2 ys925

acl_allow BoaY cEdEpngsdg ylayxysdy bqoguyr Eosq
acl_deny Qay 96dqgqdgqaqb¥y edE3I, ®vosodgq 609
gbedhgae o¢édgesa.
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L#3¥Yq sdEIE daqQdavy) Yq:

| ocal access (aoeFaecbgy Qqodsac
remote access (a(dqFagqbbgy (odsas

nd¥onqd e6do3qdey¥Y evobosdoay dodosoasckF e6d¥3dqdgqb bYRQ:

<access_acl: "3">

<user: "SELF">
acl_inheritance: "not inherited"
acl_apply: "This object only
acl_allow: "Local Access"
</user>

<user: "SYSTEM">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "Local Access"
</user>

<user: "Users">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_all ow: "Local Access"
</user>

</acl>

CK) 3y KOOTO6) 31| 6 O0jpTED

noacGcroIEosqacdeWwyyguqeygdbbFy 6do3qdel, 9e6dqdqaqgbbFy bBE 9
daod, 292e6dqdqqagb¥Yy e©eo290dge e6dq¥3gqdqbg bBYRq. yYRqgq ed¥Y¥3qdql
coaGcfro3FoaqacdeyYe yaqobpqbsold. OFRQEY saistongden? YbE3>YbEqoady
f EZeEb3>YJ3Fqodgustengitem» . E QEbbgq 9qj Y fEeavy3Esdy de¥Yde¥Y ¥
bgdeoace¥Ye rvarzzqropsmodigyd YboasqdedgsasyYdoeavyasdy EbEaYfr Eosodon
doos9s3qgqsdsd3y¥Yy day 3geoabgb¥Yy edqodqdely.

O0Fedgd Er¥)] Ya/lcwstgnm em> Y</item> qay 69 FEmiqulk deYe

FodYsodqdeYe ©dodqdoe ylayxsdy 3IfrEYpnofrEnqbygq

PASSWORD_POLICY

Odsoacfr a3 EDbYq

<custom_item>
type: PASSWORD_POLICY
description: ["description”]
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value_type: [VALUE_TYPE]

value_data: [value]

(optional) check_type: [value]

password_policy: [PASSWORD_POLICY_TYPE]
</custom_item>

Bsos yoaqpngbs e2a¥sYe do3qdyqgqs fbE3xqbYy, 9e6dqgqdqaq bgq
-> Security Settings -> Account Policies-> Password Policyée (yBdsdoye Wi n
YyVEdodoye¥Y dqr od EffbodaWeY o93qobge nonEFv¥e¥ cEdoaqy)

OFbbEWodqdeFE sdodoq¥sdy 6 asqbetUsegModals@et >od bk s ¥do3bqgo.

Oay o6YdEbYyYy 902j902, eFeoy yagonqgqbs ed2a¥YsYeY 3 09b028qbYY ¢l
Yo9Y yaqoqgboag Ydgc password palicyc aa@ocada¥png daqdgle¥)] Yq 9Ye

ENFORCE_PASSWORD_HI STORY (3qds¥Y RodbFa eEFEdoaqgy)
value_type: POLICY_DWORD
value_data: DWORD or RANGE [number of remembered passwords]

MAX|I MUM_PASSWORD_AGE (pEed¥YpobpHFaecbgy ddoe qgqydsasd¥Yy cEd:
value_type: TIME_DAY
value_data: DWORD or RANGE [time in days ]

MI NI MUM_PASSWORD_AGE (nb¥YbYoFaebgy ddoe qqgqydsd¥Yy ecEFEdoc
value_type: TIME_DAY
value_data: DWORD or RANGE [time in days]

MI NI MUM_PASSWORD_LENGTH (obpYbYopEFEaecbEyYy (qaYbBbE ecEKEdoay)
value_type: POLICY_DWORD
value_data: DWORD or RANGE [minimum number of characters in the password]

COMPLEXI TY_REQUI REMENTS (eFdoae oaRqb doosldgosdslodEs

29boeqbY¥YY daoRbodsos¥Y)
value_type: POLICY_SET
value_data: "Enabled" or "Disabled"

REVERSI BLE_ENCRYPTION (Qqay J3dqe eo2aG6f23Esqaqy Yos92ja (

Ydecoacf afs Yoogadif & d 0 3 BF)b Y q
value_type: POLICY_SET
value_data: "Enabled" or "Disabled"

FORCE_LOGOFF (dqoqd3Fy €qfoecBFdbodoac: ed¥Yboad¥sqacechbgy 3¢
Ydoq3gqb¥Y (Qocoadsas¥Yonge 3Edod dEgosg)

value_type: POLICY_SET

value_data: "Enabled" or "Disabled"

& E bEdoasgygdgoy bgses IofrpoRbHBOdsY cdodqde¥ e2a0a’
co00G6fOoO3IKEosqaqgqy yYyo959i909 (QqopngbFE edEbYsc ecKFEdoac,
eYadodBhYq
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noaYsYekZ FORCE_LOGOFF dE+npnq) Egqoasdy 3 eFuodbPolcies-Secur ity
Security Optionseée (yEdosdo yoedve Bgagerbogeqf debaoadioEYy E ¥ q 9 d ¢
ggqgrocEdbodoayY) .

OFaqq 6dY3qQaqb sd¥onqd FoeQqY¥Ysoddeoy sdodqde¥ soa¥sYeY¥Y ok

<custom_item>

type: PASSWORD_POLICY

description: "Minimum password length"

value_type: POLICY_DWORD

value data: 7

password_policy: MINIMUM _PASSWORD_LENGTH
</custom_item>

LOCKOUT_POLICY

Odsoacf 23IEDYq

<custom_item>

type: LOCKOUT_POLICY

description: ["description”]

value_type: [VALUE_TYPE]

value_data: [value]

(optional) check_type: [value]

lockout_policy: [LOCKOUT_POLICY_TYPE]
</custo m_item>

Boos yaqogbses eo20a¥sYe do3tqdyqe ¢+ bEFE3z>qb¥Yy, 2e6dqGmaqbbgq 3
Account Policies-> Account Lockout Policye ($E hadidrpere Y¢ praaobdieo d
f EeYdgynoaYaYeFE €aoe¥Ydqolde¥Y o3qobge fEeYdqy) .

OEBDEY 6dodqd¥Bdgdsdaqo JIgr o BdfUsexMoblatsGet Yd 3 ododbqgnp.

Oay o9e6YdEDbYYy s0j0o, eHFeoy yagqonqgqbs eo2a¥sYe¥Y 3 09boeqb¥YY
cdodgdgqb, yso9 yaqnpqb slockodtepoliayc r e q ®oedd@ Yng daqde¥) Yq 9Y

LOCKOUT _DURATI ON (edodoaoaRYshwtbaoxdpsb ¥worFayvdyY)
value_type: TIME_MINUTE
value_data: DWORD or RANGE [time in minutes]

LOCKOUT_ _THRESHOLD (e2d92fj €aoe¥YdoleY o3qgoboy +FeYdY)
value_type: POLICY_DWORD
value_data: DWORD or RANGE [time in days]

LOCKOUT_RESET (3geoab¥Yoasc d¢gdoodde W 3eq3oqesYbedly ¢rabeeYrddY 3qdqfr
value_type: TIME_MINUTE
value_data: DWORD or RANGE [time in minutes]
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ndyY3aqdaqo ed¥pnqd:

<custom_item>
type: LOCKOUT_POLICY
description: "Reset lockout account counter after
value_type: TIME_MINUTE
value_data: 120
lockout_p olicy: LOCKOUT_RESET
</custom_item>

KERBEROS_POLICY

Odeoacf 23IEDYq

<custom_item>

type: KERBEROS_POLICY

description: ["description"]

value_type: [VALUE_TYPE]

value_data: [value]

(optional) check_type: [value]

kerberos_policy: [KERBEROS_POLICY_TYPE]
</custom_item>

Boos yaqpngbs eo2a¥sas¥Ye edodqdyqs fbEzgb¥Yy, o9e6dgdeagbbgq 3
Account Policies-> Ker beros Policye (YyEdodogpedvYgde VcEdholigd
f FeYdgynoaYaYeE Kerberos).

OEbBEYy 6dodqdel 6do3o(dYesdhes NHrdserMatlasGe 31 @ 1 odo3bqgo.

Oay o9e6YdEbYYy s20jo, eFeoy yaqpqbs 6020YsYeY 3 095boeqb¥Y .
6dodqdqb, ys929s9 yaqbpqb skerbafos paliayr a.g 90 Z@ads Yog dagda¥)] Yq 973

USER_LOGON_RESTRICTI ONS (ed¥bad(d¥Yosqachbgaeg rdiIdBmYMEgh Yy .
value_type: POLICY_SET
value_data: "Enabled" or "Disabled"

SERVICE_TICKET_LIFETIME (pEFEedYopHFacbgy ddoe RY+bBY ¢gYac
value_type: TIME_MINUTE
value_data: DWORD or RANGE [time in minutes]

USER_TICKET _LIFETIME (opREed¥YonFaagdHlyec daemrs REs DIy ¥ Y
value_type: TIME_HOUR
value_data: DWORD or RANGE [time in hours]

USER_TI CKET_RENEWAL LIFETIME (opRedYpFacbgy ddoe RYf b>

gYagqoF e2aG6f023Esqay)
value_type: TIME_DAY
value_data: DWORD or RANGE [time in day]

CLOCK_SYNCHRONIZATI ON_TOLERANCE (pKFedYonpFaoaebFEy e2jdgqebodsasc
3Fdo3 vopneGcyosqdk)
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value_type: TIME_MINUTE
value_data: DWORD or RANGE [time in minute]

& noavYsYea Kerberos pbpoRDbO? e6dodgdyse, 92aG6eI C
(3qbsdE dEdecdodosdEbgbYgyedydagapprFaqed o Wi ndo
ydaygqoeady ®vobsdoaaqdon doonqbE.

nd¥Yoqdqd:

<custom_item>
type: KERBEROS_POLICY
description: "Maximum lifetime for user renewal ticket"
value_type: TIME_DAY
value data: 12
kerberos_policy: USER_TICKET_RENEWAL_LIFETIME
</cus tom_item>

AUDIT_POLICY

Odsoacf 23EDbYq

<custom_item>

type: AUDIT_POLICY

description: ["description”]

value_type: [VALUE_TYPE]

value_data: [value]

(optional) check_type: [value]

audit_policy: [PASSWORD_POLICY_TYPE]
</custom_item>

Bosos yaqpagshve eeodd¥dqdygs fbE3qbYy, oedgqdqaqbbgq-=3 dEfr qgagq
Local Policies-> Audit Policye (yEdodaye¥eFaechg® dbd adpayxdexyYeF
FoadYs k) .

OEBbEY s6dodqdel sdododqy¥sdy s dmQuerylfogmatodPplicye-a b eds Y Y
a2 d 9 3 bRpbicyAuditEventsinformation

Oay o9e6YdEDbYYy 20j02, eHFeoy yagqnqgbs e2a¥sYe¥ 3 0209boeqb¥Y¥Y
cdodgdgqb, ys0909 yaqpqbosauditduelioyocr a@Qacadadng daqda¥)] Yq 9 Y6

AUDI T _ACCOUNT_LOGON (EFoaQ¥Ys doggosY¥Yy JeoqEF 3 d¥Ydosqgqpoa)
AUDIT_ACCOUNT_MANAGER ( Ea QY9 oae6dF3agb¥Yy @3qobgn¥ fFe¥Ydyny)
AUDI T_DI RECTORY_SERVI CE_ACCESS (EFoa(QqYs (odososackF e daasRg
AUDI T_LOGON (EFEea(QdYs 3eco(E 3 d¥Ydosqpna)

AUDI T_OBJECT_ACCESS (EFEa(Q¥Ys (QodsosocF ®© oéddqesEn)

AUDI T_POLI CY_CHANGE (EFaQYs Yfrpngbgb¥Yy c020aY9sYe)

AUDI T_PRI VI LEGEY 9 SYEd g(oFmeF 23 EbYyY) sdY3IYaqj Yy

AUDI T_DETAILED_TRACKI NG (EaQqYs 29daqRYJIEDBYYy edo3qddo.
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AUDI T_SYSTEM (EaQ¥Ys dYdosqonbge doggoyYy)

value_type: AUDIT_SET
value_data: "No auditing", "Success", "Failure", "Success, Failure"

& L¢dEoaYoaq IbYoEDbYq, 399 desdgdERayiblY¥r eSuftgo ¢ge

nd¥Yoqq:

<custom_item>
type: AUDIT_POLICY
description: "Audit policy change"
value_type: AUDIT_SET
value_data: "Failure"
audit_policy: AUDIT_POLICY_CHANGE
</custom_item>

AUDIT_POLICY_SUBCATEGORY

Odsoacf 23EDbYq

<custom_item>

type: AUDIT_POLICY_SUBCATEGORY

description: ["description"]

value_type: [VALUE_TYPE]

value_data: [value]

(optional) check_type: [value]

audit_policy_subcategory: [SUBCATEGORY_POLICY_TYPE]
</custom_item>

Bosos yoaqpngbos e2a¥oYd#E®qhdryd qoawpgof¥yfidagbbgq 3 dFEfr Jqqgaq aud
/category:*.

OFEbBEYy s6dodgqdel JIgeoabygedy sesqpn 3gsoabgb¥Yy eveooEb(Jg c
/| category:* 3qdqqf WMI .

Oay o9e6dgqqqaqb¥yy, efFeoay so(eEsqjod¥Yy baRbDOo edodqd¥sc, y:
audit_policy_su bcategory . Oog adoVWnegq SUBCATEGORY_POLI CY_TYPE:

Security State Change (Y+ronqbgb¥Yq dodsoyb¥Yy €qroecBEdboc
Security System Extension (dEde¥Ydgb¥Yq dYdsqog ¢€qfoeFc
System Integrity (83qaodsesbodse d¥Ydsqgqnpg)

| Psec Driver (QqdEy3qd | Psec)

Other System Events ( qdaj Yq dYdsqobgg dogggsyYy)

Logon (3e¢2Q 3 d¥dsqgna)

Logoff (3geoQ ¥Yfr dYdoaqnpg)

Account Lockout (g€aoe¥YdoleFE o3qobge fEe¥Ydqy)
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| Psec Main Mode (odboldboy dqR¥Yop | Psec)

| Psec Quick Mode (¢gdoadgy dqR¥Yop | Psec)

| Psec Extended Mode (dEdeYdgbbgy dgRYon | Psec)
SpecialLogon (deq3YEaecbgy J3eo(q)

Ot her Logon/ Logoff Events ((Qdeaj¥Yq doggo¥Yy JIeo(BE/ 3ge ol
Net work Policy Server (dqddqd dgsqgqdge e20aYsYe)

File System (aEya23EFEy dYdsqgqopFk)

Registry (dqqdsd)

Kernel Object (o¢dges yqQqdEg)

SAM

Certification Services (daaR¢g dqdosYeYeE3YY)
Appl i cation Generated (dof qEbbgg edYaoRqbYyny)

Handl e Manipulation (dEg€goosF d qqded¥YesodEnpY)

File Share (2¢€)} Yy qodosoagc © aFEyaEnbp)

Filtering Platform Packet Drop (0o09¢dEdg3EbYq eFeqood
Filtering Platform Connection (mcae3ywY)byYq ecaFsaodng
Ot her Object Access Events ((Qqdeaj ¥Yqg doggoa¥Yy (qodososck e
Sensitive Privilege Use (Ydeoaecro23IEDBYq e6dEI, fEo9dqEj Y.
QEbbgaq)

Non Sensitive Privilege Use (Ydeoacfo3IEDbYq edE3I, bqg +
eobeavY(qQgb3sYEaecbgq (dEbbgq)

OtherPri vi l ege Use Events (qdej¥Y¥q doggoa¥Yy VYdeoacf2o23IEDbYy
Process Creation (dof qEDbYq edos3qddod)

Process Termination (fEF3qdeqb¥qgq edos3qddoad)

DPAPI Activity (EFesY3bodscec DPAPI)

RPC Events (doggsa¥Yy RPC)

Audit Policy Change (Yfpngbgb¥gq e2a¥sYe¥Y Eoa(¥YosE)
Authentication Pol i cy Change (Yfopqbgb¥q e62a0Y9Ye¥Y ©dodqde¥
Aut horization Policy Change (Yfpongbqb¥qgq eo2a¥os¥Ye¥Y EJIooc
MPSSVC Rule-L e v e | Policy Change (Yfpngbgb¥Yq e2a¥YsYe¥ DbE oad:
Filtering Platform Policy ChangedfdraqbagdfE3 ¥ nYosYeY
Ot her Policy Change Events (ddejYq dog¢goa¥Yy Yropnqbqgqbvy
User Account Management (aedF3aqb¥Yqgq o93qobgn¥ fEeYdyn)?
Computer Account Management (o9edF3lagb¥Yq o23gsbgn¥ ¢ EFg?
Security Group Managemeddec d By Fdamrgberild b o do Y)

Di stribution Group Management (o2edEJlaqb¥q jdoeecEDnDY dEF
Application Group Management (@9ae6dF3laqb¥q jdoeeeFEnY 6d)3
Ot her Account Management Events ({qdoaj¥Yq doégoa¥Yy oedk:
Directory Service Access ( o dosoaes © daaR¢q eveES9Fad2j23)

Directory Service Changes (Yfopqbqgqb¥Yy daaR¢gg evEosEFaoj o
Directory Service Replication (dqeaYeE3Yy daoaRgg eEoslk
Directory Service Replication (eodoé¢bFy dgea¥YeEs3Yy ¢
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Credential Validation (bds})qdeFE oa3qosbge (JEBb
Kerberos Service Ticket Operations (96qdE3YY d ¢gYaqok
Ot her Account Events ((ddaj ¥Yq doggoa¥Yy d o230q9bgn¥ ¢ FeYc

value_type: AUDIT_SET
value_data: "No auditing", "Success", "Failure", "Success, Failure"

& L ddEoaYoaq J3bYpEbgrgE R vy 3¢ Success, Failuree

BoEdolqdeFE 6dYnqb¥YoE 902aced © 26qdE3Yobbgon dYdosgqnEpn Wi
goaqq eo2f(Qb¥n. O6da¥Y EdEbdoEFeayd Jearxazqgb, 909 evdong qogEJI
eF3qdoealq Ydearzgb¥Yy WMI, 3 cHEdPooEdPRdYdodEPEeRay deays Yo
c6oDO ) gpeditmsc e EdEngesd cadEbdnEayd Windows: tFEfdgey¥Ysc Yde
JeoQquyy) Ye doogyqbyYy oqFaqbbojo EQon¥Y¥bYdosdYdolEbYye. BsosE
dE¢gookEasc BbE (doj Ye dYdogobFe Vistal/ 2008, e©doopB EbjavYyde:
eo290dge bg o9dsosEbodagbos ddqqds 3o auditpol.

nd¥oaqd:

<custom_item>
type: AUDIT_POLICY_SUBCATEGORY
description: "AUDIT Security State Change"
value_type: AUDIT_SET
value_data: "success, failure"
audit_policy_subcategory: "Security State Change"
</cus tom_item>

CHECK_ACCOUNT

Odesoacfr 23IEDYq

<custom_item>
type: CHECK_ACCOUNT
description: ["description"]
value_type: [VALUE_TYPE]
value_data: [value]
account_type: [ACCOUNT_TYPE]
(optional) check_type: [CHECK_TYPE]
</custom_item>

Boo9 yoaqgqongWe sidodedyqs daqdeavyy) Yq frbE3qb¥Yy, o2e6dgdqaqgqbbg
«Security Settings -> Local Policies-> Security Optionseée (YEdsdoyeY ¢€qf o6
06oeFaecbgq coruvYpFe¢Fongoadyg f€qroecBEdboday) .

P3qobgq fEeYdY: dodsoyb¥Yq o3qoboy fFrEsYdY cAQoYbYdsdFE:
p3qobgeYd¥®: dodsoyb¥Yq o3qoboy fEFe¥YdY ceodsosce

p3qobgq fFEe¥YdY: e6qdq¥pnpqbol3EbYq o3qoboy fEe¥YdY E(JDYDYc
p3>qobgq fEe¥YdY: 6qdq¥Yonpqgqbo3EbYq o3qoaboy fEe¥YdY jodsay
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OFEbbEWodqdeFE 3gsoabyqsdy 699 qlsaQiayinmringionfaidye 3 Y ¥

@ d o 3 bRplicyAccountDomai  ninformation , 3950¢g e2093Y96 Y({gqbsosYaYeEsosod
gqf ocEdbodoayY (S| D) (lsagokuplidd YAdayg mp,ae839gb¥Yy Yoqhb
FQoYbYdodFEos9odoJd NetUderetlefa y Jalf e2aa3qb¥Yy YbaodoE3YY o0¢ o3
fFEeYdY.

Oay o96dqQqaqb¥yy 90} 90, eHKFeay 983q9obev yofesY dyca choogRbso 6 do 3 q
Ydeoacfroaqaccomm tyope . Oogcados¥pnpg daqdev¥y)] ¥Yq 9Yeg:

ADMI NI STRATOR_ACCOUNT (e3qoabgqgq fEe¥YdY: dodsoyb¥Yq o93(q:
cAQo¥YbYdsdEsode)

value_type: POLICY_SET

value_data: "Enabled" or "Disabled"

GUEST_ACCOUNT (9230g95bgq +Fegdadbraoy dolHevd Yge ®dosc e)
value_type: POLICY_SET
value_data: "Enabled" or "Disabled"

ADMI NI STRATOR_ACCOUNT (o23qg9sbgqg +EFEe¥YdY: ©609dgqY¥Ynqgqbo3EDYc
EQonY¥YbYdoasdEsodERE)

value_type: POLICY_TEXT

value_data: "TEXT HERE" [administrator name]

check _type: [CHECK_T YPE] (any one of the possible check_type values)

GUEST ACCOUNT (@3qg9bgq fEeYdY: qdq¥Yongbo3EbYq 83q9oboy
value_type: POLICY_TEXT

value_data: "TEXT HERE" [guest name]

check_type: [CHECK_TYPE] (any one of the possible check_type values)

E r¥dYpods¥Y 05 o3qoabge QqFEbbge cOopbpqgbheé pojas
aoeFacboy dYdoasqopg Ya¥ doongbPE.

ndyoaqdg:

<custom_item>
type: CHECK_ACCOUNT
description: "Accounts: Guest account status"
value_type: POLICY_SET
value_data: "Disabled"
account_type: G UEST_ACCOUNT
</custom_item>

<custom_item>
type: CHECK_ACCOUNT
description: "Accounts: Rename administrator account"
value_type: POLICY_TEXT
value_data: "Dom_adm"
account_type: ADMINISTRATOR_ACCOUNT
</custom_item>
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<custom_item>
type: CHECK_ACCOUNT
description: "Accounts: Rename administrator account
value_type: POLICY_TEXT
value_data: "Administrator"
account_type: ADMINISTRATOR_ACCOUNT
check type: CHECK_NOT_EQUAL
</custom_item>

CHECK_LOCAL_GROUP

Odeoacf 23IEDYQq

<custom_item>
type: CHECK_LOCAL_GROUP
description: ["description"]
value_type: [VALUE_TYPE]
value_data: [value]
group_type: [GROUP_TYPE]
(optional) check_type : [CHECK_TYPE]
</custom_item>

Boowaqngbhs eo2a¥s¥Ye¥Y edodqadyqd d¥magh F c¥Y dda@ssigrogdt b.ge 3

Oay 92e6dgqqqaqgqb¥yy 90}j90, evEKFeay o93qobeyvy frEeYde baRDO edodq
Ydeoacraqgrouptypeq. Ooscados¥ong dagqQdQeavy)] ¥Yq 9Yeg:

ADMINISTRATORS_GROUP
USERS_GROUP
GUESTS_GROUP
POWER_USERS_GROUP
ACCOUNT_OPERATORS_GROUP
SERVER_OPERATORS_GROUP
PRINT_OPERATORS_GROUP
BACKUP_OPERATORS_GROUP
REPLICATORS_GROUP

Oocodsas¥YpgnyY Qalug typo a®Ys EnY ydayvysdy:

POLI CY_SET (dosFosad jdeeeg 6do3qdqb)
value_type: POLICY_SET
value_data: "Enabled" or "Disabled"

POLI CY_TEXT (Ysqopdaegbdog)
value_type: POLICY_TEXT

value_data: "Guests1" (3 yosop vdauedahg poRQq9s €gosG avygoy o9qedsoddo
dododoy
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nd¥Yoqdg:

<custom_item>
type: CHECK_LOCAL_GROUP
description: "Local Guest group must be enabled"
value_type: POLICY_SET
value_data: "enabled"
group_type: GUESTS _GROUP
check_type: CHECK_EQUAL
</custom_item>

<custom_item>
type: CHECK_LOCAL_GROUP
description: "Guests group account name should be Guests"
value_type: POLICY_TEXT
value_data: "Guests"
group_type: GUESTS_GROUP
check _type: CHECK_EQUAL
</custom_item>

<custom_item>
type: CHECK_LOCAL_GROUP
description: "Guests group account name should not be Guests"
value_type: POLICY_TEXT
value_data: "Guests"
group_type: GUESTS_GROUP
check_type: CHECK_NOT_EQUAL
</custom_item>

ANONYMOUS_SID_SETTING

Odsoacfr 23IEDbYq

<custom_item>
type: ANONYMOUS_SID_SETTING
description: ["description"]
value_type: [VALUE_TYPE]
value_data: [value]
(optional) check_type: [value]
</custom_item>

Bosos yoaqpngbos eosa¥oa¥Ye do3qdyqs dedqq@lapdabgE3qgn®r Jgaq
«Security Settings -> Local Policies -> Security Options -> Network access: Allow

anonymous SI D/ Name transl ationeée {£yBdedonwxdY q¢ grradrddeird s
nEdEpnpqoadg ¢€qropE@®bdde® © dqos¥Y: dErfrdqeYombajdEbFoD3aXy Eb:
Yoy). OFEDBEYy sdodqdel e6do3oq¥sdusa@uerySpauritydbjeco 3 FqQew be s YY
dqded¥Y¥esodE e2a¥s¥Ye¥Y LSA.
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Oogcads¥Yong dagqQe¥) Yq 5Yeg:

value_type: POLICY_SET
value_data: "Enabled" or "Disabled"

ndY Ydeoaecr o9IEDBYY yo902j90 Eoa(QqV.oEsroaXd¥sF osmo dbsrvdbh:Y q

ydayqoady edodqdeoy dErdgegb¥Yy qay daaRgg LSA;
6do3qdygs, o2dosEbo3aqb a¥ dqay eo2acfo23IFEosqay ANONYMOUS_ L
POLICY_LOOKUP_NAMES;

bg dgqeopngbdeqoeady 3 |J] Windows 2003, ©0292D3@ 392 EbobY¥Yr
DPoORQq9s ©20983Ysc6 (odome © evEDbBFKFas LS

nd¥poaqd:

<custom_item>
type: ANONYMOUS_SID_SETTING
description: "Network access: Allow anonymous SID/Name translation"”
value_type: POLICY_SET
value_data: "Disabled"
</custom_item>

SERVICE_POLICY

Gay bEQaaqRE)qj o> 3geodsabagb¥y yaloyy eedaiqhdeyy ok
dgqgdsasda qay o2qFagbboy dYdosqpng Wi ndows.

Odsoacfr 23IEDYq

<custom_item>
type: SERVICE_POLICY
description: ["description”]
value_type: [VALUE_TYPE]
value_data: [value]
(optional) check_type: [value]
service_name: ["'service name"]
</custom_item>

Boaoos yogo@WraYeY ecdodqdygqs Ydeoacraqngq edY frEecade
dFfr qgqaq ¢System Servicese (d¥Y¥dsqonbgg dasRgg). OED
Jgfro3EFE oo BReg@ueryWalueEx qQay dagqQQeavYv) Ye dFEf Qqao d:

q fbE
bEYy 6

dEf qga: " YvrsehtEohtrolSet\Services\" + Yoy _daoaaR¢g
yaqogbs: "Start?"

Oogcads¥Yong dagqQe¥) Yq o5Yeg:

value_type: SERVICE_SET
value_data: "Automatic”, "Manual" or "Disabled"
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svc_option: CAN_BE_NULL or CAN_NOT_BE_NULL

noaservice name dooosdqgqsosdoalaqs Y oRIEDANL .d oBashg BYbooy emoaa3Y9G6 ©699QqD0:

1) t FcodeF cEbqa¥Y oc6dFIaqb¥Yy ¢cjJjaaR¢gge (3 eopnsobgbosq ¢A

2) 3géodE RgaFEgonoy daaRég;

3) 99edgoYy (QqYEaoj29032j0 ovbE ¢) 3oydoslEe (PERDbBDYem cdFIo
c)3oydoadEe);

4) Yr3aq3qbyYy 3FEdsyY ¢Opy daaRgge.

YyEdodoyeoa dErddagesRghgy oo Rbo 6do3qd¥se d cop2})GY yagoqgqbokF
SERVICE_PERMISSIONS.

nd¥oaqd:

<custom_item>
type: SERVICE_POLICY
description: "Background Intelligent Transfer Service"
value_type: SERVICE_SET
value_data: "Disabled"
service_name: "BITS"
</custom_item>

FILE_CHECK

Oay BEQaqRE) qjo Jgeoabgb¥Yy ysoy sdodqde¥ sc
dgqgdsasda Qay o2qFaqgqbboy dYdosqpng Wi ndows.

Odsoacfr 23IEDYq

<custom_item>
type: FILE_CHECK
description: ["description”]
value_type: [VALUE_TYPE]
value_data: [value]
(optiona 1) check_type: [value]
file_option: [OPTION_TYPE]
</custom_item>

Bosos yaqpngbhs eo2a¥sas¥Ye¥Y e6doJ3qduyaue,datad 9} drchsrd e aFEya (
(file_option ). OEBBEYy sdodqdeB 3gsoabyqsdy Craefign . 3gr o3 F oaab

Oogcads¥Yong dagqQe¥) Yq 5Yeg:

value_type: PO  LICY_TEXT
value_data: "file name"
file_option: MUST_EXIST or MUST_NOT_EXIST
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nd¥Yoqdg:

<custom_item>
type: FILE_CHECK
description: "Check that win.ini exists in the system root"
value_type: POLICY_TEXT
value_data: "%SystemRoot% \ win.ini"
file_option: MUST_EXIST
</custom_item>

<custom_item>
type: FILE_CHECK
description: "Check that bad.exe does not exist in the system root"
value_type: POLICY_TEXT
value_data: "%SystemRoot% \ bad.exe"
file_option: MUST_NOT_EXIST
</custom_item>

FILE_VERSION

OabFEQaqRE)} qj o 3geoabgb¥Yy ysoy sdodqde¥ sdq
dgqgqdsdea Qqay o(dFagbboy dYdsqgqpng Wi ndows.

Odeoacfr 23IEDYq

<custom_item>
type: FILE_VERSION
description: ["description"]
value_type: [VALUE_TYPE]
value_data: [value]
(optional) check_type: [value]
file: PATH_TO_FILE
file_option: [OPTION_TYPE]
check_type: CHECK_TYPE
</custom_item>

noandoc2a3EbYY yos29 yaqpnpqbs e2a¥s¥Ye¥ do3qdyqs, ydayqoady o
J cofteq, €00qq eo0¢f dbqy Ya¥Y o9Feoy Rq, evFe JIqdiryd=ElEaqgqbhb
sFeRq poRqos Ydeoacecfoa23IKFoeaecdy qay 9e6dgdqagb¥Yy 92392, ydaygq
eoEyaF ¢€020a0aqq dEbbqy, dcheckdypg ¥ 0263 YY

Oogcadsy¥Yong dagqQe¥) Yq o5Yeg:

value_type: POLICY_TEXT
value_data: "file version"
file_option: MUST_EXIST or MUST_NOT_EXIST
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nd¥Yoqdg:

<custom_item>
type: FILE_VERSION
description: "Audit for C: \ WINDOWSSYSTEM32 calc.exe"
value_type: POLICY_TEXT
value data: "1.1.1.1"
file: "C: \ WINDOWSSYSTEM32 calc.exe"
</custom_item>

<custom_item>
type: FILE_VERSION
description: "Aud it for C: \ WINDOWSSYSTEMS3R calc.exe"
value_type: POLICY_TEXT
value_data: "1.1.1.1"
file: "C: \ WINDOWSSYSTEMS3Z calc.exe"
check_type: CHECK_LESS_THAN
</custom_item>

REG_CHECK

Oay BEQaqRE)qjo 3geo
dgdsds dqay aqFEaqgqbboy

Odsoacfr 23IEDYq

<custom_item>
type: REG_CHECK
description: ["description"]
value_type: [VALUE_TYPE]
value_data: [value]
reg_option: [OPTION_TYPE]
(optional) check_type: [value]
(optional) key_item: [item value]
</custom_item>

a bYy ysoy e6dodqgde¥Y 9oc
ds

baq
dy qong Wi ndows.

Bsos yoaqpngbos eoa¥as¥Ye¥Y e6do3qdyqs, desjqdoeadasqos a¥Y dqFEfr dgqa
6do3qdeE 3gesoabygody e o9 qReghenKeyBx® Reg®ber/galigEx .

Oosodos¥Yng daqQQav) Yq 9Y6g:

value_type: POLICY_TEXT

value_data: "key path”

reg_opt ion: MUST_EXIST or MUST_NOT_EXIST
key_item: "item name"

0dayY cgkeywiem bg 29e6dgdqaqgqbos, 99 y990235 dqagodddo EEBWadyqg>s
dEf dQqas. ObE3q sdodgqdyqgqsdy dejqdslodEbY¥Yq yaqogbsE.
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ndYoqd:

<custom_item>
type: REG_CHECK
description: "Check the key HKLM\ SOFTWAREAdobe\ Acrobat
Reader \ 7.0 \ AdobeViewer"
value_type: POLICY_TEXT
value_data: "HKLM \ SOFTWAREAdobe\ Acrobat Reader \ 7.0 \ AdobeViewer"
reg_option: MUST_NOT_EXIST
key_item: "EULA"
</custom_item>

REGISTRY_SETTING

' Oay bEQqaqRE} qj o Jygesooya beadbo¥dyqgde¥ sdqgeqoady oQ
. dgqgqdsdea Qqay o(dFagbboy dYdsqgqpng Wi ndows.

Odsoacfr 23IEDbYq

<custom_item>
type: REGISTRY_SETTING
description: ["description”]
value_type: [VALUE_TYPE]
value_data: [value]
reg_key: ['key name"]
reg_item: ["key i tem"]
(optional) check_type: [value]
(optional) reg_option: [KEY_OPTIONS]
(optional) reg_enum: ENUM_SUBKEYS
</custom_item>

Bosos yoaqpngbs eoa¥as¥Ye¥ Ydeoacecfoaqody Qqay edolqdey¥Y frbE3qb’
yaqongbs e2a0¥YasYe¥Y Ydeoacr aqsduy onabyis Yveory Je ddo¥ oddaqealogp Y Secur i
Settings -> Local Policies -> Security Optionseé (yEdsosdogrerE@gambpe Edbod
coaYos¥eVYnEdEnqgqeadg ¢qrocFEdbodoayY). OEBBDEYy sdodqdeBF 3gseoack
2o b e 3 ReyQueryValueEx .

noawg key dodqqdRYs Yoy dBrddg a(ld Feodqvdo q d :

«HKLM\ASOFTWARE\Microsoft\Dr i ver Signingeé). nqd3FEy 3Edoscec dEf dqaE
Ydeoaecfroaqody Qay eoear3qgb¥Yy © edEIYacbhopnpa vadsa dgqdo:
ydaygqoady dosEs¥Y3qde¥p coasqgqb ® pnpqdoss dEdegiteamo RqbYy baRbOj

i": Osads dqqds(dHKHEHKUUSERS) esdqQdsFdayqs dogoy od
. YdQqbosYaYe¥sod SID Qay dFEfdgqaod eadsE HKU bq.
2obesiip 3gsoabyqs Iboasdqbb¥Yy sqdqéod 3dge ¥YC
c6do3qde” edoeod¥s 92aced 3 950pnp daooszFgYeHdad:
SID ylayysdy edqFE3IYaecbgnony.

yEedYpnad:
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<custom_item>

type: REGISTRY_SETTING
description: "HKU \ Control Panel
value_type: POLICY_DWORD
value_data: 1

reg_key: "HKU \ Control Panel
reg_item: "ScreenSaveActive"
</item>

\ Desktop"

Jgeoab¥Y¥s 3Yea 609:
HKU S- 1- 5- 18\ Control Panel
HKU S- 1- 5- 19\ Control Panel

HKU S- 1- 5- 20\ Control Panel

\ Desktop \ ScreenSaveActive
\ Desktop \ ScreenSaveActive
\ Desktop \ ScreenSaveActive

\ Desktop \ ScreenSaveActive"

Y edodgdel ¢€o0dqgqses oadeqgqeboy, qgqda¥ yaqpnpgbs Scr ¢

oy 3dge Y(qgqbsYaYeEosodod SID.
yqog€yr Eoqgacboregaoptwm aroRqsos ¢€gsc ed¥YdIogbo fbE3qbyYgq CAN_BI
390¢g ©6d23qdelF adeqebo ¥fFKFIqdeFaFEde 3 90pn dasazEq, qda¥Y
sFeRq poRqos ¢gosce 6dYd3ogbhos edoosY¥Y3IoeosoaoRboq fbE3qbYq CA
Goscoab¥Yosqachgy refehimd sBdj engbsop ENUM_SUBKEYS poRbo Yds
Qay eq9dgq3>YdagbyYy oevEr Ebbge fbE3qby¥Yy (qay 3dge e92qdE+ Qqa:
YVEedYonqd, 3 HKEWSQETWAREMIcrosoft \ Windows\ CurrentVersion \ Uninstall
cqdgqayYdagbo pboj ojeFopddy ocdgqdeqarqby¥Yy. O6da¥ odqegaqoady

f bE3qb¥Yq e2ay CurrentVersion 3

c Zd FE o g sregoenum .

dauy

nd¥Yoqq:

<custom_item>
type: REGISTRY_SETTING
description: "DBMS network port, protocol, and service

dqe e2qdEf dqaod

dEr q

s (PPS) usage"

info: "Checking whether TCPDynamicPorts key value is configured (should

be blank)."

value_type: POLICY_TEXT

value_data: ™

reg_key: "HKLM \ SOFTWARBMicrosoft \ Microsoft SQL
Server \ MSSQL.1\ MSSQLServer\ SuperSocketNetLib

reg_item: "TCPD  ynamicPorts"

reg_enum: ENUM_SUBKEYS

reg_option: CAN_BE_NULL

</custom_item>

Bsos FKFa(¥Ys evoadosF dqqdsdE HKU bq 3e
dqoqdoehgikey . OFEbbgy ed¥Yonqd 3geoab¥os
HKU oaeEfr Ebboj oreg ebhz.qb Yy
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ndYoqd:

<custom_item>
type: REGISTRY_SETTING
description: "FakeAlert.BG trojan check"
value_type: POLICY_TEXT
reg_key: "HKU \ SOFTWARBMicrosoft \ Windows\ CurrentVersion \ Run"
reg_item: "brastk”
value_data: "C: \ WINDOWSSystem32 \ brastk.exe"
reg_option: CAN_BE_NULL
check type: CHECK_NOT_EQUAL
info: "A registry en try for FakeAlert.BG trojan/downloader was found."
info: "The contents of this audit can be edited as desired."
</custom_item>

EorpoRbg daoaqdavy) Yq odbo Jdug types Yeg 6900y

POLICY_SET
value_data: "Enabled" or "Disabled"

POLICY_DWORD
value_data: DWORD or RANGE [same dword as in registry or range]

POLICY_TEXT
value_data: "TEXT" [same text as in registry]

POLICY_MULTI_TEXT
value_data: "TEXT1" && "TEXT2" && ... && "TEXTN" [same texts as in
registry]

POLICY_BINARY
value_data: "0102ac0b...34fb" [same binary as in registry]

FILE_ACL, REG_ACL, SERVICE_ACL, LAUNCH_ACL, ACCESS_ACL
value_data: "acl_name" [name of the acl to use]

J gde¥)y ¥Yq qoesoab¥osqachgq vadu¥ gyge Qlosy geddsadyo ¥9 Y Ydeoacf avodl
6dqQqQIFdY¥Ysqaechbo o9edgdqagbbge yaqpngboFe:

DRIVER_SET

value_data: "Silent Succeed", "Warn but allow installation”, "Do not allow
installation”

LDAP_SET

value_data: "None" or "Require Signing"

LOCKEDID_SET
value_data: "user display name, domain and user names", "user display name

only", "do not display user information"

SMARTCARD_SET
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value_data: "No action”, "Lock workstation", "Force logoff", "Disconnect
if a remote terminal service s session”

LOCALACCOUNT_SET
value_data: "Classic - local users authenticate as themselves", "Guest
only - local users authenticate as guest"

NTLMSSP_SET

value_data: "No minimum", "Require message integrity", "Require message

confidentiality”, "Require nt Imv2 session security", "Require 128 - bit
encryption”

CRYPTO_SET

value_data: "User input is not required when new keys are stored and
used", "User is prompted when the key is first used" or "User must enter a
password each time they use a key"

OBJECT_SET
value_data: "Administrators group", "Object creator"

DASD_SET
value_data: "Administrators”, "administrators and power users",
"Administrators and interactive users"

LANMAN_SET

value_data: "Send LM & NTLM responses”, "send Im & ntlm - use ntimv2
session s  ecurity if negotiated", "send ntlm response only", "send ntimv2

response only", "send ntimv2 response only \ refuse Im" or "send ntimv2

response only \ refuse Im & ntim"

LDAPCLIENT_SET
value_data: "None", "Negotiate Signing" or "Require Signing"

EVENT_METHOD

value_data: "by days", "manually" or "as needed"

POLICY_DAY
value_data: DWORD or RANGE (time in days)

POLICY_KBYTE
value_data: DWORD or RANGE

Oay o oustgmitem Ydeoacfroysq odbovalubtyme sYOosoab¥Ysqaechggq 9Ysg
ggayY dor QFbg Qay edqQqQ3IFdY¥Ysqaebhbo 090e6dqgqdqagbbge yaqonqbsosold

0dayY wavWietype & ACL, 992 yaqonqbs dqqdsdE dqoaRgb ¢€gsc 06 YdED
q3oy¥Yz>bon a02dpnEsaq.
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nd¥Yoqdg:

<custom _item>
type: REGISTRY_SETTING
description: "Network security: Do not store LAN Manager hash value on
next password change"
value_type: POLICY_SET
value_data: "Enabled"
reg_key: "HKLM \ SYSTENM CurrentControlSet \ Control \Lsa"
reg_item: "NoLMHash"
</custom _item>

<custom_item>
type: REGISTRY_SETTING
description: "Network access: Shares that can be accessed anonymously"
value_type: POLICY_MULTI_TEXT
value_data: "SHARE" && "EXAMPLES$"
reg_key: "HKLM \ SYSTEM CurrentControlSet \ Services \ LanManServer \ Paramete rs"
reg_item: "NullSessionShares"
</custom_item>

<custom_item>
type: REGISTRY_SETTING
description: "DCOM: Network Provisioning Service - Launch permissions"
value_type: LAUNCH_ACL
value_data: "2"
reg_key: "HKLM \ SOFTWAREClasses \ AppID\ {39ce474e -59cl - 4b84 - 9be2 -
2600c335b5c6}"
reg_item: "LaunchPermission"
</custom_item>

<custom_item>
type: REGISTRY_SETTING
description: "DCOM: Automatic Updates - Access permissions”
value_type: ACCESS_ACL
value data: "3"
reg_key: "HKLM \ SOFTWAREClasses \ AppID\ {653 C5148- 4DCE 4905 - 9CFD
1B23662D3D9E}"
reg_item: "AccessPermission”
</custom_item>

GROUP_MEMBERS_POLICY

Odsoacfr o23IEDYq

<custom_item>
type: GROUP_MEMBERS_POLICY
description: ["description”]
value_type: [value type]
value_data: [value]
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(optional) check _type: [value]
group_name: ["group name"]
</custom_item>

Bosos yoaqpngbhos eoa¥oa¥Ye¥Y e6dolqdyqs dojyqdoad3od3EbYqgq o2edgdqaq!
J oQboy ¥Ya¥ bqgqdeoaeceYe j doscecEe.

Oogscoadsy¥Yn dagqdoexr) Yy o5Ys:

value_type: POLICY_TEXT or POLICY_MULTI_TEXT
value_data: "userl" && "user2" && ... && "usern"

ndY Ydeoacrfro3IEDYY yo0j0 Ea(QYosE o¢gdEoasYosq 3IDYDEDYqQq, =390
oeF¢r Fbo d Yopgqbgqon dopnqgqbB, bEBIRDoOqd pgreLes grdp aoye q
276dqgqdqayqgqs gqgqybdsesdgqbbay jdesesesa qay edqodqdey.

E odbopn ofspuscudi pojoas €goe 29edgdqaqbg yaqgongbsg Qqay bqgd
ea¥Ygbhosol, e602y9090p8 e6dodqdyoacec de¥Yde¥Y eco00a6fro23Eosqaqy I dEf
ndY3qdqgon ed¥pngqd.adoV¥Yoeved¥3gqgdyry gy, dodqdRYs a¥ jdeaesck Ad
9006G6eI 6020G6fO3KEoqaqye CYAdonTi ENNDsBihiRatdnins»
(Tenable\E Qo YbYdosdEosodg dQopngbPk):

<custom_item>
type: GROUP_MEMBERS_POLICY
description: "Checks Administrators members"
value_type: POLICY_MULTI_TEXT
value_data: "Administrator" && "TENABLE \ Domain admins"
group_name: "Admin istrators"
</custom_item>

ndY3dqOogod Z+ q3 dbYpnpelF yedEDBE 3 dgrfrosaacoFEsq Igeoabgb¥Yy edY
dodqdRYpoj oamiZFy@®y dqdIqdF 692 @ae6dFEIagqgb¥Yqgqn L) Wi ndows

21156 [Return to top]

192.168.20.16 "Checks Administrators members” : [FAILED]
general/tcp
Remote value: [0: tenabled-9usato‘\administrator]
Paolicy value: "Administrator” | "TENABLE\Domain admins”

USER_GROUPS_POLICY

Odsoacfr o23EDYq

<custom_item>
type: USER_GROUPS_POLICY
descr iption: ["description"]
value_type: [value type]
value_data: [value]
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(optional) check_type: [value]
user_name: ["user name"]
</custom_item>

Bosos yoaqpngbhos eoa¥oa¥Ye¥Y e6dolqdyqs, edYbFEQaqRY9s a¥ ©206Gf 2.
oe+r Ebbualue data f doce Fo .02 6exdo yo9o0i 29 Eoa(d¥YosE DoRbBOo edodgdysec
c6o00G6fOoO3IFEosqagqy QqopnpgbF 69 ®vobsdoaagds (qopngbFE. Bo9EF edodqd:
3Jdodoqghbehogmwcr 03I Eoaqgayn, eEFe c¢clLocal Servicee (ao2eFaecbFy da

nd¥oaqd:

<custom_item>
type: USER_GROUPS_POLICY

description: "3.72 DGO0005: DBMS administration OS accounts"
info: "Checking that the 'dba’ account is a member of required groups
only."

info: "Modify the account/groups in this audit to match your
environment."
value_type: POLICY_MULTI_TEXT
value_data: "Users" && "SQL S erver DBA" && "SQL Server Users"
user_name: "dba"
</custom_item>

USER_RIGHTS_POLICY

Odeoacfr 23IEDYq

<custom_item>
type: USER_RIGHTS_POLICY
description: ["description"]
value_type: [value type]
value_data: [value]
(optional) check_type: [value]
right_type: [right]
</custom_item>

Bosos yoaqngbs eoa¥s¥Ye do3qdygqs ddgdadpboq b EFeqEHam,qg 26 d
«Security Settings -> Local Policies-> User Rights Assignmente (yYyEdsdoyey

->0o0eFfaecbhgq comYR¥eJodosFIaqb¥Yq sdFI scoacfro3Esqayn). OFED
6do3o(dY¥sdy esasqp I glsaEdumeratsAbcouatdNithUserRight dauy
Qqded¥esodE e2a¥s¥Ye¥ LSA.

rn, o a dght_type doosdqgqesdsdoagqs YdegosgdFEgqnonas cdE3a. Oogcoads¥Yng
fbE3qb¥Yy:

right_type: RIGHT
i QRIGHTpn O Rgqs € g9cG:

SeAssignPrimaryTokenPrivilege
SeAuditPrivilege

dboltsteMCdj Ht@HA@IEcZ00Tenabl e Net work




ZO>STENABLE Network Security®

SeBackupPrivilege
SeBatchLogonRight
SeChangeNotifyPrivilege
SeCreateGlobalPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeCreateTokenPrivilege
SeDenyBatchLogonRight
SeDenylnteractiveLogonRight
SeDenyNetworkLogonRight
SeDenyRemotelnteractiveLogonRight
SeDenyServiceLogonRight
SeDebugPrivilege
SeEnableDelegationPrivilege
SelmpersonatePrivilege
SelncreaseBasePriorityPrivilege
SelncreaseWorkingSetPrivilege
SelncreaseQuotaPrivilege
SelnteractiveLogonRight
SeLoadDriverPrivilege
SeLockMemoryPrivilege
SeMachineAccountPrivilege
SeManageVolumePrivilege
SeNetworkLogonRight
SeProfileSingleProcessPrivilege
SeRemoteShutdownPrivilege
SeRemotelnteractiveLogonRight
SeRelabelPrivilege
SeRestorePrivilege
SeSecurityPrivilege
SeServiceLogonRight
SeShutdownPrivilege
SeSyncAgentPrivilege
SeSystemEnvironmentPrivilege
SeSyst emProfilePrivilege
SeSystemtimePrivilege
SeTakeOwnershipPrivilege
SeTcbPrivilege
SeTimeZonePrivilege
SeUndockPrivilege
SeUnsolicitedInputPrivilege

Oosodoay¥Yp dagqdeary Yy o9Ys6:

value_type: USER_RIGHT
value_data: "userl" && "user2" && "groupl” && ... && "groupn"

& ndodqde¥Y edEJ} eo20acfo23FEosqay Igeodoabyrs pbbojo

eoboadoaagdsa QqopongbFE. BosY edodqde¥Y (doaRbg €9
co0YosYe¥ecvdekoacdy 92a6eds 3 09boeqgqb¥Y evobsq
dYydsqong ddoponqbkE.

3
c
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dYgight bg doaoaRqb ¢€gose fEFeavy3zgh 3 eE3g3e¥Y, 9oF
eEZ3qdsdq aqedqpg

nd¥oaqd:

<custom_item>
type: USER_RIGHTS_POLICY
description: "Create a token object
value_type: USER_RIGHT
value_data: "Administrators" && "Backup Operators
right_type: SeCreateTokenPrivilege
</custom_item>

FILE_PERMISSIONS

Oay bEQaqRE} qjo 3geoabgb¥Yy ysoy sdodqde¥Y sc
dgqgqdsdea dQay oqFaoaqgbboywsdYdsqng Wi ndo

Odsoacfr 23IEDYq

<custom_item>
type: FILE_PERMISSIONS
description: ["description"]
value_type: [value_type]
value_data: [value]
(optional) check_type: [value]
file: ["filename"]
(optional) acl_option: [acl_option]
</custom_item>

Bsos yoqoaq¥PavYeY e6do3gqdygqes edEFIYaecbhodoase FILE_PERMI SSI ON
c6do3qde” edododq¥sdy e o9q0GetSeountdniol a&o Bre 3w Ibgo Jay
qded¥Y¥eos92dFE oaFEyakFk.

Oogsodoay¥Yonp dagqdear) Yy o9Ys6:

value_type: FILE_ACL
value_data: "ACLname"
file: "PATH \ Filename"

E e®dosdq Yoqby¥Y aEyaF Ya¥Y cFee¥Y pDoRbDO Ydeoaecfo23IEsc daq(:
26dqdqagbbgq e989Y:

Y%allusersprofile%
%windir%
%systemroot%
%commonfiles%
%programfiles%
%systemdrive%
%systemdirectory%
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ndY¥ Ydeoaecr oOIEDBYY yo902j90 Eoa(QqYoE o2édEoaY¥Ysq 3IbBbYDEDBYq DbE da

noafle qoaoRbo dodqdREsec eo20a0bgy 956 © aFyas Ya¥Y Yonqby
C:\WINDOWSSYSTEM32 ¥YaY 3 bqgqn (QoaRbg Ydeoaecfo23Eoascdy e6d¥3Iqdq
ear3qdgq dao23F day o9e6dqdqagqb¥Yy easqy. E doa3EFEq Ydecoac
oaRqgqb €goc Jear3zgqb odEomddhégy deFbed Nessus poaj 2e6dqcC
rbE3>gqgbYy eqdqongbbge e89qy.

noawlue data doqdRYs Yoy de¥YdeFE ACL, o2e6dqdgqagbbojo 3 oaF

n, 2 a gcl_option poRgs ¥Yngsc fbEzqb¥Yq CAN_BE_NULL ¥Ya¥ CAN_NO
390¢g 9doKEbolY¥Ysc adeqgqehoq 6duevo RQUFEY® o Ereded Yoo 3zF
29desdasd¥Yy oEyaE.

nd¥Yoqdg:

<file_acl: "ACL1">

<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "Full Control"
</user>

<user: "System">
acl_inheritance: "not inherite d"
acl_apply: "This object only"
acl_allow: "Full Control"

</user>

</acl>

<custom_item>
type: FILE_PERMISSIONS
description: "Permissions for C: \ WINDOWSSYSTEM32"
value_type: FILE_ACL
value_data: "ACL1"
file: "C: \ WINDOWSSYSTEM32"
</custom_item>

<custom_item>
type: FILE_PERMISSIONS
description: "Permissions for C: \ WINDOWSSYSTEM32"
value_type: FILE_ACL
value_data: "ACL1"
file: "%SystemRoot% \ SYSTEM32"
</custom_item>

nd¥Wgeoabgb¥YY e6dY3qdaqbboy 3geq sdo3gde¥ po(dsac edodqdey
6dodqdysc, dooaslqsosdsosdasvs a%SysienBapt@oSyYJTEMIPHE rddbays q b Y y
26 YdEbbgn 3 de¥Ydeq file_acl ACL1.
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FILE_AUDIT

Oay BEQaqRE) qjo Jgeoabgb¥Yy ysoyFedqbbqgege gode
dggdsasde dQqay oqFagbboy dYdsqong Wi ndows.

Odeoacfr 23IEDYq

<custom_item>

type: FILE_AUDIT

description: ["description”]

value_type: [value_type]

value_data: [value]

(optional) check_type: [value]

file: ["filename"]

(optional) acl_option : [acl_option]
</custom_item>

Bososog yagngbhs e202a0a¥YsYe¥Y Ydeoacroagoady dqay e6doixqgdqey¥Y dioydo.
aqfrocEdbli>d®oecoabyYsiogadbaYse) oFEyaF Ya¥Y cFeeY, Ydeoacf oy
deYdoe ACL. OFEDbBDbEYy ecdodgqdel ododoqYGetSgcurc symiqn d3gfr 0 3 E oo |
9do3bgon SACL_SECURITY_ | NFORMATI ON (¥YbaodnE3Yy o ¢€qfrogck
qded¥Yeso9dFE oaFEyakFk.

Ooscoday¥Yp dagqder) Yy oYs:

value_type: FILE_ACL
value_data: "ACLname"
file: "PATH  \ Filename"

E eE3qdoadq Yongby¥Y aFEyaF YaY cFeeY ppROocYd@IEGYoqddEelBO da
26dqdqagbbgq e698s5Y:

%allusersprofile%
%windir%
%systemroot%
%commonfiles%
%programfiles%
%systemdrive%
%systemdirectory%

ndY Ydecoaecfr oOIEDBYY yo90j0 Eo(QYoE o0édEoY¥Ysq 3IbDYDEBYq DbE da

noafle qoaoRbos dodqdREsec eo2a0bgy ¥pobYecBR#Ewgdo( FE&F]dqYDOQC,

C:\WINDOWSSYSTEM32 ¥Ya¥Y 3 bgn QqoaRbg Ydeooaecfoa3IEoscdy e6d¥y¥3qdq
eavya3qdggqg daod3EF Qay o9edgdqaqb¥Yy ea9qy. E dasazFq Ydeoac
qoaRqgqb ¢€gosc Jearzgb oaqKFaqgqbbgy dqqdosd, 390¢g deEbqd Ne
rbE3gqbYy bhdgngoaosqy.

noawlue data dodqdRY¥s Yoy do¥degBqa@Gbhpojo 3 aFEyagq e2a¥s¥Ye
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n, o a acl_option poRqs Yoqse fbEzxqbYq CAN_BE_NULL ¥Ya¥Y CAN_NO
390¢g o9doEbol¥Yosc oadeqgqeboq 66doeoaRqb YWO¢ eV 2033 qddaeays Brqg ¥ 3 ¢
29desdoasd¥Yy oEyaE.

noaagcl allow Yacldeny doosdqgqoadsloavys doggoasY¥Yyn Ea(q¥YosEFE Successf
edoyqaqb) Y FeadolyeQiq b()b.q

ndY3qGadoYonqd oBudnE 3 ©vosodon dgqFa¥Yro3IEDE a2ebes¥Yy FILE_ .,
c6dY¥Yonqd edEFEIYaEFE deYdeFE evobodoAClyl. JodosasckFE d ¥pngbqno

<check_type: "Windows " version:"2">
<group_policy: "Audits SYSTEMS32 directory for correct auditing
permissions">

<file_acl: "ACL1">
<user: "Everyone">
acl_inheritance: "not inherited"
acl_apply: "This folder, subfolders and files"
acl_deny: "full control”
acl_allow: "full control"
</user>
</acl>

<custom_item>
type: FILE_AUDIT
description: "Audit for C: \ WINDOWSSYSTEM32"
value_type: FILE_ACL
value_data: "ACL1"
file: "%SystemRoo0t% \ SYSTEM32"
</custom_item>

</group_policy>
</check_type>

FILE_CONTENT_CHECK

A Oay BEQaqRE)qjo J3geoabgb¥Yy ysoy sdodqgde¥ o«
. dgqgdsdea dqay o(qFagbboy dYdsqgqpng Wi ndows.

Odsoacfr 23IEDYq

<custom_item>
type: FILE_CONTENT_CHECK
description: ["description”]
value_type: [value_type]
value_data: ["filename"]
(option al) check_type: [value]
regex: ["regex"]
expect: ["regex”]
(optional) file_option: [file_option]
</custom_item>
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Bosowaqngbhs eo2a¥s¥Ye¥Y edodqdyqe, dodqdRYs aYegexF¥a dqj @aayoc
doooslgsasdoslaqsos a¥Y oxpest .+ bE3qb Y

OEBDEYy s6dodqd¥Bdegdosdaqo Jgrf o RdadFdes w3 Y ¥qdedYeso0dFE oFEyaF

Oogscoadsy¥Yn dagqdoexr) Yy oYs:

value_type: POLICY_TEXT
value_data: "PATH \ Filename"
regex: "regex"

expect: "regex"

E eE3qdoadq YopgbV¥Y oFEyaFE YaY ecFee¥Y pbpoRDO Ydecoacro3IFEosec da
26dqdqaqgqbbgs¥:

%allusersprofile%
%windir%
%systemroot%
%commonfiles%
%programfiles%
%systemdrive%

ndY Ydeoaecr oOIEDBYY y92j9 9YcF Ea(qYoFE o2¢dEFEoYsq IDBYDEDYq |

noawvlue data JoaRbo dodqdREosc eo0abgy 996 © aFEyaa Ya¥Y Yob
(bEedYrCoVINDOWSSYSTEM32 , Ya¥Y 3 bgn (doaRbg Ydeoacfro3IFEoscdy

3Jgeq ®vav¥vy3qdgq daosdF qay 929e6dqgqdqaqb¥Yy eo99qy. E daaszxEq 3
daod doaRqb €gosc Iearzqgb oaqQFaqbbgy dqqdsd, 39s0¢gg deBEf
frbE3gqgb¥Yy eqdqongbbge so99qy.

noomgex 6dodqdyagws>yvooyaqngbsE 3 aEyaq.

nooexpect s dqo3qdygs dooslqoadsd¥Yq yYyos92fj9 yaqonghbsosBE dgjaaydh®t
n, o a fijle_option poRgs Ypngsc fbEzqb¥Yq CAN_BE_NULL, 3902¢g oads:s
cdoeoRgbYqg 6dodgdeY 3 daosa3xFq o0sdosdsld¥Yy oFEyak.

n o a file_option DpoRgs YbnpgscY¥og b@ZANBNOT BE_NULL, 3950¢g odsEbo
28Y¥¢dea, qday¥ oFyabdopegdoad#qo,

nd¥Yoqdq:

<custom_item>
type: FILE_CONTENT_CHECK
description: "File content for C: \ WINDOWSWwin.ini"
value_type: POLICY_TEXT
value data: "C: \ WINDOWSWwin.ini"
regex: "aif=*"
expect: "aif=MPEGVideo"
</custom_item>
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FILE_CONTENT_CHECK_NOT

Oay BEQaqRE) qjo Jgeoabgb¥Yy ysoy sdodqde¥ sc
dggdsasde dQqay oqFagbboy dYdsqong Wi ndows.

Odeoacfr 23IEDYq

<custom_item>
type: FILE_CONTENT_CHECK_NOT
description: ["d escription"]
value_type: [value_type]
value_data: ["filename"]
(optional) check_type: [value]
regex: ["regex"]
expect: ["regex"]
(optional) file_option: [file_option]
</custom_item>

Bosowaqngbhs e2a¥s¥Ye¥Y e6dodqdyqs, dodqdRYs bhaoYy askByexdqjfFaayoc
sEeRq, 3992 y92 3gdERgbYq bgq dooslgsdosloaqs fbEzgqb¥YY coal
6do3oY¥Ysdy eo99qn JgRendFik Hafbed4YdedYecs0dFE oEyaE.

Oosodoay¥Yp dagqdery Yy oYs:

value_type: POLICY_TEXT
value_data: "PATH \ Filename"
regex: "regex"

expect : "regex"

E eE3qdoadq Yongb¥Y aFEyadF YooY cFee¥Y poRDO ¥Ydeoacfro3Esc da
276dqdqagbbgq e989Y:

%allusersprofile%
%windir%
%systemroot%
%commonfiles%
%programfiles%
%systemdrive%

ndY Ydecoaecfr OIEDYY yYy950j909 9YcF Eoa(QqYoE o04ddKEsYsq IbYoDEDbYq |

noawvlue data qoaRbo dodqdREosc eoabgy 996 © aFEyaa Ya¥Y Yo
(bEe dYCoVINDOWSSYSTEM32 , Ya¥Y 3 bgon (doaRbg Ydeoacfo3IEoscdy

3Jgeq evar3qdgq daos3F Qqay 2929edqdqaqb¥y easqy. E daeaszKEg *
daod doaRqb ¢gsc JIemgry qbgedHd,g 390¢€g deEbgd Nessus D2
rbE3gqgbYy eqdqpongbbge e89qy.

noaqegex s do23qdygqes bEaY3>Yq yagqgongbsFE 3 aFyaq.

noaexpect edo3gqdyqgqs doosdqosdsd¥q yo9252j9 yaqogbsE dqj eaaydht
n o a fijle_option noRq9o Y¥nqoec frbE3xqb¥Yq CAN_EDBOINWbIc, sxdsydd oad ¢
c6doeoRQqgbYqgq ©6dodqde¥Y 3 daoa3Fgq o909desdsasld¥Yy oFEyak.
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n, o a file_option poRqs Yogsec fbE3xqbYq CAN_NOT_BE_NULL, 390¢c¢g
278Y¥¢dea, qda¥ oKEyaq b0 phadbogs

nd¥Yoqdqd:

<custom_item>
type: FILE_CONTENT_CHECK_NOT
description: "File cont ent for C: \ WINDOWSWwin.ini"
value_type: POLICY_TEXT
value data: "C: \ WINDOWSWwin.ini"
(optional) check_type: [value]
regex: "au=.*"
expect: "au=MPEGVideo2"
file_option: CAN_NOT_BE_NULL
</custom_item>

REGISTRY_PERMISSIONS

Oay bEQqaqRE} qj o yd gyesooayb qebd¥s 3 qde¥ sdggoeaqsosdy o
dgqgqdsdea qay o(qFagbboy dYdsqgqpng Wi ndows.

Odsoacf 23EDbYq

<custom_item>
type: REGISTRY_PERMISSIONS
description: ["description"]
value_type: [value_type]
value_data: [value]
(optional) check_type: [value]
reg _key: ['regkeyname"]
(optional) acl_option: [acl_option]
</custom_item>

Boaoos yaqongqbs egoa¥YosYeY edodqdyqes edE3IYacbodsescec deYdeE AC
OFEbbEYy edodqdelF edo3oqyYsdy o KRegGatKeySgeurityd FqQewp bes Y'Y

qqdedYeosodFE dEf QqaoFE dqqdsdE.
Ooeba¥Yn dagqdoar) Yy o9Ys6:

value_type: REG_ACL
value_data: "ACLname"
reg_key: "RegistryKeyName"

E eF3qdodq rbEzegtk&®yyn s By Ydecoaecro3IFose daqdavyy ¥Yq edgqddEc
26dqdqagbbgq e989Y:
HKLM (HKEY_LOCAL_MACHINE)

HKU (HKEY_USERS)
HKCR (HKEY_CLASS_ROOT)
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ndY YdeoacfoO3IEDYY yo0j09 Foa(qYoF o¢dEos¥Ysq IbYopEbYq bBE dac

noamwg key qoaRbo dogqqdREsec eo2abgy e99c6 © dqFfrdqaa dgqdsd
noagvalue data doqgqdRYs ¥Ypnpy deYdeFE ACL, 92e6dqdqaqgbbojo 3 akF

n, 2 a gcl_option poRgs ¥Ypngsc fbEzxqb¥Yq CAN_BE_BEUNULL, YaY CAN_N
390¢g 9doKEbolY¥Ysc adeqeboq doeoRgbhbY¥Yq e6do3qdey¥Y Ya¥Y Jc
29desdseasd¥Yy dqE+f qgqakE.

nd¥oaqd:

<registry_acl: "ACL2">

<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This key and subkeys"
acl_allow: "Full Control"
</user>

<user: "SYSTEM">
acl_inheritance: "not inherited"
acl_apply: "This key and subkeys"
acl_allow: "Full Control"

</user>

</acl>

<custom_item>
type: REGISTRY_PERMISSIONS
description: "Permissions for HKLM \ SOFTWARBMicrosoft"
val ue_type: REG_ACL
value_data: "ACL2"
reg_key: "HKLM \ SOFTWARBEMicrosoft"
</custom_item>

ndY¥ Jgeoabgql¥qqqbboy 3geq 6do3gqdey¥Y pnpo(dsac dodqde¥Y doo

c6do3qdyse, dooslqgqodsdors abKLMSOFTOWAREMIGrbsbfg qd Blmdqe gb Yy
oeYdEbbgn 3 de¥Ydeq registry_acl ACLZ2.

REGISTRY_AUDIT

Oay BEQaqRE) qj o Jgseoabaqgb¥uyq gyesgseyd ys deodFoadaebb goyc
dgqgdsde dQqay oqFagbboy dYdsqgqpng Wi ndows.

Odsoacfr o23IEDYq

<custom_item>
type: REGISTRY_AUDIT
description: ["description”]
value_type: [value_type]
value_data: [value]

dboltsteMCdj Ht@HA@IEcZ00Tenabl e Net work




ZO>STENABLE Network Security®

reg_key: ["regkeyname"]
(optional) acl_option: [acl_option ]
</custom_item>

Bosos yoaqpngbos eoa¥oa¥Ye¥Y 6doltqdyqs esdEIYacecbhbodoascec deYdeE AC

OEbBEYy sdodqdel 6do23oQqYesdhes RegGaKeySgcuriyd ZQa y
qaqdedYeosodFE dEf qqaoFE daqqdsdE.

Ooscodoay¥Yp dagqdoer) Yy o9Ys6:
value_type: REG_ACL

value_data: "AC Lname"
reg_key: "RegistryKeyName"

E eE3qdoaldq f bFEsghkeyyo xRy Ydeoaecfr 03IFEosce daoaqdevyy) ¥Yq edqd3Ed

26dqdqagbbgq e698s5Y:

HKLM (HKEY_LOCAL_MACHINE)
HKU (HKEY_USERS)
HKCR (HKEY_CLASS_ROOT)

ndY Ydecoaecr o9IEDBYY yo902j90 Eoa(QYoE odéwWEpdraq IbYoDEBYq DbE da

noamwg key qoaRbo dogqqdREsec eo2abgy e996 © dqFfrdqasa dgqdsd

noaagvalue data do qgqdRYs Yobpy deYdeE ACL, o9e6dqdqaqbboijo

n, 2 a gcl_option poRgs ¥pngsc fbEzqb¥Yq CAN_BE_NULL ¥Ya¥ CAN_NO

390¢g 9doKEbolY¥Yosc adeqgqebhoq elfo¥aoR(GdbhYQ&E3>edodddeyY I
29desdasdYy dqEf qqakE.

noagclalow Yacldeny doosldqgqasdsldavys doggs¥Yyn EFo(d¥YosE Successf

cdoy(Qgb) ¥ Failed (bg edoydqb) .

ndY3qdgon edYpgadtoEyadaFecoabyry qj o EFEadY¥Ye dEfr qqaFE dqqdsdFPk
«HKLM\SOFTWAREWMi crosofdc&eesorobosdoay qodosoaecFE ACL2, ®ev0o90dgy¥

<custom_item>
type: REGISTRY_AUDIT
description: "Audit for HKLM \ SOFTWARBMicrosoft"
value_type: REG_ACL
value_data: "ACL2"
reg_key: "HKLM \ SOFTWARBEMicrosoft"
</custom_item>

SERVICE_PERMISSIONS

OdesoamIEDYq

<custom_item>
type: SERVICE_PERMISSIONS
description: ["description”]
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value_type: [value_type]

value_data: [value]

(optional) check_type: [value]

service: ["servicename"]

(optional) acl_option: [acl_option]
</custom_item>

Bsos yaqongqWeYesavdgqdyqs sdFE3IYacbodse ACL daosRgg. OEBDE
6do3o(Yosdy e oo@dbdgy@uergSErviceObjectSecurity Qay qgqded¥YesodFk
dasaR¢gg.

Oogscoadsy¥Yn dagqdoexr) Yy oYs:

value_type: SERVICE_ACL
value_data: "ACLname"
service: "ServiceName"

ndY Ydecoacecr oIEbFFQYPjogdEaYasq IBbYoEBbYq bE daqdary) qq:

noawvlue data doqgqdRYs Yoy deYdeFE ACL, 9e6dqQqoagbbojo 3 aF

n, o a gcl_option poRgs ¥Ypngsc fbEzqb¥Yq CAN_BE_NULL ¥Ya¥ CAN_NO

390¢g o9doEbol¥Ysc oadeqeboq edoeoRgbyYqg edodfageyY Ya¥Y I
o29desdasdYy dqEf qgakE.

nd¥oqd:

<service_acl: "ACL3">

<user: "Administrators">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "query template" | "change template" | "query status" |

"enumerate dependents” | "start" | "st op" | "pause and continue" |
"interrogate" | "user - defined control” | "delete" | "read
permissions" | "change permissions” | "take ownership"

</user>

<user: "SYSTEM">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "query template” | "change template” | "query status" |
"enumerate dependents” | "start" | "stop" | "pause and continue" |
"interrogate” | "user - defined control" | "delete" | "read
permissions" | "change permissions" | "take ownership"
</user>

<user: "Interac tive">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "query template" | "query status" | "enumerate dependents" |
"interrogate" | "user - defined control" | "read permissions"
</user>
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<user: "Everyone">
acl_inheritance: "not inherited"
acl_apply: "This object only"
acl_allow: "query template" | "change template" | "query status" |
"enumerate dependents"” | "start" | "stop" | "pause and continue" |
"interrogate" | "user - defined control" | "delete" | "read
permissions” | "change permissions” | "take ownership"
</user>

</acl>

<custom_item>
type: SERVICE_PERMISSIONS
description: "Permissions for Alerter Service"
value type: SERVICE_ACL
value_data: "ACL3"
service: "Alerter"
</custom_item>

ndY¥ J3geoabqgqb¥¥Y odBIe@qmido IqdeyY pnpodeaec edo3gdey¥Y doosdgos
cdodqdysesc, doosdgsoadsasdars a¥ o90c6dgqdqqaqbbgg dqay daaR¢g 96
e YdEbbgn 3 de¥Ydeq service_acl ACL3.

SERVICE_AUDIT

Odsoacfr 23IEDYq

<custom_item>
type: SERVICE_AUDIT
description: ["description” ]
value_type: [value_type]
value_data: [value]
(optional) check_type: [value]
service: ["servicename"]
(optional) acl_option: [acl_option]
</custom_item>

Bsos yoaqpngbos eo2a¥oa¥Ye¥ 6do3qdyqos edEIYaecbodscec ACL daasRg
cdodoqyYsdy e o q»o [}g@uergServiceObjectSecurity Qay qgded¥YesodF
dasaR¢g.

Oosodoay¥Yonp dagqdear) Yy o9Ys6:
value_type: SERVICE_ACL

value_data: "ACLname"
service: "ServiceName"

ndY Ydeoaecr OoOIEDBYY yo92j9 9YcF Eoa(qYoFE o0¢dEFEoaYsq IBYDEDYq |

noawlue data doqqdRYos Yo EdACL, 292edqdqgqaqgqbbojo 3 eaFEyaq 62
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n, o a acl_option poRqs Yoqse fbEzxqbYq CAN_BE_NULL ¥Ya¥Y CAN_NO
390¢g o9doEbol¥Yoasc oadeqeboq edoeoRgbyYqg e6dolgqgdey¥Y Ya¥Y 3¢
29deasdoasd¥Yy dqEf qqakF.

noagclallow Yacldeny dooslqgqodsosloevyso EddFep¥EY Pwuccessf ul (adeqaf
cdoy(qgqbh) Y Failed (bg edoydqb) .

ndY3qdagqnon ed¥YpogaditeEywald o3I qgdgbyYy EFa(qQYsEFE dasaR¢gg 0206623q9q)qb¥yYy

<custom_item>
type: SERVICE_AUDIT
description: "Audit for Alerter Service"
value_type: SERVICE_ACL
value_data: "A CcL3"
service: "Alerter"

</custom_item>

WMI_POLICY

Odsoacf 23EDbYq

<custom_item>
type: WMI_POLICY
description: "Test for WMI Value"
value_type: [value_type]
value_data: [value]
(optional) check_type: [value]
wmi_namespace: ["'namespace"]
wmi_reques t: ['request select statement"]
wmi_attribute: ["attribute"]
wmi_key: ['key"]
</custom_item>

BoaFE 6do3qdel® rFKFedFEeYIEqs I ¢Frq (QqEbBbbge WMI o0c6qdFE3Yobbo:
rbE3qbYy, oeFrEbbggqg 3 edododFEbdoesdq Yongb/ eaBEddq/ EoadY¢oo

E frEIYdYpoda¥Y 05 OYddeYobaoscreadgq¥hdoF noj a9 ¢€gse Y+rdaqagqbg fbHbES3
Ya¥Y e2a93qgbg 3 3¥Y(dq eqdq3Ydoaqb¥Yy YopgbE EFoad¥Yégdoesod.

Oosoedsasy¥Yng daqQQev) Yq 5Ys6g:

wmi_namespace: "namespace"
wmi_request: "WMI Query"
wmi_attribute: "Name"
wmi_key: "Name"

wmi_option: option

0dayY J3gédEx¢e od¥EBXY daoRgg d cdodoaday¥YdoldEbbgonyY 3 dYdsqno
(bEsed¥onqd, MSFTPSVC/ 83207416 Y MSFTPSVC/2), 99 ¢t+FEedod
FodY¥Y¢gos Y¢r o0o0édq¥Ye. O0da¥Y o(dbo Yfr yoYe fbEzqb¥Yy bq doosdq:
3} 2093095 ¢aoqgs (o ¢EmgHKeyp, arololEsgg bobop go¥se, evEeoq Yobqbbo. n
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wmi_enumeg of 3oayqgqs e2093Y96 e6qdqgq3Y¥Ydagb¥Y¥q Yoqgqbh eoba¥YjoadE3Yy
Qay ddE3Ibqgqb¥Yy Ya¥Y edodqde¥Y fbE3qb¥Yy e2a¥s¥Ye¥Y. | pnp. ed¥Y3

nd¥oaqq 1:

<custom_item>
type: WMI_POLICY
description: "lIS te st"
value_type: POLICY_DWORD
value_data: 0
wmi_namespace: "root/MicrosoftlISv2"
wmi_request: "SELECT Name, UserlsolationMode FROM lIsFtpServerSetting”
wmi_attribute: "UserlsolationMode"
wmi_key: "Name"
</custom_item>

ndbwEayYayYY 3 dYdoqnpw aqiibseyYy obmewe Rgg FTP (MSFTPSVC/ 832074
MSFTPSVC/ 2) (Ebbgy +EFedod ¥Yfr3oagqa3qos Eoad¥g€oas Userlsol ati
odbo Yfr fDbE3x>qb¥Yy yos02j0 EodY¥Y¢g¢oeosE bq dooslgsosdslaqs fbE3zq
wmi_key (3 qEbbop daoe3Fq) ¢€odqe,BpdPHwmgqgbmnlgodresq evEeodq YD

ndy¥oqd 2:

<custom_item>
type: WMI_POLICY
description: "lIS test2"
value_type: POLICY_MULTI_TEXT
value_data: "MSFTPSVC/83207416" && "MSFTPSVC/2"
wmi_namespace: "root/MicrosoftlISv2"
wmi_request: "SELECT Name FROM lIs FtpServerSetting"”
wmi_attribute: "Name"
wmi_key: "Name"
wmi_option: WMI_ENUM
</custom_item>

E yosop ed¥vpeqodagh yqoady edodqdel deayqdoado3EbYy (q3ee (qqydod
eoba¥Yj odE3Yy, oevEr fahud data IMigasafgWMI CIM Studioi yso 3qgbboq
dd@dosdos, e02f3oayvyjqqgq e20dogbqq o+bFosc 2 edodsdEbdsldq Yr
FodYdooFe, ©0950doq DpDRbbOdgodgo:ar Yo
http://www.microsoft.com/downloads/details.aspx?FamilylD=6430f853-1120-48db-8cc5-
f2abdc3ed314&displaylang=en

}1 6o pTe
Bagongbog O0iytsem)s¥Yeg e6dodqgqdoe, vd292dgqg e6dqqIFd¥Yosqacho o6
Compliance Checks Engine (dYdsqoBE edojipqe¥Ydedooedgpady VY
Qay 3Fdosos edodqdygqpnge yaqpbpgbosod ¥ qay doedEygbyYy do bp¥Y!
bgogeoY¥Ypnpojo qay do+f dEbYyYy Eo(Qq¥soddeYe gcdodqdoe. Bagoqb:
dodoevesosoada:

<item>
name: ["predefined_entry"]
value: [value]
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</item>

noamamedoaRbo &g, ©vo909doqgq 9aRg o2edgqdgqaqbos (edgq3EdYsqae
YogbE eq9gdg3Ydagbg 3 9F¢ay¥Ysq ¢ndqq3IFEdY¥Ysqacechbhos o9e6dqgdqaqbb:

Edgq edqd3EdY¥Ysqacho o2e6dqdqaqbbgq yaqongq
2

dooosdqoadoadarxs
dqqFesodg eo2a¥a¥Ye (doonqgqbE 1) Wi ndows S

boag
003 P

Jagdeav) ¥y ed¥onqd do3qdygs, o2do9FEbo3IaqbFE a¥Y n¥YbYoFacbFEy
29 8 Qo 14 d¥Yn3oaold:

<item>
name: "Minimum password length"
value: [8..14]

<fitem>

] 0993qg9o9doadoerv) Yy 2a6f23Fosqacde¥Yy yaqopqgqbs daqQary) Yy:

<custom_item>

type: PASSWORD_POLICY

description: "Minimum password length"

value_type: POLICY_DWORD

value_data: [8..14]

password_policy: MINIMUM_PASSWORD_LENGTH
</custom_item>

ljHoOtedlsj d dets SftejH,jdzj deder | f§sdzdlsdSd

noaYsYekR Odesoacf 23 EDYq

noaYsYeFE 3 os9b name:"Enforc e password policy"
cEdoaqy value: POLICY_DWORD

name: "Maximum password age"
value: TIME_DAY

name: "Minimum password age"
value: TIME_DAY

name: "Minimum password length"
value: POLICY_DWORD

name: "Password must meet complexity requirements"
value: POLICY_SET

noayYsYeRE ¢aoeY name: "Accountlockoutduration
a3qobge frEsYdq value: TIME_MINUTE
or
name: "Account lockout duration”
value: TIME_SECOND

name: "Account lockout threshold"
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value: POLICY_DWORD

name: "Reset lockout account counter after"
value: TIME_M INUTE

name: "Enforce user logon restrictions"
value: POLICY_SET

noaYsYeFE Ker be name:"Maximum lifetime for service ticket"
value: TIME_MINUTE

name: "Maximum lifetime for user ticket"
value: TIME_HOUR

name: "Maximum lifetime for user renewal ticket"
value: TIME_DAY

name: "Maximum tolerance for computer clock
synchronization"
value: TIME_MINUTE

noay¥YsYeRE EoaqyYs name:"Auditaccountlogon events"
value: AUDIT_SET

name: "Audit account management”
value: AUDIT_SET

name: "Audit directory service access"
value: AUDIT_SET

name: "Audit logon events”
value: AUDIT_SET

name: "Audit object access"
value: AUDIT_SET

name: "Audit policy change"
value: AUDIT_SET

name: "Audit privilege use"
value: AUDIT_SET

name: "Audit process tracking"
value: AUDIT_SET

name: "Audit system events"
value: AUDIT_SET

@3qobgq f EeYdyY name:"Accounts: Administrator account status”
value: POLICY_SET

name: "Accounts: Guest account status"
value: POLICY_SET

name: "Accounts: Limit local account use of blank
password to console logon only"
value: POLICY_SET
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AaQyYs

DCOM

pdsdoyds 3 E

Oobosdoaamalb Ko

name: "Accounts: Rename administrator account
value: POLICY_TEXT

name: "Accounts: Rename guest account"
value: POLICY_TEXT

name: "Audit: Audit the access of global system
objects"
value: POLICY_SET

name: "Audit: Audit the use of Backup and Restore
privilege"
val ue: POLICY_SET

name: "Audit: Shut down system immediately if unable
to log security audits"
value: POLICY_SET

name: "DCOM: Machine Launch Restrictions in Security
Descriptor Definition Language (SDDL) syntax”
value: POLICY_TEXT

name: "DCOM: Machine  Access Restrictions in Security
Descriptor Definition Language (SDDL) syntax”
value: POLICY_TEXT

name: "Devices: Allow undock without having to log
on"
value: POLICY_SET

name: "Devices: Allowed to format and eject
removable media"
value: DASD_SET

name: "Devices: Prevent users from installing
printer drivers"
value: POLICY_SET

name: "Devi ces: Restrict CD - ROM access to locally
logged - on user only"
value: POLICY_SET

name: "Devices: Restrict floppy access to locally
logged - on user only"
value: POLICY_SET

name: "Devices: Unsigned driver installation
behavior"
value: DRIVER_SET

name: "Domain controller: Allow server operators to
schedule tasks"
value: POLICY_SET

name: "Domain controller: LDAP server signing
requirements"
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tagb doonqbPk

ObosqdFesY3dbgy
dYydsqpa

value: LDAP_SET

name: "Domain controller: Refuse machine account
password changes"
value: POLICY_SET

name: "Domain member: Digitally encrypt or sign
secure channel data (always)"
value: POLICY_SET

name: "Domain member: Digitally encrypt secure
channel data (when possible)"
value: POLICY_SET

name: "Domain member: Digitally sign secure channel
data (when possible)"
value: POLICY_SET

name: "Domain member: Disable machine account
password changes”
value: POLICY_SET

name: "Domain member: Maximum machine account
password age"
value: POLICY_DAY

name: "Domain member: Require strong (Windows 2000
or later) session key"
value: POLICY_SET

name: "Interactive logon: Display user information
when the session is locked"
value: LOCKEDID_SET

name: "Interactive logon: Do not display last user
name"
value: POLICY_SET

name: "Interactive logon: Do not require
CTRL+ALT+IEL"
value: POLICY_SET

name: "Interactive logon: Message text for users
attempting to log on"
value: POLICY_TEXT

name: "Interactive logon: Message title for users
attempting to log on"
value: POLICY_TEXT

name: "Interactive logon: Number of previous logon
to cache (in case domain controller is not
available)"

value: POLICY_DWORD

name: "Interactive logon: Prompt user to change
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YE

Oodooc

e

J]ad3aqd day daqo
yedodoas

dgs¥Y

password before expiration”
value: POLICY_DWORD

name: "Interactive logon: Require Domain Controller
authentication to unlock work station"
value: POLICY_SET

name: "Interactive logon: Require smart card"
value: POLICY_SET

name: "Interactive logon: Smart card removal
behavior"
value: SMARTCARD_SET

name: "Microsoft network client; Digitally sign
communicat ions (always)"
value: POLICY_SET

name: "Microsoft network client: Digitally sign
communications (if server agrees)”
value: POLICY_SET

name: "Microsoft network client: Send unencrypted
password to third - party SMB servers"
value: POLICY_SET

name: "Microsoft network server: Amount of idle time
required before suspending session"
value: POLICY_DWORD

name: "Microsoft network server: Digitally sign
communications (always)"
value: POLICY_SET

name: "Microsoft network server: Digital ly sign
communications (if client agrees)"
value: POLICY_SET

name: "Microsoft network server: Disconnect clients
when logon hours expire”
value: POLICY_SET

name: "Network access: Allow anonymous SID/Name
translation”
value: POLICY_SET

name: "Network access: Do not allow anonymous
enumeration of SAM accounts"
value: POLICY_SET

name: "Network access: Do not allow anonymous
enumeration of SAM accounts and shares"
value: POLICY_SET

name: "Network access: Do not allow storage of
credentials or .NET Passports for network
authentication”
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J a9 q3Ey

Oobdoace

gqrock

Jodds E

value: POLICY_SET

name: "Network access: Let Everyone permissions
apply to anonymous users"
value: POLICY_SET

name: "Network access: Named Pipes that can be
accessed anonymously"
value: POLICY_MULTI_TEXT

name: "Network access: Remotely accessible registry
paths and sub - paths"
value: POLICY_MULTI_TEXT

name: "Network access: Remotely accessible registry
paths"
value: POLICY_MULTI_TEXT

name: "Network access: Restrict anonymous access to
Named Pipes and Shares”
value: POLICY_SET

name: "Network access: Shares that can be accessed
anonymously"
value: POLICY_MULTI_TEXT

name: "Network access: Sharing and security model
for local accounts"
value: LOCALACCOUNT_SET

name: "Network security: Do not store LAN Manager
hash value on next password change"
value: POLICY_SET

name: "Network security: Force logoff when logon
hours expire"
value: POLICY_SET

name: "Network security: LAN Manager authenticat
level"
value: LANMAN_SET

name: "Network security: LDAP client signing
requirements”
value: LDAPCLIENT_SET

name: "Network security: Minimum session security
for NTLM SSP based (including secure RPC) clients"
value: NTLMSSP_SET

name: "Network security : Minimum session security
for NTLM SSP based (including secure RPC) servers"
value: NTLMSSP_SET

name: "Recovery console: Allow automatic
administrative logon"
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value: POLICY_SET

name: "Recovery console: Allow floppy copy and
access to all drives and all folders"
value: POLICY_SET

L seax3qb¥q name: "Shutdown: Allow system to be shut down
without having to log on"
value: POLICY_SET

name: "Shutdown: Clear virtual memory pagefile"
value: POLICY_SET

] YdoaqonbEy edYs nhame:"System cryptography: Force strong key
protection for user keys stored on the computer"
value: CRYPTO_SET

name: "System cryptography: Use FIPS compliant
algorithms for encryption, hashing, and signing"
value: POLICY_SET

] Ydaqonbgq o ¢dq nhame:"System objects: Default owner for objects
created by members of the Administrators group"
value: OBJECT_SET

name: "System objects: Require case insensitivity
for non - Windows subsystems"
value: POLICY_SET

name: "System objects: Strengthen default
permissions of internal system objects (e.g.
Symbolic Links)"

value: POLICY_SET

] Ydoaqonbgq bEds name:"System setting s: Optional subsystems"
value: POLICY_MULTI_TEXT

name: "System settings: Use Certificate Rules on
Windows Executables for Software Restriction
Policies"

value: POLICY_SET

(@]

adbFa do¢gsYy nhame: "Maximum application log size"
value: POLICY_KBYTE

name: "Max imum security log size"
value: POLICY_KBYTE

name: "Maximum system log size"
value: POLICY_KBYTE

name: "Prevent local guests group from accessing
application log"
value: POLICY_SET

name: "Prevent local guests group from accessing
security log"
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value: POL ICY_SET

name: "Prevent local guests group from accessing
system log"
value: POLICY_SET

name: "Retain application log"
value: POLICY_DAY

name: "Retain security log"
value: POLICY_DAY

name: "Retain system log"
value: POLICY_DAY

name: "Retention method f or application log"
value: EVENT_METHOD

name: "Retention method for security log"
value: EVENT_METHOD

name: "Retention method for system log"
value: EVENT_METHOD

Z¢l psOLTo) 3 pAO | ahzeAiQO ) 6

YoRbo ed¥YboadY¥sqachos c2003Fsc6 0209 co0YgYwaBa@¥vgF o0cdqdqga:
Ydecoacfray eavaogeportg. d¥oRDO> Ydesoacr o03IFse 5Yeg 093095023 PA
(edoyqqbo), FAILED (bq edoydqgbo) Y WARNING (edgQeedqgRq
c6d¥nqd e62a¥sYeY:

<report type: "WARNING">
description: "Audit 103 - a requires a physical inspec tion of the pod bay
doors Hal"
</report>

dbgqeds JIboosdescrimianoygoadqgqsos JIdqgqj QF 2090¢dEREscdy 3 09093(q9oq.

Bso 9Y¥6 0993(0q9bodos¥Y eo2aqfrqb, gqgda¥ baRbO doog) Yoae KEoa(d¥soso
JgeoabygoB#y Nessus, bqgq pbpoRqos €gsc f EdbqgdamphHdoswybagdyYoqd,
9dq¢o3IEBbYq o9e6dqdga¥sc, 399 29e6dqdgqaoagqbbFy dYdoqgqoFE €gaF o
€09YpD, 350¢g KFoa(Qq¥osod 3geoab¥Ya edodgdea Ya¥ ¥Ybdeqesz¥y 3
sEeRq e2aqfqb, gqda¥ eobedgsbgy o9Yec EKFa(QqQ¥YsE, eosodgy (oai
cdogdldeoy OVAL o90edgdgqaqgqb bqgq ¢€ga.

St] KO| q

] 9 gdadoeqgqs 3JofrpoRbodsc oifiten/alsg o Y336 coomjYwereeq | )] Wi ndows
92a6e9d qay +FeoadeF edodqdey¥Y, qda¥ edgqQ3IEdY¥sqacecbgg oadao,
f doee¥YdodeY bgdeoaceYe s5qdsosd 3 o(dYHDh.

] YboFedy¥Yd JgeoolB¥yYWaoagde v} Yy:

<if>
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<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
<[if>

pdao23Yy DO} a9 addg(oYe) oaWEdEY aY) .

AaQqYs Qqay o6qdE¥gthendYelsd moIRqos ggoc deY¥Ydeoo yaqobpgqbsod (Y
c6o00G6fOoO3FEosqacde¥YnyY yaqongbosEniv) ph¥ddFEZdse dqWtes odd » 9

sFeRq Ydeoacfmoehdofosc 399Vegg doog) Eoaec o0¢ oadeqebopn Ya¥Y bqgas (F
Jgeoabqgqby¥YY 3 fEIYdYpodos¥Y 09 Jofr JdEEYW:qpnoj o a2daod¥Yqgqn +bE:

<report type:"PASSED|FAILED">
description: "the test passed (or failed)"
(optional) severity: INFO|MEDIUM|HIGH
</report>

bEaqbfyyior 3dF) Eqoa SUCCESS (adeqgqe) Ya¥Y FAILURE (bgoaQqEzE)
Ydeooaecfroaqody, qdfoqEZdecodl dady iy a2y evobfdoadoes Yy
VEedY¥nqd, qda¥ 3geoabyqsuhdny ,e sbdddada¥y Eqnoqg ¢+ bE3gb¥Yq ¢
2dbh¥p ¥Y¢¥ dagdar) Ye:

Qu

SUCCESS

EFaqY¥s doqqdRYs 9o2aced yaqpbgbsosg: Jor 3IdE) Eqoady
I LURE (bqgqaQE:-
t

adeqgqebo 3geoabqbg, YDbE3z>q 3ofr 3IdqE) Eqoasdy FA
FoqYs doqqdRY<espoaoacwdaof IdqE) Egqoady 9Ye repor
EaQqY¥s dodqqdRYs o(0boddqpoygdpdts :y adgoorqlbdly Brqoady o9Ye report

0day¥Y Ydgcoacrf aqo kngpod>e rd BBsvoed FAI LED (bgeadqE3E), 90 6dYa>YDE
Jgeoabqgb¥Yy ¢€0dqqo coelf EhHFEd Iodddmeamy dodgeaer bodoay¥Y, qda¥ ac
26dqQqaqbg.

OFaqq s6dY¥3qQqb sd¥ongqd EFoa(QqYsE scoa¥YsYe¥Y 3 09bocgqb¥YY sEdo
9Yand (Y), Qay yso2y 2aY¥Y9sYe¥Y oadeqeboqgq edoecoRqbyYq Foa(dYosFE
Jgeoabgb&mbeoacs 0 3 Foaqgacdesved .y aBgooogeh e dY¥pnqgqd YdegsgdEqgqs 930
dodEbbog dozgoaBEb¥Yq Qqqydsosd¥sqaecbhbge 2a¥sYe 3 0s95boegqgb¥yy

390¢g e6o0eFfrFEoae, bEdeosoaceos daoRbar¥y a2j Yea edo3gqgde¥Y DbDoRbD

<if>
<condition type:"and">
<custom_item>
type: PASSWORD_POLICY
description: "2.2.2.5 Password History: 24 passwords remembered"
value_type: POLICY_DWORD
value_data: [22..MAX] || 20
password_policy: ENFORCE_PASSWORD_HISTORY
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</custom_item>

<custom_item>
type: PASSWORD_POLICY
description: "2.2.2.5 Pass word History: 24 passwords remembered"
value_type: POLICY_DWORD
value _data: 18 || [4..24]
password_policy: ENFORCE_PASSWORD_HISTORY

</custom_item>

</condition>

<then>
<report type:"PASSED">
description: "Password policy passed"
<[repor t>
</then>

<else>
<report type:"FAILED">
description: "Password policy failed"
</report>
</else>
<[if>

E e6dY¥Y3qdgqbbon 3geqgq ed¥pngdq e¢9e FHepfth (=0mceyed) ,b oblg yd sadYoce s o
if/then/else 6020dqdRY3IFEqgqs 3geo2abqgb¥g (qoecdolPoadaddbydbdRagesXy
else. Eboasd¥Y oadaosd¥Yy sFeRq pnpoRbBbOo ¥Ydeoacr dfithEdetse 3 a.o0 Rqb bgq

ascsaqq daoeRlbygoyad e6dY3Iqdagb bYRQ:

<if>
<condition type:"and">
<custom_item>
type: CHECK_ACCOUNT
description: "Accounts: Rename Administrator ac count
value_type: POLICY_TEXT
value_data: "Administrator"
account_type: ADMINISTRATOR_ACCOUNT
check_type: CHECK_NOT_EQUAL
</custom_item>
</condition>

<then>
<report type:"PASSED">
description: "Administrator account policy passed
</report>
</then>

<else>
<if>
<condition type:"or">

<item>
name: "Minimum password age"
value: [1..30]

<fitem>

<custom_item>
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type: PASSWORD_POLICY
description: "Password Policy setting"
value_type: POLICY_SET
value_data: "Enabled"
password_policy: COMPLEXITY_REQUIREMENTS
</custom_item>
</condition>

<then>
<report type:"PASSED">
description: "Administrator account policy passed"
</report>
</then>

<else>
<report type:"FA ILED">
description: "Administrator account policy failed"

</report>
</else>
</if>
</else>
<[if>
E yso9pnp e6d¥nqdg, qdaoa¥ o930g9bFy fEeY¥Ydec Administrator bqg ¢
c6dodoq¥Ysdy EFoa(Qq¥Ys e6dEIYaE, 390 DYDbYpDFaecbgy ddoe (dgqydsosd Y
c6dqlgekEasec 30 dbqgqy. Bo9F coaY¥YosYeFE FKFo(dYsEF ¢€odqos do23qdqgbFk
f FeYde FE(dQoYbYdosdFoqYidoHky bgogladh Fe,qdb qgf E3IYdYpno 299 e2a¥sYe¥Y 3
cFdoaqgqy, E e02a¥YsYeE 3 09b0oeqb¥YY ddoeEFE Qqqydsd3¥Yy eEdoaqy
90pnp daa3FFq, gqda¥ o93qo9bFy fFeYde E(QoYbYdodFEosodE bqgq ¢€gakF

LZ¢g OO0t O K 70n oD ¢gitgl LAAKTOOTLETOL q
LEAOOZ Y] Ao A ANDOWS .AUDIT

ndodqdaudit Wi ndows Content (doQgqdRYpnpoq Windows) o99a¥3FErso
audit Wi ndows Configuration (eoba¥YjadE3Yy Windows) sqo,
Jgeoabqb¥Yy eoY¥YdeFE 3 oaFEyaodoy d¥dosqngq L] Windows aFEyaod
doqqdRE) eobayY(dqbs XFEddmgq K bagq day sqdqs3Ydaqb¥Yy cFEdEDQs
eoba¥Yj odE3YY dYdsqng. | bY JearszEys dyQq Qqoeoab¥sqaecbhge |
c6opnoj E¥ye Foa(dY¥osode dor Yoec eFdEnqoadg eo2YdeF Y ¢€o0aqq Yyaoq
dEdeoaoRqb¥Yqgq bqdoosdqodoadoavy) YeYodueBdEOBYywe QEDDge

i": Odecoacfro23FEDbYq ©vE3gsaqe

L QybEdbgg Y q3oybgg ©eElg3eY od¥Y f Feaxa3qb¥YyY
Jr EYpofr Engbygongoy¥Y, fE Ydeavyzaqb¥Yqn daq{avr) Ye

1. E edodgqdeFe doosdqgqosdsd3¥Yy ocqdE3Yobboy dHY
deq3YFEaecbgqgq aifow,d ICRAF Y 9. d., (oaRbg Ybos
govdFacho, Ydeoacroysq oQYbEdbggq evEdgazeY. ¢
eF3gaqe eo20ay, ©vo2909dgq QqoaRbg YbosqdedgosYdodeE
Jgdgqaysac.
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yEedYonqd:

expect: 'First line \r\ nSecond line \r\nJohn\'sLin e

2. O3oybgq evREIgseY sdqgoevyoady sdY Ydsoacfodh
exclude paths EFEadq¥YsE WindowsFiles.

ndY Ydecoaecfr o23IEDBYY 3 02009 avrvgojo o9YecFE (descr
dodoe, doqqdRE) Ye oqYDbEdbgg Ya¥Y qloybgq ¥EI
Ye o0¢dEgooseY:

a. E eEFE3qdoadgqg bEdeaRbge eEFElg3zqgqe poRbBO ¥Ydesoac
6do9Y3oeo2a9RbOj O 9YeckE.

VEedY¥nqgd:

expect: "This is John's Line"
expect: 'We are looking for a double - quote -".*

b. YoRbo J3gdqayscec JIbasdgbb¥Ygq evEFE3gaeY d soDC
32qdsesg (922a0a6e2 (q3oybgqgq eveElgszeY).

yEedYonqd:

expect: "\ "Text to be searched \

TLZ ¢ KOd¢gt )

Edgdo3gdeyY doosldgqoadoeodyYy dodqqdqR¥Ypnpoj o L) Windows (doaRbg
check_type Y Yngoce 2¢€of bEWpnhoWskiles YeBoso o03qbe deoRq do 3dqgqnpy
odoFachgfoyt Fawatdit . | g) Yy o20dobEos oEyaFE e6do3gqdey¥Y dodqgqdRYpno

<check_type: "WindowsFiles">
<item>
</item>
<item>
</item>
<item>
</item>

</check_type>

AEZeosY3z>qgqdeYq edodqdeyY qay ©vERQojo yagqongbsE bq ecoeBEf Ebg.
coelr Ebo, ER¥eYdoRacr oIKEse dEfFa¥Yazbgqgq ear3qdgq dao3E Y ok
dodsF3aqgb¥Yy weobedqsoyagen ghdoalig dbedqQqdRYpoj 0.
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Z K¢ bOT j ) 6 o T KO

Odsoacf 23IEDYQq

<item>
type: FILE_CONTENT_CHECK
description: ["value data"]
file_extension: ["value data"]
(optional) rege x: ["value data"]
(optional) expect: ["value data"]
(optional) file_name: ["value data"]
(optional) max_size: ["value data"]
(optional) only_show: ["value data"]
(optional) regex_replace: ["value data"]

</item>

OFRQgy Y+ yosYe yaqonqbos@dy YaldobgdwYsafyaod o239gbe pboj Ye
doqqdRE) Ye QEbbgq dFEfra¥Ya3bge 9Ye23. E daqderjqy 95FEé€a¥Ysq
6000qdRYIFEqpnge 9Yc0203 qEbbge. E dagdearjygp dFfrdqaq ed¥Y3qg
c6d¥nqdg 959j9, ©Fe ys¥Y evavy3qdgqgq daos3IFE poojdeesy YHasyo acf 23 Eo
6do3qQqbyYy EFEo(qYosE dEfa¥Ya3bge 9Yc0203 dodqdRYpojo aFEyaod.

Oaraqdoq daodo|,esYdEDbYQq

type Oay ys2j92 evavysqdojo daosdE 3o 3Idq
9dosEbodaqbo fbE3xgqb¥Yq FILE_ CONTEN

description Bso YboodpoE3Yy, evosodHKEy ¢odqs Yd
bEr 3IEDYYy obYeHKFacbge oayfr 3I¥npodosqy
5dqgod23IEDbYyn 3 SecurityCenter. | b
dodoeoaebodoacy (QFbbge, doog) Eqpoy

file_extension Bso evavyaqdoq daosdos dodggqdRYs eqdq
dEde¥Ydqby¥Yy, evosodgqgq (doaRbg qdymd
Nessus. tEdeYdqgqb¥Yy eqdqaYdayrsdy
eEZ3gaele Y dEfqqayrysdy JgdosYeHFac
Qoeoab¥osqachbgq e FdEnpqmgey, Y dxiestd Y n
FadqY¥s bq Jeavyzqbg, 3 dqfoacsKEsosFe
oFyag d oseveErEbbgon¥Y 3 ¢02aam¥Ydiglberyem

regex E ys2o29p ®vavy3qdon daodq edEbYsdy d
Ydeoaecroagnogq Qqay eoYdeFE daoRbge
do3ecEQqbyYy d dqjeaydbgon 3gdERqQqbY
do3ecFEQqqbyYy dodqdRYpnojo 2090¢dEREC(q
dyr 3Iyonodsasqy.

Oa¥vaqldoq mgexHd@aRbo Jgsoabuy
ea¥30qdgn dexpedonp 26 YdOEDBBQ.
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i‘: E 2992a0Y3Yqg 99 6dodqdoe Wind:«
0 Checks (edodgdey¥Y doosldqods.

6dqodgdeq Windows File Cont «
Check (edo3qdeF doosl3qsoadsi’
aFya23 Windows) deoddiexd§ q
expect bq o9dqé¢are doIescEJqbYy ¢
Rqg doadoeEnY (dEbbge 3 oaEyagq,
e6doY¥Yfr3oq¥oasdy eo2¥de. ndodqgdn
Content (dodqdR¥pnpogq oaFEyaold
cdodesos DbEa¥Ya>Yy dodeFEdQqbyYy !
26 qdFoodepgek, Yexpect , 3 edqdqakl
eoa¥3qdolE EFyos oEyaF, 62 1
c6doYfr3o(q¥oady eo2Yde, oevEr EDI
<max_size> .

expect L eqdExopdct Ydeoaecfoaqoady Qqay eqdqs3y
YaY bgqdeoaece¥Ye gcdodsge o¢gdEf 303
dodqqdREscecdy 3 (doeanqbosaqgsdasdniia o
adao23Y¥Yy coYdekEZ. VYEed¥Yonqd, ed¥Y oo
Security (bongdod do3YFKFacbojo ds
5dqgo3IEoascdy bEa¥Ya>¥Ygq daoad SSN, SS

yvgdeoaeceos ogdHpg3¥dayrysdy 3 ©vEIgsz
dEf dqayrsdy dY¥n3oaEn¥ J3gdosYeHFach
ndodqde¥odqoadoasdyYy edodoasgn o&dFErf 3
602000qdRYIFqgqedy 3 ysopn eavy3>qdon d
ndY ddE3Ibqb¥YY do dsdoeoexpet CE 3 Gq 9
6do3qdyse dooslqoadoesd¥Yq dosdoekEnpn ¢
Te Y o. q.

Oa¥aqdoq dempeck moRqs Jgsaghby
29qaehos qay ddEIbgbYy d of
sqedosF, o(QbFeos qda¥ Ydeoaci
dao Jepex , 909 Ydeoaecfr oOIEDYQ
dao kect ogyr Esqacbo.

D

i": E osavYmssvrgedqodqdoe Wi ndows C
.. Checks (edodqde¥Y doosdqods.

e6dodqde q WFikeContent Compliance

Check (edodqdeF doosdqsosdsid:
aFya293 Windows) evaoavwegexigyq d
expect bq o9dgqéoars doIecEQqbyYy ¢
Rqg doadoeEnY (QEbbge 3 aEyaq,
esdqoYr3oq¥sdy so¥de. ndodqgdn
Content (dodqdR¥oWign dcdEwsi) ¢
cdodseso DbEa¥Ya>Yy dodeFEQqbyYy !
26qdFEoordgexd Yexpect , 3 edqgqQqgakFe
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eoa¥3qdolE EFyos oEyaF, 62 1
csdo¥Yfr 3Joq¥oasdy esoYde, oevEr EDI
<max_size> .

file_name d6day¥Y sdqgoeqsoady eafileextknsign dao 3o ok
DoORg Joeoab¥sqaeho 89023b¥sc de¥Yd:
bgogeoq¥Yono EDbEa¥Yfr YdoIEsc. noddqqQ
oFyag pDojoeos 0909¢dEdgIEscdy Ya¥Y dd

VEedY¥nqd, yso9 eo20f3oayqgqs d aqjeod
oFyao03 av¥éojo o9YeFE, 3IeaxszEv) Yq 9
empl oyego$¥Ee), customer (+FEeErf 3
(fFEdFEooabFEy caEsE).

max_size Oay s093geqb¥Yy sdoY¥Yfr3odqY¥Ysqachodsy
6do3o(dY¥Ysecdy s2aG6ed 9 DbE3>Faa ®evER
c6dqodqdygooy 33EdosY pnoRbOo oeEf Eoc
Y92j9 ©a¥3qdojo daoslEF.owhrnrHasd
eF3qdoaldqg EdjepnpgbsE. dEeRg e92qQqq
¢cKé Y ¢Me oy eYaog¢Eys Y pnaqj EgEY

only_show ndY sdodqdeq doosdqsdsd¥Yy evoba¥Y(Qq
bEZedY¥Yngd bopngqdol edqQqyYosabge eEdo,
6029dqgo23IEoacdy o030 padEReMY®Ooaceo e
3099gdgqe 3Yead. Bosos varszxqloq daodo
292¢dERgbYq avYgojo voa¥aqdodE ¢FE
600YsYeoy.

regex_replace Bso eva¥vy3qd3oq daosdo eo2¢f¥ 3oayqgqs evaohb
2dEf g3 Yf dqjoeaydbojo IgdERgbYy
2930q9qY eo2Ydeq daoRbge ogdFEf303
bopnpgdod edqgqd¥Ysbge eFEds, bq 3dqj q
cekrg3Egqoady eqddogqg do3eEFEdQqbyYgq. B
2qgdeq3YIKEqes ¢€o02aeear¥ | Ydeodoase (a

bgogeo(q¥Yonge (QEbbge d g€o2aqq Jgdoe

include_paths Bos®avyasqdoq daolo gsofdoayqs Jeaxrs
J dqfoaaGcoFosg eoaYdeFE. Boso evar3qdo
Ydecoaecf 03IEosecdy 3 dozqoEbYY d evaOY
exclude paths Ya¥Y dEonodsoysqacho. Boo
J daoaea3Fye, ®©oj qE bgqogeod¥Ypo 3geo
26dqdgqgbbgn qYydeFEon Ya¥Y cEFeeFon dYyd
qYydeEonY. O0da¥ osdqéaqoady oeFr Eoc
f Fearvy3Eyoasdy 3 q3oybgq eEFE3gszey¥Y Y
JqgqdoYeFaecboy 3qdosg.

ZQ E eE3qdsdq fbE3qb¥Yy vavyaqld:
. include_paths Doj s €goGc orvE+Ebg
gorvdg (QqYdeod ¥ YoDgbE cEeoe.
Do} o9 ¢€goe Jearzqbg 3 dsosdon
eavy3qdoij o indude pakhs
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exclude_paths Bso evavysqdoq daoldo sofdoayqs Yde
Y oEyag Yf dqfroaGcoFEs23 coYdeE. B
poRqs Ydeoacd8odHBEaqdEDBYY d vavszqgld
include_paths YaY dEpnpodsoysqacechoa. Bso
J 92090 dasazEKEq, -oqod aero tedZdepayb gy QY de,
oFya bqogeodY¥Yono Ydears3¥Yoe Yf dqr+
sdqggoagsoasdy oeFfrFEoae bgdeosoaeced gasq
qloghh ©E3g3ze¥Y Y dEfr qgqayysdy dYod
3qdosg.

Z¢) bo¢ég t KDOPO g 2KtL T ¢
E yosopnp dbgqaog QEQqYon Ydeoaddsldqbbgy o9qedsodgytnsQifeanqgqbs d
fEoaqon ©6do3qd¥n qj o bqgqde.awiteYmW sHywdbdbomyYy o © daoRbobpa.

t EddoEoadYIEy eBRQgyoge dqivdoc g s Eqn ©ERQgy e692qqdRY3IEqngy da
cd¥Y¥nqbgb¥Yy eEdEpngesdod edolqdoe Windows Content.

Yg sFeRq Ydsoacroaqp Qq3o¥Ysbgy oMhaslh. eOBREGIWoOoy dosdoey

Qgqoobdoad¥doaqgqopgy .Budio Yol aqjeds 3ear3z¥se I o2a¥YsY¥YeY¥Y dek
Nessus 4 YayrCeSretcaurr,i tho Qqay ¢€gdsdojo EoaQqQ¥YsE o(dboy dY¥dsqrc
23qbc yaoaqesaYdgb. OopbpEBQE, vosodoer pg ¢odqp eERQgy dEr

/opt/nessus/bin , #9dqs daqdav¥) qy:
# .Inasl -t <IP>
/opt/nessus/lib/nessus/plugins/compliance_check windows_file_conte n
t.nbin

6qqdce Dlyss-APdqd dYdsqgpng, FadyYs evosodoy bg e6doa3od¥no.

E dasa3Fg Nessus 4 d¥Y Inpmo BB Yy @dEyuFdqdeaj oj o0 eoCea¥3F
podeaay) ¢€8qQqQqgqsoe Iglod¥Yscecdy +Fedod oeHlfrEosc dgqeld¥YrY¥Yoag Jeod
sfFeRq dEdeosaoRqfaygq .oFyaR

Ajdzjos?2 WO2dz Hdw dMmYf ' sOdedw
¢gaqdoy oFya, evoadqammpomger oIFEose, dodqqdRY¥Ys dagdex¥x) Yy o9qe

abcdefghijklmnopgrstuvwxyz
01234567890

Tenable Network Security
SecurityCenter

Nessus

Passive Vulnerability Scanner
Log Correlation Engine
AB12CD34H-56

Nessus

dYdogne 90 @26dFIaqb¥qn |

Jeode¥Ydaysq yosY (dEbbgq
Je 23Y¥sq oaFya Tenabl e_Conten:

JEd gdse dged¥Yf Yog

-
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Jtedd3 o 1: fsdmMe HBCEdR] dZENSp M Pingy Glcd dzd iAo
«Nessus»

OFaqq 6dY3qQqb sdaudbpyIgBEygabyr) Yy soYde avgojo aEyaR d
dEde Ydqbtrsqp doqqdRE)} qj o dao3o ¢Nessusée 3 argoy 33EdoayY (Qc:

<check_type:"WindowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS File that Contains the word Nessus"
file_extension: "tns"
expec t: "Nessus"
</item>
</check_type>

ndY¥ J3geoabgb¥Y yosoy vooEb(Qg OoRY(QEqosdy daq{ear} Yy dqgqrf oaac.

"TNS File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \ share \ new folder \tenable_ content.tns

BoaY dogqfroacoFsasg eoeBrgIEys, 392 png bEea¥Y dol3ecEdQqb¥Yq.
(bgqeaqFE3E), ©2920p8 390 bpng bEeaY (QEbbggq, ®©vos2dgq bg €02
pg e6do23od¥Yn EFad¥Ys 3 deYdeEFe bopnpqdFE Social Secu)ity (
Y eo200a93Fqn 620a9RY¥sqaehoq doosldqosdsd¥Yq boonpqdE Soci al
ropneGcY¥Yosaqdg, 99, bgdposdy bE eoaoRYsqacecbgy dqfoaacsosFEos
f EeYdg3Eqody eEFe 3geo2abqgqb¥qgq 95dqgo3EbYy dooslgsdsosdyYy.

lteddizjte 2: fsdmé HEBC EZd&) dZENSh S | tdad)fih ddten dippfdgtsdg s
«France»

OFaqq s6dY¥3qQqb sdauditspy IgBEyabyr) Yy coYde avygojo oFEyaF d
dEde vYdqbttsqp dodqqdRE)} qj o daod3o ¢cFranceée 3 arxgoy 3Edosy¥Y (¢

E

9 q
b ol
Se
2o}

<check_type:"WindowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS File that Contains the word France"
file_extension: "tns"
expect: "France"
<[item>
</check_type>

YVE yo20209 dFEf pDg ©2083Yp daqgqQevy) Yy dqfoaoaecsoEso:

"TNS File that Contains the word France" : [PASSED]

aYfY EFoea(gYsoddeay do3qdesa, 692900239 b3fwoy bW youaQYIh dY+
btvsqd q dodqdRYs doo23EF c¢cFranceé.

oo
oo
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ltodd3jte 3: 5dMS HBS k] ZENSa DOC, tc @t tsp @ & Mdztso
«Nessus»

OFe coeFrEBO DYRq, (Qog¢E3IY¥Ysc 3Iosodoq dEdeYdgqby¥Yq day soYd:
Word o93qbec edodsoao:

<check type:"Wind  owsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS or DOC File that Contains the word Nessus"
file_extension: "tns" | "doc"
expect: "Nessus"
</item>
</check_type>

tqgfraacokFoag (bE bFeqgqp 9qdoso3opn vopnecec¥oaqdq) €ga¥ daqde vy’

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \ share \ new folder \ tenable_content.tns
Share: C$, path: \ documents and settings \ jsmith \ desktop \tns_roadmap.doc

Ygeo0aa3YaY oHFeboqpes RAzae, ©eFe Y cdqRdgq sdY YdecgosEDbYY oFya
tns , bo 3 dEbboo dao3KFgq €ga bEy qgb 3 adocd o ye sesydag yd sdiZedRaqY dq
dodqdREFEa daos3d3o ¢Nessuseée. nd¥ 3geoabqgqb¥Y yosYe 95qdosdod DHE
eopneGYoqdg aFEya Word do dRopaodojcqNEssFusEs®,0 E poRqs Y
o2oadosdoslo3Esc.

Jtodd3j o 4 fsdM¢ HBC kA& dZENSa DOC, tc GyfisHd ey JEB Mdztso
¢cNessuse dpytids yd madzs

dhgeqdce pg qogEIYD BEeqgq 6qdlogq dajuscyhife®FEidd¥ERqbBYdakF.
Vygoéeo(dY¥Yno 9020ac6ed (oBEFYdosdHEHRGgMBYy dqd e©avseged glo acdba oRIqo o

o E y caudit

<check_type:"WindowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS or DOC File that Contains the word Nessus"
file_extension: "tns" | "doc"
regex: " ([0 - 9){11h"
expect: "Nessus"
</item>
</check_type>

Egeoabgb¥Yq yosYe ©do3qdead d¥3gqdgs © doaqdearjyqpopa dqfaacs

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \ share \ new folder \tenable conten t.tns (01234567890)
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novdeelyaF d dEde YacqbYopmodgy doosdgqoadoadsaqs ©dY¥sqd¥Yyop g9
cdodoaRFEqgqoady. dFEe evHEeDFEBbogom MdradalZl, ob €o0aeeq bgq 290¢dFE
902} 9, 0édEoYoq 3Ib¥oEEDOYWe,0 asex0 IWHDYYy ®©avegex Joogi B2 A aq o 3 K
co2aa3Fqpn eoevFfrEDbbog 3 (qEbbge dodeEdqgbyYqg.

A 390 qda¥ DbEbp c09dqEgbHablgqbEYd®¥0o020ndY3qGbbemoggeq 11
aY¥dao dodqdFOwsb Epdblge 3YdaE (0123456789 Y 1234567890). 0
bEeYdEosGe €2aq9qq 959593boq 2daoaodyvYqudiiavsdgqsdbiEyybeosodseqyYqu
daj eaydboq JIgdERqbYq, jo3odyjyqq:

¢cOdeFosc av¥bHE3hdq 33Ydao, e6qdqQ eoso0dgn Y ecodaq ®©0950d0j !
a¥Y¢go Ybge 3Ydqgqae.

Oay y9292j9 3 dgjoeaydbgq 3gdERgqbYy pnbpoRbo Qo¢KEIYsc 260dFEo:

<check_type:"Win  dowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS or DOC File that Contains the word Nessus"
file_extension: "tns" | "doc”
regex:"(["0  -9I"(0  -9K11h((*0 - 9JI$)"
expect: "Nessus"
</item>
</check_type>

EYosFy daql3EZ bEedEJIo,o pbgq doefoeaReoe 903 YAP* dY¥pn 3oa ¢”*é Y d¥pndoa
] Yn3oa ¢”e YbojqQE o+ bE3>Fgqos bE3Fao dosdoe¥Y, E 3 (ddoj Ye d
cdooY3oecoaoRbog ddEIbgbYqg. ObEFe (oaaFEdE o+ bE3Fgqos eobqs
dqj eaydboq 3gdERgqbYq 3 o¢é) qpn das3Eq Yo bdEvsoRigqosa: o 3Y,d ebEgs ¢ e
bE3>YbEY) Yqdy d 3YdaFE, bo, 3ofrpoRDO, DE3YDEY)] Yqdy bBbE bo.
3Y¥ad, F 9FeRq bg doedodoRGED YWqdy erbedWoY YaY fFE ©o90dg
dagdeqgqs evobqs dosdoe¥Y. tqjoaaydbgq 3IgdERgbYy OoO¢dEEEsgIEY
dodoele ©wdoggq daooa3xFy, eo2y9s95929pa o5dgqegaqoady Ydeoaecfr od2IEDYQq

}todd3j o 5: fsdmMs¢ HBCEZAB dENSed DRC, tc O v jtatg yd@[hj s, M dzts
¢cNessuse dpytizisj] ydmdzts, dets BlssBtcOY Ols! MmMdzj HizjIs Ist
BO2Is0O

Oo¢FIaqb¥Yq e oadvozogdtyisltow 3bFEe oFaudt cof 3oayqgqs o2j dEbYaYsosse
Jg3od¥ngq dqfoeaecoakFEsg. Bsoso gof3oayqses 2fj dEbBY3>Yoasec (Jodosag |
cdodnEosdYIFqgqongn eobaY(Jqbs3aYFaecbgn (QEbbgo.

<check_type:"WindowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS or DOC File that Co ntains the word Nessus"
file_extension: "tns" | "doc"
regex:"([(*0  -9I"N(0  -9K11ph(*0 - 9I$)"
expect: "Nessus"
only_show: "4"
</item>
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</check_type>

ndY¥ e2a0a93qb¥Y dodeFE(QqgqbyYy QEbbgq fEpqbyrosdy dY¥Yop3IoaEp¥Y ¢

"TNS or DOC File that C ontains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \ share \ new folder \tenable_content.tns (XXXXXXX7890)

ltedd3j 6 6: fsdM¢ HBCER] dzlstse M teOMh dtej dzdj d3 TNS,
cCorrel atteao'ne 0 §fg0O2Is0On

E yosodYnqdgq pbpg ¢adqp YroszEsc Ydecoacr makBibeY.q B aowBadmj o dc
sqdoao3on oFEyaq daodos Correlation dEdeoaoRgbo bg 3 eqd3:

<check_type:"WindowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS File t hat Contains the word Correlation"
file_extension: "tns"
expect: "Correlation”
max_size: "50"
</item>
</check_type>

ndY J3geoabqb¥YY yo902j02 ©odE png 2083YpD adeqgqebary sdo3qdes

"TNS File that Contains the word Correlation" : [PASSE D]

Ornqb¥Yo +bhaxgsker f ¢50& bBE ¢50Keé ¥ 3boldc 3Jgesoab¥Yo deEbY(d
600383YD 020@8Y¢gea:

"TNS File that Contains the word Correlation” : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \ share \ new fold er\ tenable_content.tns

ltediBite 7 Stdbtesd slsBLOYOj & & tjLbEzd IsOlts
E yos@dYnqdg pbg €oadqqn YfrozxKFEoce Ydecoacr egeZfeMage v.avy3qd3oj o dc
ndqddosFlcecsasq daq(oeauditYy oFEya

<check_type:"WindowsFiles">

<item>
type: FILE_CONTENT_CHECK
description: "Seventh Example"

file_extension: "tns"
regex: "Passive Vulnerability Scanner"
expect: "Nessus"

</item>

</check_type>
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tqroacokFson 3geoabgb¥Yy yooy edo3qde¥Y ¢€adqo:

"Seventh Example" : [FAILED]
- error message:
The following files do not match your poli cy:
Share: C$, path: \ share \ new folder \tenable_content.tns (Passive
Vulnerability Scanner)

A sqeqdec sdqdsoaoRYn, 390 bEb baRDBbo dqjesaydboq JgdERqb"
3FdsY ¢cPassiveé ¥ ¢Scannereée, bo 3ofr3IdqE] Egqs 92a0ac6ed 33Edo
dqj saydboq IgdERqbYq €o0dqs J3gjaydqgsc dagqdeav] ¥Yn o2¢dEfopn:

<check_type:"WindowsFiles">

<item>
type: FILE_CONTENT_CHECK
description: "Seventh Example"
file_extension: "tns"
regex: "(Passive) (Vulnerability) (Scanner)"
expect: "Nessus"

<[item>

</check_type >

tgfraaecokFo09pn 3geoabgb¥Yy yos0oy do3qde¥Y 3dg dEFE3IDbo ¢gadgo s
Vul nerability Scanner é, 6099Dd 399 o9e6qdF9oo9d dgjsaydboij :
dodoea ©vFe eqd3ogq doleE(dqb¥Ygq. to0¢g e2083Y9G 9520aG6ed Jo:

do¢E&Y=®av3qdoq redexxeplace

<check_type:"WindowsFiles">

<item>
type: FILE_CONTENT_CHECK
description: "Seventh Example"
file_extension: "tns"
regex: "(Passive) (Vulnerability) (Scanner)"

regex_replace: " \ 3"
expect: "Nessus"
<[item>

</check_type>

tgfroa0c9Fso0opn qEbBDbojo deEBEbYdoldEbYy €oaQqgo:

"Seventh Example" : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \ share \ new folder \tenable content.tns (Vulnerability)

Yg Ydecoocf dIB#HaV3rxo0¢gg ovFUdBEyc YOHEoyd®® DEeeqjo doeodsFIaqhby
299 0dlgy WH@oyqhs dsdoel eoabodoscy. 0da¥Y V@,op@o¥Ydesoaer
dqf @aaco9Foso9pn €g dosFao daos3ddeé&,Pasxsidveeréaa dds fiedoody g¢g ds EFao d
«Scanner».
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Oay 3qjo dejyqdsdoqs yosE rombRBINODHFED erPFEY cIm¥Ydeq daoRbge o
QEbbge, bEFEed¥pnpqd bongdod ©dg(QqYosbge ©vEde, bqgq 3dqj QE Yde:
60gd3oq dol3ecKF(Qqqb¥Yg. Bo992 vavy3qdoq daodo o90¢qdeqaYIEqos ¢goa
bEeoRQgqbYy bqgqogeodY¥Yonge (Ebbge d €020a0aqqgq JIgdoeveoy o9o03bodosc:

lteddZ8te dMfsdzr LsoaOdzdy doisd dzgd W O2 zO o9 COyJMmlseag W
oda¥FZddonosdqoaudieEyma sdgqseqj o2 ed¥YonqdBE, 59 3 dqgqfoaaecoksq ¢
2dbo3dqoqbbo.tne EYW.dog .

<check_type:"WindowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS or DOC File th at Contains the word Nessus"
file_extension: "tns" | "doc"
expect: "Nessus"
<[item>
</check_type>

tqgfoacokFsg (bE bEFEeqgp 95qdsolon vonee¥yosqdq) ¢€ga¥ daqdavy’

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:

The following fil es do not match your policy :
Share: C$, path: \ share \ new folder \ tenable_content.tns
Share: C$, path: \ documents and settings \ jsmith \ desktop \tns_roadmap.doc
Oa ¥ 3 qJddag Jile name poRbo sKFeRq YdeoaecfodFEosc, 350¢g 029aYacsd

eo090dgq bED abvofobgg b Rbg. Oo¢FIaqgqb¥Yq yos92j 9o eaudtagidoj o dao
oeFr EbYqpn 923Y9glKEose 90206ed aFEyag do daodopn ctenabl ee 3
dagde¥v) Yo o0¢gdEfoD:

<check_type:"WindowsFiles">
<item>
type: FILE_CONTENT_CHECK
description: "TNS or DOC File that Contains the word Nessus"
file_extension: "tns" | "doc"
file_name: "tenable"
expect: "Nessus"
<[item>
</check_type>

tqgf aacokFs9n 3geoabgb¥Yy ¢€adqo:

TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not m atch your policy :
Share: C$, path: \ share \ new folder \ tenable_content.tns

] oQqdRE) Yy do3e FQgde Yoys dbooyduis 3 @aqs, ©9299D8 392 3 Qqj 2 a9y
«tenablex».
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] 9doeE ddE3Ibgb¥Yy ydayqody dqj aaydbgn IgdERqbYqgnD, ©2Y90
j Yédeoy QGoyWoEdaegqWigeodjcoqeoasdFE aFEyad23, ©voso3dggq pbg €29YD Ya
c6dodqdysec. YEFEed¥Yonqd, pbg poRqgqo Ydeoacec+t o23IFEose dsdoea ¢[ Tt |
dao3op ¢Tenableé Ya¥Y c¢ctenableée. AbBFaoj Y¥Y3bo, qda¥ bpbg €09
3Fdosc dqEdeYdqqBNFg, agEB¥os6c 903va d o0€dEoaboy DbDEeaobboy 3
JgdERgqbX¥t e 3geoabyady co¥de 3dqe oFEyaodd d dEdeYdqgqbYyny
gorvdg cte.

lteddzd e 9: dMisdz LsoOdedd SCdzgyjorna MmMdzse o ¢ dz¥ yJ dzd
Oa ¥ 3 q3dao InElude_paths Y exclude_paths pojoss Ydeoacf o23IFEoacecdy Qqay aYac:e
dgfr 9aG9F993 coYdel c@gaedgledeEhYpFoFaoaoj E YaY (qERq ¥Ypq

<item>
type: FILE_CONTENT_CHECK
description: "Does the file contain a valid VISA Credit Card Number"
file_extension: "xIs" | "pdf* | "txt"
regex:"(["0  -9-]M(4[0 -9K3}(| -0 -9K4hH(l  -DAO -9K4h(l  -D(O -
940 -9-]|%)"
regex_replace: " \ 3"
expect:"."
max_size : "50K"
only_show : "4"

include_paths: "c: \"|"g: \"|"h: \ "
exclude_paths: "g: \ dontscan”
<[item>

tqgfroacokFson ¥gecpdaf@qb:

Windows File Contents Compliance Checks

"Determine if a file contains a valid VISA Credit Card Number" : [FAILED]

- error message:

The following files do not match your policy :

Share: C$, path: \ documents and settings \ administrator \ desktop \ ccn .txt
(XXXXXXX XXX XX0552)

Nessus ID : 24760

LéddEoaYsq IbYpEbYq, 3920 (QEbbgy dgqrfroaco9FEs bg 99a¥3Fqoady
coYdek#Z 69 dodqqdRYpopnas oaFEyad23 |] Windows, bo bqgq JIeaxs3Eq
60DO2) GY eavy¥a3aqdoirclode gpaths 3 F3 e asxgb qqQYbdoslgbbgy eo0a@t), (bEed¥YnD
90 3dq odsFaecbgq s99Y ¢ades Ydeaxsqbg EFIsopbpEsY¥Yaqde¥Y. O
goelF QqQYdeF (O6FedYmydebBeBWeceFE bBbE ysop (qYdeq Jeaxys3qbBE (|
d:\users ) , 59 edavy3qdkxhydedathisd 00 ¢ a EQKEqop xjdgdra I on, ¥ co¥Yde bHE
aqydeq edo¥Yfr 3oq¥Yscdy bg ¢odqo.

OsOL T ¢0y) )| Bpg? RIAZRAKDITAO z0n) KO

EofrpoRgb EFo(QqYs oFEyao3 d avyégon¥ dEdeYdqbYuynap Ybo oaFEyag
gz, deoQa bg dqEdeFeodglExyosdy. O0dayY aFya dRE®IYaY v (JEDOI
8Yad3IFbYq, 99 eo¥Y¥de o0¢dEfr323 pDORQg9 €goc bglorpnpoRqb.
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Oay Qoeenqblsxdbosodge qEbbgq edEbysdy 3 aodpopHFEsq YbYeo(d,
oFyafbin gadeas Ydear3zEose I3dg IdosdqzEBEry Ygdy €EEFyosag, dodqdR

Odongq 992j9, £9Q0QqdRYIEYvYsdy I&¥q SFRAGF¥ Gledigheasdft Off
3Ydag Y bodggqg eYado3IEbbgqg 3qdd¥YY, (doédKFIagqbbgq 3 cFeqoq
aFy aglsx Y .docx.

O, bEFeobqs, Jear3qbFE e0qqqdReEF dEfraYabge 9Yc03 a0dpbDE9D
dor QEb o¢dqonbgy EDEaY+r EoBEdqPBEya¥Yd33loeqdB¥EpYy DqogdEEOSEDI
dodoe¥Y qay ddE3Ibgb¥Yy. noac+fo3IEosqa¥ doaRbg rEdoosYoaecdy o
2bY €o09ys bEysY 3 eoEyaq a02doEsE PDF.

EAKE¢OYO L g Z¢ K| yPOKOL AL T

] ) gdadoeags bgqdeosaeceo vopnpedqoobn¥Yddod, wvosodggq aEgEYy odj EDH
Jbodty pqbgb¥Yy 3 YdeoaefrogngQgq 6 2audtip ra XYL gad®wyadgre bHE
dE¢goax>Ye dqoyc:

novYde eEFeYe dEdeYdgbYy daoaqdeaqgqs 3geoabysc?
Jeocoaeceos (Ebbge daqdeaqs deEb¥YdolEsc?

AEyagaudit bq sdgqéoevys evavyazgnbhogize . d&o yBoo daoaszFqgq edoj dEopnbo
2@dgd3gby¥Ygq Nessus egosFqoady Yfr3agq3e aFya 3qa¥Yeon Y edo(Qo
2bEdaRYs dodeFE(QqqbyY¥Yqg d o¢€dEfrs3opn. dFe eFe yosY aFEyag eqd
6do3qgbyYY EFoadQYoFKE dor qEgqosdy ¢o2ace8Y¥Yy dgosqdoy o9dFEesYe, 3q
YaY EFa(Q¥sq evolKa¥Yj odE3Y

ndY o9e6dFE3aqb¥Y bgdeosoace¥Yony¥Y deEbgqgdFEpnpY Nessus d ©2D2) GY
sdqgqgoagqsoady eqdqBEOpPgbYgoaceos 29 deEbYdoeaqnojo vobnecryoqdF
| .

] Windows Qo deBEbqgqdFE, 3geoabyxyqjo EFaQq¥Ys oayf3IY¥Yonodoqy.
LtZzg 00t O €K 70n) oD @gté, LAATOOTLTOL q
t Apzl os¢g 021 ] AtOIlQY.SIDIT
E yso9pnp dE+r Qqagq 29eYdglFqoady a29doFEs ¥ aobe3¥YY cdodqdoe d
| OS, E 9FeRqgq e6dY¥Y3o(q¥sdy o¢odbol3EbYqgq eFERQoy bEdsdoyeyY.

ZCB. Odecoacf o23IFEDYq eE3gaqe

L YybEdbgg Y q3oybgqgq ©vE3Ig3eY od¥Y ¢ Fearysoqup¥rsrd
Jr EYpofr Engbygongony¥Y, fE Ydeavyzagqb¥Yqon daqdeav)] Ye

1. E edodqdeFe dooosdgqosdosd¥Yy o90ecqdE3Yobboy dx
degq3YFaebgqg e2ay, bEed¥Ynqd CRLF ¥ 5. Q., (Qc
gov3IFachos, Ydecoacroaysq o9dYDbEJdbgqgq vEIPaewY.Y ¢
eF3gaqe eo2ay, vasodgq doaRbg Ybosqgqdedgs¥Ydodek
Jgdgqayseac.

yEedYpnad:
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expect: 'First line \r\ nSecond line \r\nJohn\'s Line
2 O3oybggq eFE3Ig3ze¥Y sdgqg¢oeavysdy edY¥Y YdeoacfodE
exclude_ _paths EFEoadqYa E WindowsFile

ndY Ydeoaecf o23IEDBYY 3 02009 a¥gojo o9YecE (descr
dasdoe, doQqgqdREJ] Ye oQqYbEdbggq Ya¥Y Q3oybgq eEld
Ye o0¢gdEgooeY:

a. E eEFE3qdoadqg bEdeaRbge ©EFElg3zqgqe poRbBO ¥Ydesoac
c6doosY3Ioeoao0RbOj O 9YecE.

yEs Y q:

expect: "This is John's Line"
expect: 'We are looking for a double - quote -".*

b. YoRbo 3gdqaysc 3Iboasdgqbb¥Yq eE3dgsze¥Y d co2DC
>2qdsesg (922a0a6e2 (q3oybgqgq evElgszeY).

VEedY¥nqgd:

expect: "\ "Text to be searched \

TLZ ¢ KOd¢gt )

Edgedolqdievoadqoadoad3yYy qay | Cisco | OS (oxheékbtype +r Fear3zEsoscd
Yoqoce o¢of bE3qb¥Yq o9YeE Cisco. Boso bqog¢eoq¥Yno Qay 99} 9,
oFyagudit , edgqbEfr bE3qbbgg deq3YFaebo qay d¥dosgpo €2 oaed
2eqdE3Yobboy dYdoaqng CY¥sxcd dOBg I paddEIBYyYy YDHojo o9YcE.

ndYoqdq:

<check_type:"Cisco">

E 09920Y3Yqg 299 EFa(d¥so3d dooslgsdsosd¥Yy (ddoj Ye o9Ye02d, 3 (JEDbD:
ear¥3qdgq daol3F type Ya¥Y version bgqg 6920dqdqRY3IEYyoady.

L) QBoO¢go6 t)] KOO

E daoaqQoer)qy 9FE¢a¥s3q coelfrEbsopoeEv iIfEdhRqe FREae ¥dr3qloq
}J 6dodqdek#e dooslgqsdsld¥y Cisco:

x ndYonqd Ydeoac+f o23IEDbYy Y 020QqQqdRYJ3
Oa¥ya3qgqdog daosdo cEdED e a0 s

type CONFI G_CHECK, CONFIG_CHECK_NOT ¥
RANDOMNESS_CHECK

ndo3qfE@FIG_ CHECKOoedqdqayqses, dayj qd
o+ Ebbgy Yy adggorgebose a3 s Ee Jgeoabqby
¢cshow confige o9eqdE3Yobboy dYdsq
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2¢dFEfron edolqdeZ CONFO Gs CHECKY ND
dejgdadaqgqe a¥fY o9e6dqdqaqgqbbojo yaqgno
RANDOMNESS CHECKO YdeoaGcf &payydyp day qd o 3«
6do3qdeyY daoRbydbEe ddrodde edo3qde
0dayY oeveFrFEFoac yaqonqbs, e©os2dgy o(q
6o0D2)J GY¥ va¥y3qdojo dao3IEFE regex),
doog) ¥Ysa, ydaygqgsdy a¥fY oeEr EbDEyYy d
¢cedoYrloaechboye (Y¥Ypbpgqqs qa¥Yba bq o
dogqgdRYs dYopJdbogugo Jdaadievyds dE, bBYRDC
60 ©edEybqy pnpgdq o9dbsa 3Yada Y o(dY

dYnd3oa) .
Z'E nEdEonqeadg sdoY¥Yfrloachodasy¥Y 3
C bEdodqEYIEYosdy.
description Oa¥yaqdoq deschpfion cofrdoayqs oéEFda

26 YdEDYq J3geoabygonoy gdydedwy. V
dgeopngbdeaqoady o9¢€qdeq3Y3IEosc ob¥YeF
description Y o09doesdsoasd¥Yq 3 dEfbge e6d09
fr bE3gqbYy Jdesxrptiogqe . nodsEKFlaygopoqgq e
Tenable e6doj dEppnboq o¢gqdeqgq3qb¥yq
Ydeoaecfroaqgqos Yoo e2aq day qploivadd i
abYeFaebojo ¥Y(JdqbsYaYeE3Yobbojo b
podeaay bE odbodq rdesmpiiphYy c0ay

nd¥oaqd: _ _
description: "Forbid Remote Startup Configuration”

feature_set Oa¥vyaqdoq fdatusedset EDBFaoj Yabo evarYa(q
system 3 edodqdl®e¥zIgqoadoadyYy qay | | Ui
JqddyYy bEgodE aobes3s¥Yy o0eqdE3Yobb
Y aY¢€o ©6do3o¥s dgraaecoaYdav) oy e
cdoecodeFqos e6d3 Eqohegao¥mwIqoadasdyYy d
JgdERgbYYy. Bsoso eoaqfbho 3 o959ge¢ daas
cdYoqbYo#e®0®w dYdsqgoExdo de 2fedips b (
bEEodoon oobes3yYy.

ndYoqqd:
<item>
type: CONFIG_CHECK
description: "Version Check"
info: "SSH Access Control Check."
feature_set: "K8" context:"line .*"
item:"access -class[0 -9]+in"
</item>

ndY3aqdaqbbkEy Jgel mEHeodda®s edodqd"
92a6ed2 3 so9pn dasa3Fq, qday¥ J3qddyYuy
dooslgsasdoalaqgqs oevEfr Ebbopna dqgqjaayd

E doa3Fq bgqlgeoabqb¥Yy edodqdey 3
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bE yedEDb ¢€adqs 3gdaqdqbE o28Y¢gekE,
cedY3qQqqgbboy bBbYRQ:

"Version Chec k" : [SKIPPED]
Test defined for the feature set 'K8' whereas we are
running C850 - ADVSECURITYKOM

ios_version Oa¥vaqdoq idsaverdion EbBHFaoj Yabo evarvaq
system 3 6dodqdeFe doosdqsasdsesd¥Yy dauy
Jqdd¥y o9eqdE3Yobboy dSd¥qoYéLi sdg
dqfraacsaYdoer)oy 6do3qdesa, a¥Yé¢o e-(
fr 2 bgdoosldqoeadsd¥Yy dgqjeaydbopna 3g
9ge daosa3Fye, ®©oj qFE edodqgqdeF ed¥Yn
600 o96dFEIaqgb¥Yqn oecqdE3YobboysadyYd
26dgqCqgqaqgbboy 3qdd¥YY.

ndroqd:
<item>
type: CONFIG_CHECK
description: "Version Check"
info: "SSH Access Control Check."
ios_version: "12 \.[5 -9"
context:"line .*"
item:"access -class[0 -9]+in"
</item>

ndY3qdqgqbbFy 3geq edo3qdel rFeoadso
9006ed 3 99p HadegH#dYygqgdagqgdEs3Yobhb
| OS doosldgsdsasloaqos orvEf Ebbopna dqij

(12\.[5-9)]).
E dosa3>Fq bgqlgeoabqb¥Yy edodqdey 3
godqes 3gdqqqbE ocYgeE, EDFKEaoj Y3zb

"Version Check" : [SKIPPED]
Test defined for 12.[5 - 9] whereas we are running
12.4(15)T10

info Oaraqdoq idfaoslnr 3o0aygqe qogRFIaysc
co0do¢g¢boqgq o0eYdEDbYq J3geoabygpboy 6
Qay ©6do3qde¥Y poRgs daoaRYsc bRBRQo&
d doeosoab¥YsqaecbhgonyY d3qQqqbYynony¥Y, eo
Y edo3qornoRbo qogKFIaqgqhyYq Dbirfad e Fe
29qacbhge dodoeFe, 390¢g o0¢€qdeqs
sqeds® 3 3Ydq eFdEj dEeE.infddbomy¥aqd
2f dEbY3>qbo.

i'j OFRQgy idoqjdoaRqb ¢gsc bEesYd
s 2790qachoy dosdoeq €qf q9qdqb:
bgogdeoq¥nocleogdemaoe (bEsdY
dooégdERgbYyn ao9dnEsE), 992
qosoab¥Ysqachbima.osqf ¥
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ndYoqd: _
info: "Verify at least one local user exists and
ensur eo

i nf o: ial l |l ocally defined user
protected?o
i nfo Aby encryption. "

item Oavyasqdoqditm osdqggqayqs yaqopgbs ec

dgroacoFoasFe 3geoabgb¥Yy eveonEbQg s
baRbo e6dqodqgqd¥soac.

ndYoaqqd:
item:"transport input ssh"

t g saydbgq I3gdERqbYyYy pnojoas ¥Ydeoa
e0¥3qlojo daol3E qay aYaecosdE3YY d
dogcodmgmYy. Oosoab¥sqacecbgq d3qdaqt
2obe3sYobFacbge 3ofpnoRbOIdsy gegexadyms.
J 0eYdEDBYY evaoava3qgdgexj.o dao 3 E

regex Oa¥vysqdoq mgew $df 3oayqgqs Jgsoabyse
cEdEpngodFE yagopqbosE ®voba¥Yj odE3YY,
2edqqdqaqbbonas dgj saghb®osna IgdER

ndY¥oaqd: _
regex: "'snmp - server community ([* ]*) .*"

J] aqder}) Yg deq3YFaebgg dY¥Ynloag so9d
2¢dEy ab Yyt ()

0dayY odqfaqoady, 392¢g 29bDY Yboaqds
goevdFaebo, 902 ¥Ye daqdeaqs (qIERQg
Q3oee d¥ndoaod o ¢d Fooayb asyq dadFoge &(a ¥ b
f Eeaxvy3¥Y¥ose 3 v3IEQdEoabgqgq deoge¥Y (]
coelr Ebbgq bBYRq, Qqay €oevlIFachoy
92a6eo 29(0bojo dYnloaBE o¢dEosboy b

Boso 090edqdgqoayqasdy eo2dydeon o¢gdEEDO
eopeYaysodoon.

min_oc currences Oav¥a3qdoq wimocduwrences o0sdqdgqayqs
DYbYoFaecbog ®voa¥Yaqdsdo daezFEgqd o
26dgqqgqaqgbbojo yaqongbosE evoba¥YiadE
c6doeoRqbyYy EFa(QqYoFE.

ndYoqqd:
min_occurrences:"3"

max_occurrences Oa¥vaqdoq miaxmodarrences o2sdqdgqayqs
pEéEYopFaecboq ®voa¥Yaqdsldo daasazFEgd o
26dqdqagbboj o yaqoqbsosE ®voba¥YjiaodFE
cdoeoRQgqbYy EoaQqYsE.
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ndyYoaqd:
max_occurrences : "1"

required Oaraqdoq mausedoscor3oayqgqs oekr Esc,
a¥ bFEa¥Y3Yq edodgqdyqnojo yaoaqoppmhol
YyEed¥Yonqd, qda¥Y eawegurddd qY ndoagsd of b E ¢
NO, E 9Y¥s sdodqde¥ ¢CONFI G_CHECK
cdoy(dgses adeqebo bgfE3IYdYno 2909 99
yagongbs ®voba¥YjodE3¥YY. | d({ddejoy d
dao Jeguired edY¥Yd3oqgqbo frbE3qb¥gYV¥HSE!
Jgeq edodqdek edoydqbE bgq g¢adqo.

ndYoqqd:
required: NO

context Oaraqdoq chatext3 woaqrbo 3 s09p daoaszF
dejgdadaqgqo bgdeoaced yerqpeaydod
yaqogbsE evobea¥YjiodE3YY. VYEed¥Ypnqd,
dagderv) oy eoba¥YjadE3YY

line con 0
no modem enable
line aux O
access - class 42 in
exec - timeout 10 0
no exec
line vty 0 4
exec - timeout 2 0
password 7 15010X1C142222362G
transport input ssh

0dayY Jg €9299Y¥sq €do03qd¥sesso roEbBydy
codaqo3Esqachoy a¥YbYY, sax3¥qdopo

dao dtdn do + bE3gb¥Yqgqn |l ine (a¥Yb¥Yy)
bgdodoaKEsozxbgn, e99%09pD8 392 daj) qgqds
Ydeoocec+fr 903IEDYyYy fbE3qbYy |l ine (a¥Yhb

Ydeoocec+f 03IEDYYy evavszonkexti oo BB 3IE
doddqdoso3¥Yscdy s2a6e2 bE Yboaqdgq
yEedY¥naqd:

context: "con 0"

Eg e62a0983Y¥sq 9206ed2 doqdeax¥y) Yy yaq

line con 0
no modem enable

tqf saydbgq 3gdERqbYy pnojoas ¥Ydeoa
ea¥3qlojo daod3E dQay aYaceosdE3YY (
dosodsFE3aqbyYy. Oogscoab¥sqaechgq d3i
2obe3YobHFacrbogeRbIndoaye evavy3qrége doc
3 06YdEDBYY ear3zqgdgexi.o daos 3 F
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C¢| dogg t AbOPOmg PALL T ¢

E yodbr dqag ed¥3oqyoady ed¥pngdg dEdedodoadEbgbbge Ea(¥Yoo
6do03qQqb¥Yy edo3gdoe doosdgoadosd¥Yy dYdoqon e090Qq @ae6dFIaqb¥yYqgl
oFfyeopnpEb(boy mwmhsidqWdkeoacsr agqoady 3 eEz3gqdoadq ddgqQqQds3IE qay ¢€dg
FoQYsod bE e£02e. OFERQgy 6 o edhditF bobogRyb ob YaRiGj eeoFE ylee a v 3 Yo 6 3
c6oaYoaYeY deEbqdF Nessus. | qbFeos qay €gdosdoy edolqdey¥Y o
sqdsod 3 eoopFbgdbgooya qdge dyosearqes¥YIbo. OopEDBQE, wvosodey¥y png ¢
Jgeoabyose Yr /opthesfus/bin E , €a8dqoes dagdary) qy

# .Inasl -t <IP>
/opt/nessus/lib/nessus/plugins/cisco_compliance_check.nbin

0 qqddP>38 yotP-EqdadrdosgBFgded sodeodyo 3o dQY¥osdy

O0BJdFEeYIKEqoady eEFdoaec enabl e:

Which file contains your security policy ? cisco_test.audit
SSH login to connect with : admin

How do you want to authenticate ? (key or password) [password]

SSH password :

Enter the 'enable’ password to use :

LEgdEoaYoaqgdched#qBayoda | )] Cisco, 390¢g ©62083Y9G6 s6dqFIYachr
enable.

Jtoedd3j o 1: fsdmMs fftcjH] dzj dzdzsets M dMEO SNMP ACL
YyYRg e6dqYdhodbagdw oy .audity g Igeoabyryy Yy eo0Yde o0e6dqdqgqaqgqbboj o

rEedq) E¥xy qgj o 9dEeYe (deny) de¥YdeF SNMP ACYyao®ddEsrqW¥s Yde |
JgQKEdses doog¢yqb¥Yqgq o bgo(dE3zboy e02cgoseq. Bo9FE edodqdel &aq
daea3Fqgq, qda¥ 3qdd¥Yy | OS pEdedoaYE#BDbO¥y dd IecFq#ge ¥

dgj eaydbojo IgdERqbYy. ObEszq dodqdelF ¢odqs e6dosoa) qbFE.

<check_type: "Cisco">

<item>
Type : CONFIG_CHECK
Description : "Require a Defined SNMP ACL"
info : "Verify a defined simple network management protocol (SNMP)

access control list (ACL) exists with rules for restricting SNMP
access to the device."

ios_version : "12 \.[4 -9]"
i tem "deny ip any any"
</item>

</check_type>

ndY 3geoabqb¥Y yooy ®vopopEb(Qg 0209 dooosdgodoalariqy o95dqgé¢aIE
daqgQer¥v) Yy dgqfroacoFo:
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"Require a Defined SNMP ACL" : [PASSED]

Verify a defined simple network management protocol (SNMP) ac
list (ACL) exists with rules for restricting SNMP access to the
device.

OFeobsYIeYydy o06Ygeoy EadQ¥s

"Require a Defined SNMP ACL" : [FAILED]

Verify a defined simple network management protocol (SNMP) access
list (ACL) exists with rules for restricting SNMP access to the
device.

- error message: deny ip any any not found in the configuration file

E ysopnp daaszEq
bEeay¥Y bY

c6dqodqgde”Z €gaF bgoadEzx>boy,
2dboj o.

ltodgy o6 2

YyYRg e6dqY3qdqbh o95qedos geddids ol e »EBW¥) qj o

c6dY¥3qdqse e

cess control

daqdeaYy)yqona dqf o

control

6393009 390 Y

Dg

fieso j6S O Iscfnger s ladsdss jdz® 8 O

coYde bgéqfroecEdE

edodqdeE ¢adq

poFad edd oooeYH f Fobobdoly db JeconbF 6 ¥

cdosca) qgbE.

daoRdimper bE oaqEaqbbopn pbEdedes¥Y+ Eoaodgq. BosE
99p daesazEq, qda¥ 3gdd¥y | OS

dgj eaydbojo IJgdERqbYy. ObEaq sdodgqdeRF ¢odqs
bEyqqbFE, 99 yos090s5 FKFoa(d¥Ysos 23 gdo@bdiZ 3howg jempbeYymp e q .

<check_type: "Cisco">

<item>
type : CONFIG_CHECK_NOT
description : "Forbid Finger Service"
ios_version :"12 \.[4 -9]"
info : "Disable finger server."
item : "(ip|service) finger"
<[item>
</check_type>
ndYWgeoabgb¥YY yosoy ©opEb(Qg 99
dagde¥v) Yy dgqfoaacsosko:
"Forbid Finger Service" : [PASSED]
Disable finger server.
OFeobsYIeYydy o0e6Y¥geoy EFod¥s ed¥3dqdqgs e

"Forbid Finger Service" : [FAILED]
Disable finger server.

ftc@HA@IE 00T enabl e

boltstemsdj

dooslqgqoadsaslax) qy

95dQg¢go23IEDY

daqdeavYy)yqona dqrf o
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- error message:
The following configuration line is set:
ip finger <

Policy value:
(ip|service) finger

Jtedd3j o6 3 ftoeso JtcC O ftosdL otsdzy detsisd, or f sdzdz¥ j d©3O W
MtesCd HBMISEF O d MitjHMIso O Ctsdzlstetsdzy HEBMISEf O { tot
HseMisOlstsydes ftetsdL o sdz! dzr §

YyYRedqY3Igqdaqb o9qeds ¢ dxaudo,j 203 ppefoyaublfy vy qgj 90 eo0Yde dosdoe (odcs
SNMP,e2902dgq bqQodsEsozbo edo¥Yrdoachg. oO0da¥Y bEyqQqbE dsdo
bgqodoFoo93ho cdo¥Yf3IoacehF, 99 Eoad¥Ys 3glqdgs bE yedEb do:
bg edoyqgqbFE. doFe vHFe cFEdEpnpgsd required ¥Yonqqoes ¢fbEzqgqb¥Yq
JgeoabgbEphYqdahd dodoey¥Y qodsesclesnimpg doyqdosdaqs. Bo9E 6dr-«
gadqo JgeoabgbBFE 950206ed 3 99p dasazxEq, qda¥ pbpEdedos¥Y+ Eoo
¢ K9e ObEaq sdodgqdeF ¢o0dqs ecdoeca) gbE.

<check_type: "Cisco">

<item>
type : RANDOMNESS_CHECK
description : "Require Authorized Read SNMP Community Strings and Access
Control"
info : "Verify an authorized community string and access control

is configured to restrict read access to the device."
feature_set : "K9"

regex :"'snmp - server communit  y ([*]*) .*"
required :NO
<[item>

</check_type>

ndY¥ J3geoabqgb¥Y yosoy ©vooEbQg 099 doosdgsdsoslavy)qy o5dqgq¢é¢osdE
dagde¥v) Yy dgqfoaacsosko:

"Require Authorized Read SNMP Community Strings and Access Control" :
[PASSED]

Verify an authorize d community string and access control is configured to
restrict read access to the device.

OFeob3Y3deYydy oeYgeoy FKFoa(Qq¥s ed¥3qdqgqs ®© dagdarjgna dqgf a

"Require Authorized Read SNMP Community Strings and Access Control" :
[FAILED]

Verify an authorized community string and access control is configured to
restrict read access to the device.
- error message:
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The following configuration line does not contain a token deemed random
enough:
snmp- server community foobar RO

The following configuration line d oes not contain a token deemed random
enough:
snmp- server community public RO

E e6dY¥Y3qQgqbbon 3geq daazFq €gaos (QqQ3qg doadoe¥Y: foobar Y pul
bgQodoEoso3bos edo¥Yr3oaecbgq aqedqong Y, dagqQo3EFsqaecbha, bq

ltedd3jte 4: € tsdzlstgeljffdsSamp e tfdads tetsdzv HisMiskzf © SSH
YyYRg edqY3qdqboEygamddoy 3geoabyryy Yy eo0Y¥Yde 3dqe yaqpnpqbsosold
eoba¥Yj odE3YY | ine d copno)jcantera¥3ddBy§ bqregeq,3@E>ros0¢g
o¢qQyYoscdy, 39909 ®vobosdoacec godososascFE SSH oadosEbolaqgh.

<check_type: "Cisco">

<item>
t ype :CONFIG_CHECK
description :"Require SSH Access Control"
info " Verify that management access to the device is restricted
on all VTY lines."
context  :"line .*"
item "access -class [0 - 9]+ in"</item>

</check_type>

ndr 3geoabgb¥Y yosoy vooEb(Qg 0905 dooslqgqodsaslorv)qy 95dgqgo3IED
dagde¥v) Yy dgqfoaacsosko:

"Require SSH Access Control" : [PASSED]

Verify that management access to the device is restricted on all VTY
lines.

OFeobsYdeYydy o06Y¢geoy Fddadydeordqddgdder 2acsFsosa:

"Require SSH Access Control" : [FAILED]

Verify that management access to the device is restricted on all VTY
lines.

- error message:
The following configuration is set:
line con 0

exec - timeout 50

no modem enable

Missing conf  iguration: access -class[0 -9]+in
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The following configuration is set:
line vty 0 4
exec - timeout5 0
password 7 15010A1C142222362D
transport input ssh

Missing configuration: access -class[0 -9]+in

EedY¥Y3qQqbboon 3geqgq ed¥onqgdq ¢€gao JGIw Woe drolGF b idome 33g sedmwa q
context dqgqj eaydbona JgideFRq.b YbEe eEe bY o0(QbE dosdoelE bg Jearx
dgj eaydboq JgmERqOEE¥HgoaacokEaopn 3gedabgby¥Yy qEbBbOj o2 Ea(d¥VYoR
FAILED (bqoaQEsE).

St KOl q

E eoa¥Yoa¥Yeq Eoa(QYosE Ciscoonj Ried#hen/elsd g Jq BBad6 6 o2f 3oayqs
eobg3bhone e2aGfo23IFosqay 3 daoaoazxxFgq adeqebojos edoeoRqbyYy |
cdqdesdqRAFEYy qq doogj qbyYq, E bq doo¢g¥Ymd YOb psvGHsrEes.doy dql

] YboKFedyYd 3geoabgb¥Yy odaod3¥Yy dagdav) Yy:

<if>
<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
<[if>

nd¥Yoqdq:

<if>
<condition type:"AND">
<item>
type:CONFIG_CHECK
description:"Forbid Auxiliary Port"
info:"Verify the EXEC proces s is disabled on the auxiliary (aux) port."
context:"line aux "
item:"no exec"
</item>
<item>
type:CONFIG_CHECK_NOT
description:"Forbid Auxiliary Port"
info:"Verify the EXEC process is disabled on the auxiliary (aux) port."
context:"line aux "
item:"transport input [*n][*0]?[*n]?["e]?$"
</item>
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</condition>
<then>
<report type:"PASSED">
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process is disabled on the auxiliary (aux) port."
</report>
</then>
<else>
<report type:" FAILED">
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process is disabled on the auxiliary (aux) port."
</report>
</else>
<[if>

Egeoab@modyYq Ya¥Y bgs, 3 yoso9pn 209093qoq bYeoj QF bg 090¢dE
¢coYeFye edodqdek.

pdao ooy @9 g€goand e Ydd.

L Zg¢g 00t O KA z0n Ao gité) LAATOOTETOL q

t Kpz)l os¢gO2)) b6O0yeg@d. AUDI T
E ys2op dFEf qgqaqgq o90e6YdglEqody a209dpobEs ¥ aa9be3s¥Y cdodqdoe d:
E 9FeRq e6d¥Y¥3o(dYsdy o¢odbod3EbYqg eERQoy bEdsdoyeY.

i": Odgoacr o23EbYqqekFdgs

L QybEdbgg Y q3oybgg ©eE3lgs3eY 6d¥Y ¢+ Feaxs3qb¥yY
Jr EYpofr Engbygongoy¥Y, fE Ydeavy3aqb¥Yqpn daoaq{avry) Ye

1. E edodqdeFe doosdgqoadoasd¥Yy o0ecqdE3Yobboy dHY
deq3YFaecbgg e2ay, bEed¥Yonqd CRLF ¥ ®»3IEdcdy Qc
goedFaebhbo, Ydecoae+roaysq o0QqYbEdbggq eE3dgzeyY. ¢
eF3g3zqe eo20ay, ©vo2909dgq QoaRbg YbosqdedgsYdodeE
Jgdgqayseac.

yEedYonqd:
expect: 'First line \r\ nSecond line \r\nJohn\'s Line'

2. OlowHggseFqgorodydedd¥er oIEDBYY soaqy i ncl
exclude paths EFEa(qYo9F WindowsFiles.

ndY Ydecoaecfro23IEDBYY 3 e2a0aq arvgojo o9YecFE (descr
dodoe, dodqqdRE) Ye oQqYDbEdbgq YaY q3oybgqgq ®eEJ
Ye o0¢dEgooseY:

a. E eF3qdobige beFHlIogR>qe pDOoORDHO Ydeoacecfro3IEoGc e
c6dosY3oeoaoRbOoj O 95Yec kK.
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YyEedYonqd:

expect: "This is John's Line"
expect: 'We are looking for a double - quote - ".*

b. YoRbo 3gdqaysc 3Iboasdqgqbb¥Yq eE3dgsze¥Y d co2DC
3qdsg (922a0a6ea (q3oybgqgq evElgszeY).

yEe¥oqd:

expect: "\ "Text to be searched \

TLZ C¢KObEL )

Edg edodqde¥Y doosldqosdosldyYy €EFrg (qEbDbgecha@dotylrby¥Y fr Eeavy3Eoc
YoqoaEofr bE3>qbyYq o9YecFE Database. Bosod bqoédeod¥nos dqay 992if 9,
290Y3KFEocec aufliyag edqdbEr bEam3dbhme bde Qoay ¢Ffr (qEbbge, 2995 Ea
do2os93qodsesld3Yy Ybojcheclkotfhpe Eodqpaqos bFayYaYy (Q3se (doseoab¥Yoaqa:
cFdEongsdod:

db_type
version

EofrpoRbBO e6do3qdqgqby¥Yg FadQqyYsE ¢EFfr (Ebbge 3 900 3Ydaq dagqQ

SQLServer
Oracle
MySQL
PostgreSQL
DB2
Informix

nEdEooqesion 3 bEdsoyyqq 3dgqoy 3dqj QF Ypbpqgqs ¢ bE3zqb¥Yq ¢le.
nd¥oaqd:

<check_type: "Database" db_type:"SQLServer" version:"1">

£) QB6O¢go6 t)] KOO
E daogqQevy)qy 9Fgay¥Ysqgq ecoelfrEDbo, ®©EFEe pDORqs €gsc Ydeoaef ol
3 6do3qdeFe dooodlf§bbgdyYy EFEr

z nd¥Yonqd Ydeoaecfo23IEbBbYYy Y 020qdqdRYJ3

type SQL_POLICY

description Bso evavyasqdoq daodo sofrdoayqse (o¢
26 YdEDYq J3geoabygooy edodqdey¥Y. §

dboltsteMCdj Ht@HA@IEcZ00Tenabl e Net work




ZOSTENABLE Network Security®

dqeongbdeaqoeady o¢qdeq3YIEoaGc obYeFk
descript ion ¥ o0s9doeosadsld¥Yq 3 dEfbge 6d0O
frbE3gqgbYy 3 e2a0aq o0sYdEDBYyYy. ndojdE
SecurityCenter eopnecEDbYY Tenabl e
F3soonEoas¥Yaz>qdeojo jgbgd¥Ydo3IEDbYyYy ob
YQogbosYaYeE3Yobbojo bopngdE eo(Qeacv
odbo 3 q qrbbrE s edescription

ndY¥oqd: ,
description: "DBMS Password Complexity"

info Bso evavy3qdoq daosldo Ydesoaecfroaqgoady
600dogbhojo o06e6YdEDYyYy J3geoabyqgpooy
d3qdgqbyYy o bodpEsY3BdaqEesqed R
602a0YsYeq YooY ¥Ywbrbyy qq bgog¢geo(d¥Yood
o¢gKFIlaqb¥Yq bgdeodnboe ¥ oadquwecbgce
390¢g o0¢€qdeq3¥Y¥scec a202dpnEsYdoJIEDbYq
cEdFEj dEaE. OoaYsipboBq spdEHFYaqbo

oLel 8 gl _
info: "Checking that \ "password complexity \ "
requirements are e nforced for systems using SQL

Server authentication."

sql_request Bso eva¥vy3qdoq daosdo Ydeoaecfoagody
aFeo¥Y3aqdeoj 2o SOLFcelogd FQEIFEQqQDO}] 0 ¢€F
OFcdqFEeYIEoscdy Y 3Jor 3dESBaoedpsosr Ee
PpEddYJdg (qEbbge, day 3qjoYdbEH@EeQ S’
Jor3dE) Eqngq fbEzgb¥Yy dEf qqaysc

ndY¥oqqd: _
sgl_request: "select name from sys.sql_logins where
type ='S' and is_policy_checked <> "1™

ndy¥oqq: ,
sgl_request: "select name, value_in_use from
sys.configurations where name = ‘clr enabled™

sql_types Bso eva¥y3qdoq daos 3o pbpoRgs Yongosec (
POLICY_VARCHARY POLICY_INTEGER OdgoaGf a¥y 9q

POLICY_INTEGERQay 3Ydaodge fbE3qb¥Yy o
2147483647 POUECYSVRRCHARJay 3o+ 3dFEy) Eq
f bE3qbYy avygge (ddoaj Ye o9Yec0d.

ndY¥Yoaqd:
sql_types: POLICY_  VARCHAR

ndY¥oqd:
sql_types: POLICY_VARCHAR,POLICY_INTEGER

ndY bEaY3YY bgdeocoace¥Ye 3Jofr 3IdqEJ Eq
f bE3qb¥Yq d tgpengdoaRbHO Yopgse aodnpl
dFfr Qqogbbge fFeyosgn¥Y fbE3qbYy, 6
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cdYbYpDEose o95Yeg (Ebbge eERCO} 2 309
QFbgheSQLd qr aaGco9FosFE. E ed¥Y3Iqdqbboo
60gd3oq f+bEFE3gqb¥Yq, e02a083Fqgqpoq 3 dq
f e JoSQFE Yoqqoarchd¥e, FE 3oodoq 3of 3
f bE3>qbY¥Yq ydayqsesdy 3qagop 3Ydaoop.

sql_expect Bso evavy3qdoq daosdo Ydeoaecfoagody
SRYQEqo o 3 d¥) EFqpnoj o eSQLr EEdqbl¥y.
YoRqs e029dq¢o3FEoacdy 9923DboqgNULDB¥E®Rq
Odopnq 992j 9, Qqay rHOFEIGY YAREHAR 3o Bpes
pojos odqgo3Eoscdy dqjaaydbgq 3gd

ndYoqd: ,
sql_expect: regex:"”.+Failure" || regex:"".+ALL"

ndynaqqd:
sql_expect: NULL

nd¥oaqd:
sql_expect: 0 || "0"

Oay 3ofr 3dE) Eqpnge 3qaoaYdaqbbge ¥
eEZ3g3e¥Y ydayvysdy bqgqoéytr Esqacbgny

ndynaqd:
sql_expect: "clr enabled",0

no + Fe®QbaoRgqs 3of IdqE) Eoacdy pDEJdIY
e090dgy Jeavy3zEqsgdexpedt o3 agl p Eo q
dFfr Qqaqbbojo fEeyosgny¥Y de¥YdekE.

¢ bogg t KDOPOmg ?KLL T ¢

E ys2o9pnp dE+fr qqaqgq edq¥Y3oduyoady ed¥ongdg dEdedodsdEbgbbge EaQ
6dodqQaebdoyl qdoe doosdqgqoadsdYy ¢Fr qEbbge. O3oyYmiigy oFya
Ydeooacecfraqody 3 e E3qdys o dlddgpd ds IV eoo Eb Yy EoadqY¥Ysod bBE €90(
coelr Ebbgy bYRWiit sEyRbOo aqjeos Ieavyz¥ascec I eo2a¥os¥Ye¥Y deEbyYd
4 Ya¥ SecurityCenter. | bFeo Qqay ¢€gdosdoy edodqde¥Y o(dbo:
3 eopEbQgboy dsdoeq ¢00aqq Yooqea¥ibhy. ¢00uBbEFRAYgys dF+
Jgeoabysc Y+ /opthesgua/bin £ , ¢€o0dgqs daoagqdeavy) q¥:

# .Inasl -t <IP>
/opt/nessus/lib/nessus/plugins/database_compliance_check.nbin

OQu

dqcdP>06 yodP-FQdagdrdoagBEg qQ¥d sodeadyo 3 o Q¥oady
Efr E3YdYposhsreddodqdouyyE ®r qEb b oo s ¥edFEeYJIHaed wq

cEdEpng,edpongdesacr oqBEy e AV 9 e d YO EAd QY Orpcler Ec dEe8 YIEY o
YqqboYeYehirond FdSIDeg/Z r GED b fo Y & ¢ o MiEacle:

Which file contains your security policy : oracle.audit
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login : admin

Password :

Database type: ORACLE(0), SQL Server(1), MySQL(2), DB2(3),
Informix/DRDA(4), PostgreSQL(5)

type : 0

sid: oracle

Oracle login type: NORMAL (0), SYSOPER (1), SYSDBA (2)

type: 2

nd E YGGbgq cEdEpnqeadg 3eodE Qqay ¢Erg qEDDYEs dEDFREYSEr o
qEb

Jteddzj e 1: YtsdmeE tjSodLdlsse oaatsHO BJL HOIST BEBC

YRq ed¥Y¥3dqQqbeoBEygamdoygeoabyy) Yy e0Yde dqed¥Yfr ¥Yoaod 3FeodFE
QL Server, ®©o92dgq bqg ¥Yoq¥ys (qFosg oevob3z3EbYyYy ddoeFE Qqqyd
qev¥ Yo903 EKFoa(Qq¥Ys 3IgqEqos doogyqb¥Yg o¢ o06Y¢eq Y e0evEBErglEqos
doEbodagbbgn sdgqé¢od3EbYyon dqed¥Yr ¥Yoag.

Vo m<

<check_type: "Database" db_type:"SQLServer" version:"1">
<group_policy: "Login expiration check">
<custom_item>
type: SQL_POLICY
description: "Lo gin expiration check"
info: "Database logins with no expiration date pose a security threat. "
sql_request: "select name from sys.sql_logins where type ='S' and
is_expiration_checked = 0"
sql_types: POLICY_VARCHAR
sql_expect: NULL
</custom_item>
</gro up_policy>
</check_type>

ndY¥ J3geoabqgb¥Y yosoy ©vooEbQg 0909 doosdgsdsoslavy)qy o5dqgq¢é¢odE
dagde¥v) Yy dgqfoaacsosko:

"Login expiration check": [PASSED]
PdoEbEIaYIEqpngq 95dgqé¢o3EbYy o¢gabo edqeoalj Exys o¢gyr Eoq
dgedyYr ¥Yo03 IFIeOHRDPED e rPEosg o2e o b3EDbYyYy Ye ddoeBE dqydsdyYy.

OFeobsYIeyYydy o06Y¢geoy FoaQq¥s 6dY¥Y3gqQqs e dag(davyygpna dgf o
"Login expiration check": [FAILED]

Database logins with no expiration date pose a security threat.
Remote value:
"distributor_admin"

Policy value:
NULL
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Boos dqgqfoaGcoFs coeFrglFqo, 392 83qobBy f+EeYde distribu
oeob3EbYyYy ddoeF dqydsasd¥Yy Y 9dqéoaqgqos edodgqde¥Y doosdqgqsosdsosd’
dydsqnong.

lteddzd o 2: Htotso jteC O oCdzs yj dedetsets MtsMmistswdzdw dzj tsOL
ftoesyJ HIzteT
BooBa(qYs e6do3qdyqs, Jear3zgbBE a¥Y edEDbYoKFy 6do3qdadE ¢SQL

6dqdqakEnyY ¢€Ffrg qEDbbge 6do3qdeadg pojoas edgddsesKF3Iaysc (auy
gqf ocEdbodoayY ¥ 3FEdoso osdgégaxvys o09evar3qgqbyy.

<check_type: "Database" db_type:"SQLServer" version:"1">
<group_policy: "Unauthorized stored procedure check">
<custom_item>
type: SQL_POLICY
description: "SQL Mail XPs external stored procedure check"
info: "Checking whether SQL Mail XPs is disabled. "
sql_request: "select value_in_use from sys.configuration s where name =
'SQL Mail XPs™
sql_types: POLICY_INTEGER
sql_expect: 0
</custom_item>
</group_policy>
</check_type>

ndY3qQqqgqbbFy 3geq dodqdelB 3or 3dE) Fgs dqfroaeoFs oadeqebhoj
qday¥Y cdEbYoFYy 6dosgdeadFE ¢SQL Mail XPese=0o0ravBhBFq(val u
Jor 3dEy)y Eqpngy dqfroaeoFos Jgeoabqb¥Yy €oadgse o99dY¥Y3Esqacbgn

Jtedd3j o 3: ftoseo jteC O MsMmistswdzdw BOL T HOdzdzr = M toj L
sdf © sqgl _types

E bgeosodge daazFEye Qay doos3qgqoadosld¥Yy +Fedodod ¢€Erg (EB
95dqgoIEDbYyn bgp¢geafq¥g dqay dqfroaacskEsoad, JeavzEr)] Ye (EDD
Ydeoocec+f 903IFaYde dEfra¥Y3zbgq fEedodg. ndyvy3dgqdqbbgy bYRqgq Ea(Q
9Y¥eg (QqEbbge ¥ eo0vKEfrgIEqos, ©vFe dgqroaco9Fs pbpoRgs €g9s96 6dol

<check_type: "Database" db_type:"SQLServer" version M>
<group_policy: "Mixed result type check">
<custom_item>
type: SQL_POLICY
description: "Mixed result type check"
info: "Checking values for the master database.”
sql_request: " select database_id,user_access_desc,is_read_only from
sys.databases wh  ere is_trustworthy _on=0 and name = 'master™
sql_types: POLICY_INTEGER,POLICY_VARCHAR,POLICY_INTEGER
sql_expect: 1,MULTI_USER,0
</custom_item>
</group_policy>
</check_type>

LEédEaYsq IbYDED®¥agpbX¥gosgbrequast ,sql types Y sql_expect
dFEfr @qbg fEeysgnony.
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St)] AO| q

Eeoa¥YoaYeq qay ¢éEfr Ebbge poRbiffthenadsd qqqaB9c e@2f ¥Yreyqo
eobg3hone e2aGfo23FEsqay 3 daoaoazxFqgq adeqeboj o edoeoRqbyYy |
edgqdeedqREY} qq doogyqb¥Yq, E bq doogyqb¥Yq o9YeE ¢edoydq

] YboEFeddX¥geoabqb¥Yy oadaod¥Yy dagqdoary) Yy:

<if>
<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
<[if>

nd¥oqd:
<if>
<condition type : "or">
<custom_item>
type: SQL_POLICY
description: "clr enabled option"
info: "Is CLR enabled?"
sql_request: "select value_in_use from sys.configurations where name =
‘clr enabled™
sql_types: POLICY_INTEGER
sql_expect: "0"
</custom_item>
</condition>

<then >
<custom_item>
type: SQL_POLICY
description: "clr enabled option"
info: "CLR is disabled?"
sql_request: "select value_in_use from sys.configurations where name =
‘clr enabled™
sql_types: POLICY_INTEGER
sql_expect: "0"
</custom_item>
</then>

<else>
<report type: "WARNING">
description: "clr enabled option”
info: "CLR(Command Language Runtime objects) is enabled"
info: "Check system policy to confirm CLR requirements."
</report>
<lelse>
</if>
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Egeoabqgqbo adaod¥Yq) Ywxobgmoaazqoaq bYeoj qE bgq o20902¢dEREqgqoady,
¢coYeFye edodqdek.

dao23Yy DO} 995 adgdgaoYeg av.Y ¢ £

LZ¢g 00t O K 70n oD gitgl LAATOOTLTOL q

b Apz L 0s¢O2L ] At .AUNT X

E yos0on dbmeGadog@d EeadypqdeyY dooosdqodoady¥Yy IdodoqbhbbBe a0besy
sFeRq ed¥Y¥3odYosdy o¢odbod3EDbYq ©ERQoy bEdsdoyeY.

ZQ Odeoacfr o23IEDbYq eE3gaqe

LAQYybEdbgqg ¥ q3oybgq eEFlgsze¥ cd¥Y fEFEeavy3qgqb¥YyY
Jr EYpofr Engbygongony¥Y, fE Ydeavyzagqb¥Yqon daqdav)] Ye

1. E edodgqdeFe doosdqgqosdold3yYy YWecndEw¥pbhdegyYdy
degq3YFaebgg e2ay, bEed¥Ynqd CRLF ¥ o. Q., (Qc
goelFacecbo, Ydsoacfroaysq oQqQYbEdbgq eEFlgszeY. (
eF3g3qe eo2ay, ©vo909dgqgq QqoaRbg Ybosqdedgs¥YdodeE
Jgdqgqaysea.

VEedY¥nqgd:

expect: 'Firs tline \r\nSecondline \r\nJohn\'sLine

2. O3oybgq eEIg3eY sdqgoevyoady sdY Ydsoacr oJdb
exclude _paths EFoadYsEFE WindowsFiles.

ndY Ydecoaecfr o20IEDBYY 3 e02a0g 0a¥Y@€ojo o9YecE (descr
doadoe, doQqqgqdRE} Ye o (Bvbyibdybag e FV3ag¥>e@, daj qdso
Ye o¢gdEgooseY:

a. E eEFE3z3qdsasdq bEdeRbge eEF3lgzgqe pDoRbBOo Ydeoac
6do09Y3oeo2a09RbO} O 9YcFE.

yEedYonqd:

expect: "This is John's Line"
expect: 'We are looking for a double - quote - ".*

b. YoRbo 3gdqaysc KElbgassedvg bdb Yeqp peo } 6 ¥ 2 ¢ dEosboy
3qdsosg (92a0a6ea (q3oybgq eEFlgszeY).

yEedYpnad:

expect: "\ "Text to be searched \

TLZ ¢¢KOd¢t
Edq edodqdey¥ doosdqgqsasdsdyYy rdhaa § 3 F UJad yched® appeRj oYy
YnpgoG O0¢0fDbE3qbYqec8 YeFRogwigxwd qBElqb ed¥pnpqd edodqdey¥Y doosd
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Qay L) DEBXDEY) Yydy d chEcH Bpeqos dEpq¥y) qj o frbE3qgb¥Yq ¢Uni xeé
f EeEb3YJ3IEx) qj olyeckstype>o n

Bso bgqogeod¥no dqay 9992, 390¢g poRAED ,¢ geadpE@ BEBEFGHEBEg aFy
Qay EFea(Qq¥YosF doosdqodsd¥Yy J] Windows (Ya¥ (doj Ye eaFsosadd!

£) QB6O¢gd t] KOO
E daoaqQoarv)yqy 9FE¢a¥Ysq ecoelfrEbo, evFe pDoRqos ¢gosc Ydeoacf 23
}J 6dodqdeFe dooslgsdsd¥Yy Uni x.

x ndYonqd Ydeoacf o23IEDbYy Y 020QqdRYJ3
Oavy3qdoq daodo 6 Ed Empsdg

attr Boo varzqddby Wdicoacroagoady Iddodon
6do3qdeEZonY 9Yec23 FILE_CHECK ¥ FI
6d23qdgqbyYy EFoa(QqYosE Eod¥Y¢oasol aEya
aYé¢o oaKEyaon. noddogbggqg d3qdgbyYy
e2FEyao23 do. DbE dodEbYs3q dosdEgpagbl
chattr(1).

comment Boso eo20a0aq ¥Ydeoacecfoagsosdy qay qogFda

YbaodoE3YY, ®voosodFEy bg eopnpqgy Eqod

ndy¥nqq: o
comment: (CWD - Current working directory)

description Bso evavy3qdoq daosdos dodgqdRYs e©dEs
Jgeoabygg ©6do3qde¥. tgqeoonqbdaqoady
abYeFacecbodosc + b HFesgriptony oo coygs doa o d o J
dFfr bge edodqgqdeFe oQqYbEKFeoldge +bDEs3
nodosKFlaygqnoq vopnekEbYqy Tenabl e ¢
2qdeq3qb¥Yq SecurityCenter Ydeoa
F3son Ko YzxdepbgdyYdoIEDYYy abYeFacl
YQgqbosYeaYeE3Yobbojo bopnpgdE eoQeacvw
2dbodq + bEs3q bescyptiano a.y

padumaa- .
description: "Permission and ownership check for
/etc/at.allow"

dont_echo_cmd Bso evavy3qdoq daolo Ydeoaecfragsdy
cdodque¥FEdooslqadesd¥Yy CMD_EXEC (3
day L) Unix ¥ oeEfrglEqoes bE 922, 3
Jg3oQqy¥Ysc aFeos¥Yzqde¥Yq ®vOoDEDQg, 3g
LoogdEREYsdy s2adac6ed dqfoaeoskoag I

nd¥oaqd:
dont_echo_cmd: YES

except Bso evarvy3qloqedasdaq¥dy day Ydeavyw
26dqQgqoagbbge eo2acfo23IFEosqaqy, daaR
cdqodqdeyY.
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nd¥oaqd:
except: "guest"”

EofrpoRDE eqdgqE3F bgdeosaceYe a3(q
c6o00G6f O3Fosqaqgqy J3Ingdosq.

nd¥oaqd:
except: "guest” | "guestl" | "guest2"

expect Bso earvy3qloq daoagasd¥dgodo#sd oregexs.b o
Lbo oédqdeq3YIKEqos JofrpnpoRDbOodose ¥Yde
eobedqeabgqgq fbE3qbYy.

ndYoqd:
<custom_item>

system: "Linux"

type: FILE_CONTENT_CHECK

description: "This check reports a problem when the
log level setting in the sendmail.cf file i s less
than the value set in your security policy."

file: "sendmail.cf"

regex: ".*LogLevel=*"

expect: ".*LogLevel=9"
</custom_item>

file Bso evavy3qdoq daoldo Ydeoaecfroaqgoady
EFgdoavyoabhojo ¥ o0sbod¥sqachojo a9
cdodqdeyY bEdEddwe¥bYy Y edYbEQagq

ndYoaqdg
file: "/etc/inet/inetd.conf"
file: "~/inetd.conf"

0bE3zgb®gofle sFePRpRagossdggaEdsac

ndYoqd
file: "/var/log/*"

BoBobes¥Xdodglbmqgr Q&abrgoge o QYnoO

cdodqddrBredgqe gbdrdfo dqd RYDbOgEEy ap 3
bEZeoduy) vodygdqaqdBolka,dride o a cE @Y o
FILE_CHECK, FILE_CONTENT_CHECK, FILE_CHECK _NOT Y a Y
FILE_CONTENT_CHECK_NOT.

file_type Bso evaxv3qdoq daoldo o26YdgIEqgqs o5Ys
dEfrgdeY3IFqoady. yYRq ed¥3qdaqb eqd
9Yco EFyaod.

bd deg3aYFacecbgy ¢€aozbgy (gaoqd¥r
cdod degq3YFaecbgy dYpbpdooaecbgy (bqg ¢
do eEo9Faoj

po YogbolEbbgy ©EBEa (FI FO)

fo oggabgy oaEya
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ndY¥oqqd:
file_type: "f"

L qyb Ya¥ bqgdeosaeced 95Yec23 aFyaold
o(dboy dsdoeq.

ndYoqd:
fil e_type: "c|b"

group Bso eva¥vy3qd3oq daosdo Ydeoaecfoagody
oFyaFE; obo 3dgj QFE Ydeoaecfoagsdy I
daodflem . OarvsqloqgodumpopdBRqs Yongose ¢
¢nhonee, d 2D2)JGY ®©2952d2fj9 DORDO

Yoqgq¥y)] Yq JaoaEFEdqgqacs3E.

ndYuamq

group: "root"

edoeccZ o9FeRgq poRgs €gosc oeFr EDE
OR co2ddqdds3on daqdevy)qjo dYbsEe

group : "root || "bin" || "sys"

ignore Bso evavy3qdoq daodo oeveE+glFgs edo
Yi bodYdoJ3¥Eosc oeEBr Ebbgq oaFyag ad¥
daodo poRbHbOo ¥Ydeoacfo23IEose d 9YeFo
FILE_CHECK_NOT, FI LE_CONTENT_CHE
FILE_CONTENT_CHECK_NOT.

ndy¥oaqdg:
# ignore single file

ignore : "/root/test/2"

# ignore certain files from a directory
ignore : "/root/test/foo*"

# ignore all files in a directory
ignore : "/root/test/*"

info Bso evavy3qdoq daolo Ydeoaecfagsdy
c600dogbojo o06e6YdEDYyYy J3geoabyqpnoy
d3qdgqbyYy o bodopFEsY3IBaqE®sgqe d YdRL
c62a0YsYeq YaY Yboy e6dq¥Ys3>Ybq gognHRD
Qo¢gKFIlaqb¥Yq bgdeodnboe ¥ oadquwcbgce
390¢g o0¢qdeqaY¥Yoasc a0dpEsYdoIEbYq
cEdFEj dEaFE. OoavYsipboBq spdEHFY3qbo

nd¥oaqd:
info: "ref. CIS_AIX_Benchmark_v1.0.1.pdf ch 1, pg
28-29."
levels Bso evavsqloq dandqod¥decdadozqoFby

CHKCONFI G ¥ ed¥pnpgbyqasdy dQay oevEr
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Jgeoabqgb¥Yy, qay ®©vos9s09dge qoaRDE ¢
a¥Y¢go daoRéEgE. Edg o2do3by¥Y J3geoabqgh
o(Qboy dodoeq. VEedY¥Ypnpgd, qda¥ das
Jgeoabysecdy bE 9doidhmyodiqadaisdy)
f bE3qbYq cEZk¥isgddEdodqdeq CHKCON

dagqQe~¥) Yo
levels: "123"

mask Bso eva¥vy3qd3oq daosdo 6dosos¥Y3IoeoaodRhb
mode, e0f 3oayv)jgnoa oevFfrEoacec dEfrdqegd
doaRbg dapfedosasascbhg 26dgdqagbbona
{f doe®aqyY (ddoj onbpa 3aqba. E 09a¥Y3Yq
mode, edo3qdyxgdqdoqaqmbBxgbyYq dEFf q
Foa(qYemaskqqydslars 8Ydqgq Y edodqdycx
YaY eEosFaoj odoldgbe, dEIDBgy Yay
oaeFr Ebo d copDO) Yy evamaslkqd diEd BEXFEY I
eoj QF Pwodevedp Rqs edoesadsos¥Yosec oaFya d
640, o9Fe ©Fe obo bgq do3ecEQEKEqse d
f DE3>gqbYqn 6 4rask dEpbdiYrdea RYs, 390 dE+
640 c¢c¢oaqq €qrocKFdboqe, Y doog, Y
Jgeoabqb¥YY ©dodqdeyY. )

ndY¥oqd:
mask: 022

BoEZEdd®F oaeERQgs, 390 ({Joeads¥pnpg av¥
JaFqgqae3E, bo edEIo fEeYdY day i
93Fdoab¥Yeod bgQoscoadoay¥Yno. ODbEsashYq
2f bE3Eqoe oo5dE® WueY¥WEr dgqeagqb Yy o

26dqqdgqaqbbojo eoaccro3IEosqay, jdoe

md5 Boso vy&#y3oq daodo Ydeoacecfroagqoady 3 ¢
FILE_CHECK ¥ FILE_CHECK_NOT, 3990
f bE3gb¥Yq MD5 Qay eoFEyaFE eaFes¥Yazqde
fr EQEbbopne 3 so2a¥YsYeq.

ndYoqd:
<custom_item>
type: FILE_CHECK
description: "/etc/passwd has the proper md5 set"
required: YES
file: "/etc/passwd"
md5: "ce35dc081fd848763cab2cfd442f8c22"
</custom_item>

mode Bso evavy3qldoq daoldos o9e6¥YdgldEqs dold
J 09boeqgqb¥Y dEddpnEsdY3IEqnDnOoj 2 aEy
Oa¥aqdoq madenioRqs ¢gsc sdqddsE3dac
Y Jomqd¥3z>bon ao2dpnEsosq.

nd¥oaqdg
mode: " -rw-r-- r--"
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mode: "644"
mode: "7644"

name Boso evavy3qdoq daosdo Ydeoaecfoagody
6do3qddE 3 edo3qdeq PROCESS_CHEC

nd¥oaqd:
name: "syslogd"

operator Bso evarvy3qloq daol3o Ydeoaecfoagody
RPM_CHECK ¥ PKG_CHECK, 390¢g oevErtF
adeqgebojo Ya¥Y bq oadeqebojos 3geoa
fE3IYdYpnodoay¥Y 0209 3gqdd¥YY odoEboldaqhb
pDoRgs e6dYbYoEose dagqQdexy) Yq fbE3qb

It (nqbceq)
te (pgbceceq Ya¥Y dE3IbHOI)
ge (¢oaceqgq Ya¥Y dEIDboI)

gt (goaceq)
eq ( dENbO

ndy¥naqd:
operator: "lt"

owner Bso evayvy3qloq daol3o Ydeoaecfoagoady
oEyaF; obo 3dqj QF Ydeoaec+roaqoady I3
daodfle (aFEya). Oaxaqdungr (dlooEdgaqs
poRqs Ypopgsec fbE3xqb¥Yq ¢cnoneée, d e
bEyosYye@ad, bqgq Yogqy) Y¥Yq JIaEdQqacecsE.

ndY¥oaqd:
owner: "root"

EaEqqbyYq 9FeRq pbpoRqgqos ¢€gosc oevFErfrED
adaos3Yqn OR geoddqddsdon dagqdav) q

owner : "root" || "bin" || "adm"

regex Bso eavy3qloq daol3o eo2¢f¥ 3oayqs J3gs

doosdgosdosdoeeydadwpagphbonae dagqj aaydbhb:c
3JgdERQgDYTY.

ndYoqqd:
regex: ".*LogLevel=9%"

Jaqder) Yqg deq3YFaebgq dY¥Ynloag sod
D¢dE) ab Yy ()
0day¥Y odqfaqoady, 3922¢g 2DY ¥Ybosqds

goedFaebo, 902 ¥Ye daqdeaqs (qIERQg
Q3oee dYpJdoaoddy obgiiemobbboy \\eyd¥g¥Y(:«
f Eeay3>¥Y¥oase 3 v3IEQdEoabggq deoge¥Y (¢
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efe coeFfr Ebbgg bYRq, (Qay ¢€oaevlEac
sdgqgoar¥ys v92ac6ed o0(dbojo dYnJIoaE o¢g
30dog: o2

Boso 29edqdgqayqasdy eo2dyeon o¢dEEO
O D6 Yoy oo .

Required Bso evavysqloq daodo sofrloayqs o
bEa¥Y3>Yq 6dodqdyqonajo yaqoqbsosF
VEedY¥pngd, qdavYreqiked Ed¥qgdqos f bE3q
6do3qde® YotypgoFlolyssza CHECK, 9592 yo9oF
gadqo odeqebo 3goc m>FEbraqb K, qdieV aqo
eEdE¥yy) Yqdy qj o dEfrdgeqgqb¥Yy doosldq
oFyaaqudit , a¥Y¢go qjo 3oogy g bg day q
dosodobg, qda¥Y eavysequiredn & ddradaibag b o
t bE3qbYq YES, 92 ed¥3qQqqbbEy J3ge
ba ¢sQaqs.

Rpm Boso evary3qiddby YWdeoaecrogqoady day oel
RPM, evosodgy baRDbO YdeEsose, Y ¥Yde
cdodqdeoy RPM_CHECK.

e F
b E
by

nd¥oaqd:
<custom_item>
type: RPM_CHECK
description: "Make sure that the Linux kernel is
BELOW version 2.6.0"
rpm: "kernel -2.6.0 -0"
operato r: "lt"
required: YES
</custom_item>

search_locations Bso evavya3qdoq daos3os poRgs ¢gsc Yd
o+ EbYYy pngds oaEyaodoy d¥Ydsqog,
coYde.
nd¥oaqd:

search_locations: "/bin"

EorpoRDO oevE+rEbBbYq bgdeoace¥Ye pqd

ndy¥oaqd: _ N
search_locations: "/bin" | “/etc/init.d" |
"letc/rc0.d"
Service Bso eaoavy3qdoq daodo Ydeoaecfroagody

ea¥3qdgony¥Y dao3EonY¥Y CHKCONFI G, XI N
Y edgdbEr bE3qbo dqay oeEfr EbYy edo

ndYoqqd:
<custom_item>

type: CHKCONFIG

des cription: "2.1 Disable Standard Services T Check
if cups is disabled"
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service: "cups”

levels: "123456"

status: OFF
</custom_item>

Severity 0rY¢FEy 6doJdqd<iefy , e B ¥ e<custom_item> ,
c602f3oayqgqo Qo ¢Eskvwrlyc BoFdoFEboIYoe
dgqdecqgqmrad bYreYy (LOW), ddaqdb¥Yy (
Jgdoe¥Yy (HIGH). no op2a3Eb¥Yy dqfr
doooslgoasdoslavy) ¥Yq adoEbolaqbbgn 9d
Jgdoey¥Yy 8dodgbec dgdecqgqr bods¥.

ndYoqqd:
severity: MEDIUM

status Boso evar3qdoq daosldo Ydeoacfagody
PROCESS CHECK,CHKCONFI G ¥ XI NETD_SVC
2edqdgqaqb¥Yy 999, QqoaRbBE a¥Y dE¢Oo
2c6dgdqaqbbopn €o90dosq daoaoaR¢E ¢€gsc
oseav3qbfE. Oarsgtdtusqpd®Rydo 6 dYbYoE
fFbE3qbYy: Jear3qgqbo (ON) ¥ 3dgeavs

ndY¥oqd:
status: ON
status: OFF

system Boso eva3egqdaolo oevEfrgIEqos o95Ye dYd
dagdegqs ©dqod3qdsy¥Y edodqdes.

i'z Oavaqldoq shstemI@dY¥Ypqgqb¥YpnOo 90a0c¢C
: 6dodgdekEn custom_item ¥ bq

Jdoadogbbgn edod3qgqdeFEn item.

Oodosoacbgny¥Y ¥ bEa3qbYyn¥Y ydayrsdy 3
eODEDQoagned 3qaqloy YodhbdhdBEs d¥Yydosqpq
YyEedYonqd, 3 d¥Ydsqoq Solaris y92
dYydasqonq Maaxc D®@BwWXn, 3 dYds pPoKreeB3De
Y o5. q.

ndynaqqd:
system: "SunOS"

timeout Boo evarv3qdoq daosldo Ydeoacfagody

CMD_EXEC Y oevKFfglKEqs 3 dqednqEghb
95q3qb¥q ©vo90dojo oevFEfr EbbEY ®©OoODED
coekF 3dqopy qq 3gedsabqgqb¥Yy bqgq Ydogq
daodo eo2aqfbo 3 9qe dasazKFEye, ®©oij
eopEDbQE, bBEedYpngqd eofndZbBEdpREaUbLI
f£E3qdegb¥Yy dE¢osg f bE3YalgagenbyobiYo.
ysos ea¥ya3sqloq dao3o bg 9e6dqgqdqaqbo
FodYsFe o9YcFE CMD_EXEC odsEbE3IayvYld
pYbaos.
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ndYoaqd:
ti meout : 6000

type CHKCONFIG
CMD_EXEC
FILE_CHECK
FILE_CHECK_NOT
FILE_CONTENT_CHECK
FILE_CONTENT_CHECK_NOT
GRAMMAR_CHECK
PKG_CHECK
PROCESS_CHECK
RPM_CHECK
SVC_PROP
XINETD_SVC

value Oa¥vaqdoq Voo $2aqfrbo qay sdodqdey
dooslgsdoaslaqs a¥Y fbE3zqb¥Yq ecFEdEDpQq
cdgdadnosdqgbbona e2a¥YsYeoy.

ndy¥oaqd:
value: "90..max"

Oa¥vaqdoq vhlueo bdRgs ¢gsec dEIDo Q&
.. DEFed¥pan]. O6da¥Y fbEzqgb¥Yg DbEco
ose+r Ebbojo 3Ydaolojo ¥ bEzqgqb¥Yy Qo
fbE3gqb¥Yy, 920 cddmgBddeBEB doydqgbi.

CK) 3y KOOTS6) 3t ) 00jpf@d

noacGcroIEsqacdeYwyygugeygdbbFEy 6dolqdel, 29e6dqdqaqgbbBEy bBE 9
daodpsdqqquaqby¥Yy eosodge ed¥3qdqbg bYRq. yYRq e6d¥3qdqb d
yagonqboold. OFERQEY ed923qde Kcubtdheitem> qvo dryf ed boaqi IBZ qody o9qj oD
</custom_ item> . E (QEDbDbgrqgZ eaj ¥ des¥yeY Yr o0(dboj o2 Ya¥ bgdeoaceyY
ear3qdge daol, wvisygqoeddehbady EbFaYr Esodoon edodqde¥Y doo
Jgeoabqgqb¥Yy e6dodqdey.

O0Fedgd Er] Ylewstgnm em> Y</tem> qay e2a6+23FEsqacde

FoadYsoddeYe ©dodqdoe ylayxsdy 3IfrEYpofrEnqbygq

CHKCONFIG

AsaQY¥YsoddeFy ©6do3qdef CHKCONFI G 2¢hVe qd¥IFaaRG¢# Exwo oy d:
6doj dEochkeopfig edodqdyqonoy aoaqFaqbboy dYdoaqpg 620 aesdFE3aqghb
BoE ©6dodqdeBF dodso¥s ¥Yfr ocys¥Y o¢yrtyle,dascriptpr var3qdge dao.
service , levels Y status

AaqYs CHKCONFI G dEg¢oosFqos so2aces HYdyNdppoRed
YaY 6doYfr3o(dbgny¥Y o909 Red Hat dYdsqobEpn¥Y, bEec
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ndYoqd:

<custom_item>
type: CHKCONFIG
description: "Make sure that xinetd is disabled"
service: "xinetd"
levels: "123456"
status: OFF
</custom_item>

CMD_EXEC

] ) gdo 3oagoRbIodonedo 3 geoabgqb¥Yy ©vooEbQ bE aqEagbbopo e€odsq Y
doosl3qoedoeldy¥Yy dqroo0coFo9E OoORY(QEqpona. dFEeYq edo deY daq
Ydear3¥Yoasqaechoy odsodoRbodosecy, 9Fe vEe 020bBY bq g A e q!
dEfr bo3Y(dbodoayny¥Y L[] Uni x.

3
3

Oaraqdoq queto be#gIFqs deEbgde Nessus, 390 scoefrgldEsc dq
Jgeoabqgb¥Yy ©vonEbQg, edodqdel ®vosodoy (Ffmdd ageaYpsEsqaehg:
Lbo pbpoRgs ¥Yongose +bEzgqgb¥Yy c¢cYESe (QE) Ya¥ ¢NOe (bqos). no
Yoqgqoe ¢fbE3qb¥Ygq ¢NOeé, Y dqrf aac b gidgisRrogbsadbyY. y AchoFoabb QF 3 b o ,
eray¥y3qloq dbotechocmd of dEbY3>Y3IKEqes dqgqfoeaaeosFEsasg, 3gdoduy s9020a6Ge:
dqf @aaGcoFosg 3geoabgb¥Yy eopnEbqg, E bq €©€9Qq qq 3geoabqb¥yy.

Oaraqdoq mbsudad@ofr 3oayqgqs s20aG6foIFEsqay oelr Fobeqg deEbgde Nes
dagqgdage YdeoocEBDQ@FHEosssuckonqay IgeoabgbyYy qEbboy evopnEb(Qg,
Yy922}j9 ea¥y3qdojo daodIEF +bE3xgqb¥Yq ¢cYESe (QE). no oap2a3EbY¥Y
f bE3qgbY¥Yq ¢NOe, Y vooEDbLbQE sudo 3dqj QFE Ydeoaecfroaqoasdy, qda’
Ydeooacec+fr 03IEDBYq.

ndy¥oqd:

<custom_item>
type: CMD_EXEC
description: "Make sure that we are running FreeBSD 4.9 or higher"
cmd: "uname i a"
timeout: 7200
expect: "FreeBSD (4 V.9I[ -9][0 -9 -9]\)"
dont_echo_cmd : YES

</custom_item>

FILE CHECK

AaQqY¥sg doosldqgqedsesdyYy day L] Unijqde@epadiEd Yad vy dFuwa odiae ¥
26dgqQqaqbbojo oEyaFE. Asa(Q¥s FILE_CHECK Ydeoacecfraqgqs 3qo5gd
daod, 390¢g oedqdqa¥Ysc ysY ¢dotyg ¢daesriptoda vBfie gq dao I E
yltayysdy oéyfr EsqacbgonyY, ¥ fF bYo¥Y dogqQdeqs oQbE Ya¥Y bqgd:
dYbosFed¥Yd eco0f 3oayqes e6dodqdysce IaFEdqqaes3E, jdeesca Y dEf d

E edodgdeFe FILE CHECK pDoRDO oevE+rgdEhamllogFdy).ogakdoac (bE

LgbFeos BEQOS eopbb¥Yo96, 390 yo99 evEdEqoeady 920c6ed aEyad2l}, b:
3dy o¢aFEdoc, bo oQ¥EOYdY3IHHAEY) Ye oaFyao23 QqoaRbg €gsc Y
coYdeF#, 59 qay Yjibod¥YdodEbYyYy ysYe oFEyaod bolMm® .Ydcodacr¥ .
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ndyYy3lqqqo bgdeosaceds e6dY¥Ynqgqdod:

<custom_item>
system: "Linux"
type: FILE_CHECK
description: "Permission and ownership chec k for /etc/default/cron”
file: "/etc/default/cron”
owner: "bin"
group: "bin"
mode: " -r-- r--r--
</custom_item>

<custom_item>
system: "Linux"
type: FILE_CHECK
description: "Permission and ownership check for /etc/default/cron”
file: "/etc/default/ cron"
owner: "bin"
group: "bin"
mode: "444"
</custom_item>

<custom_item>
system: "Linux"
type: FILE_CHECK
description: "Make sure /tmp has its sticky bit set”
file: "/tmp"
mode: "1000"
</custom_item>

<custom_item>
type: FILE_CHECK
description : "letc/passwd has the proper md5 set"
required: YES
file: "/etc/passwd"
md5: "ce35dc081fd848763cab2cfd442f8c22"
</custom_item>

<custom_item>
type: FILE_CHECK
description: "Ignore maillog in the file mode check"
required: YES
file: "/var/log/m*"
mode: "1000"
ignore: "/var/log/maillog"
</custom_item>

FILE_ CHECK_NOT
AaQY¥s FILE_CHECK_NOT dodso¥Ys ¥Yfr o9dgqe Ya¥Y ¢goaqq ea¥sqdg:
type , description Yfile yloayvyadEwr EosqaebhbgonyY, Y fE bYonY dagdeaqs 2Q
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bqgdeosoaeceds edo3qdoehoFdegevad, oy rd¥Iwayqses edodgqdyscec 3aFEdqacsFE
dErdgqegbyYy eoFEyaFE. ADbDFaoj Yaboe Eed¥bmq AdndreEIcdH BIOKI 4y q 9
cdoscadeFoasec o0qY¥Ybh Ya¥Y bgqdeosaceceos aFEyad23, qda¥ oevFfrEDE 3dy

BoFE @29be3¥Yy ¥Ynqgoe e6do09Y3oco200Rboqgq oobeadYoFeEEDBGHECK (Q
Jgeoabygsdy, qda¥Y eaFyaFE bg deajgdsdagqs Ya¥ qgda¥ qgqj o2 dqqR’
9dqégo3IEbYyn, o9edgdgqaqbbgn 3 edoiqdeq.

E 6do3qdeFe FILE_CHECK_NOT pnoRbOo oeHE+gliadleg*3dyx odaFdoce
L gbEeos o93s9Y¥Ysq, 392 Y92 evEdEqosdyEo®d»josko oaEyaod23, bo bq e

ndY3qdqagqn bgdeosoaeceds e6d¥nqgdod:

<custom_item>
type: FILE_CHECK_NOT
description: "Make sure /bin/bash does NOT belong to root"
file: "/bin/bash"
owner: "root"
</custom_item>

<custom_item>
type: FILE_CHECK_NOT
description: "Make sure that /usr /bin/ssh does NOT exist"
file: "/usr/bin/ssh"

</custom_item>

<custom_item>
type: FILE_CHECK_NOT
description: "Make sure /root is NOT world writeable"
file: "/root"
mode: "0777"
</custom_item>

FILE_CONTENT_CHECK

EofrpoRBE bg 902a0ac6ed c6dq3FEQ¥eEYdsfFdqEndgoadod aEyaE, bo Y ed
EbEaYfr E doQqqdRYpnojo sqedsoldge oFEyaod. Oay soYdeRE doaj qd:
odbon WFgd&eoace¥Ye pbpgqdoFe pDoRDbO ¥Ydeoac+r o23IEose dqjaaydbgq
ear¥3qloq ignore 3o 390¢g edocoadeloacec oWlirbaofwdo bqieaowiEr Ebbge

pgdoFe coYdeF.

nd¥Y3qqagqn bgdeosoaeced e6d¥nqgdod:

<custom_item>

system: "Linux"

type: FILE_CONTENT_CHECK

description: "This check reports a problem when the log level setting in
the sendmail.cf file is less than the value set in your s ecurity
policy."

file: "sendmail.cf"

regex: ".*LogLevel=.*$"
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expect: ".*LogLevel=9"
</custom_item>

<custom_item>

system: "Linux"

type: FILE_CONTENT_CHECK

file: "sendmail.cf"

search_locations: "/etc:/etc/mail:/usr/local/etc/mail/"

regex: ".*Privac yOptions="*"

expect: ".*PrivacyOptions=.*,novrfy,.*"
</custom_item>

<custom_item>
#System: "Linux"
type: FILE_CONTENT_CHECK
description: "FILE_CONTENT_CHECK"
file: "/root/test2/foo*"
# ignore single file
ignore: "/root/test/2"
# ignore all files in a directory
ignore: "/root/test/*"
#ignore certain files from a directory
ignore: "/root/test/foo*"
regex: "FOQO"
expect: "FOO1"

</custom_item>

FILE_ CONTENT_CHECK_NOT

Bosos KFoad¥Ys 6do3gdyqs dodqdR¥Ypnoq oaFEyao3 bE dodeBEQqgbyYq d
oe Fr Ebbgmaiggex. B9 E asobes¥Yy (qgqydosdosaqs 6dosYIocoaoRbo aof
FILE_CONTENT_CHECK. dcd. q. 62a0aYo9YeF ddo VW gepjadbaqpdboq IgdERqb¥Yq
dooslgodaddapusd RYnons aEyaF. Odeoacr+ oaigmore eaxs@p q daodo
cdoecaoadeFssec o20Yb YaY bgoedcdddogsfwadid EE.

nd¥3adaqo ed¥Ynqd:

<custom_item>
type: FILE_CONTENT_CHECK_NOT
description: "Make sure NIS is not enabled on the remote host by making
sure that +::06 is not in /etc/passwd"”
file: "/etc/passwd"
regex: "~ \ +1"
expect: "\ +"
</ custom_item>

GRAMMAR_CHECK

AaqYs GRAMMAR_CHECK sdo23qdygqs dodqdRYnoq oFEyaFE Y ddEIBH’
26dgqdqaoagbbgnyY | dEoppFEoa¥Y3z>qde¥Yn¥Y cdFEIYaFEpDY (dodosoyy) Yo¥Y ¥Yr
dgj eaydbge JIgdERpbQbyA)s.do0ed Y3 3qaqdon aFEyaq effeeohmoosdgoads
aY¢o dgqjeaydbona 3IgdERgbYY, 90 edodqdel bq edoydqqbeE.
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ndYoqd:

<custom_item>

type: GRAMMAR_CHECK

description: "Check /etc/securetty contents are OK."

file: "/etc/securetty"”

regex: "console"

regex: "vc/1"

regex: "vc/2"

regex: "vc/3"

regex: "vc /4"

regex: "vc/5"

regex: "vc/6"

regex: "vc/7"
</custom_item>

PKG_CHECK

Ao QqQY¥s PKG_CHECK vYygsBbfigghkoaQay dYdsqgopg SunOS. Opkgsqdoq da
Ydeoaoacecfroaqody qay oeFr EbYYy cFeqoF, ®©vo2oodgyofera®&bo YdeEFsosc
e kfrg3IFEqgqos odoodRgqbYy Ya¥Y bgedoeoRgqb¥Yy edodgqde¥Y 3 ¢ EJ°
9doFEbo3aqbbojo cFeqsosFk.

nd¥Yoqdg:

<custom_item>
system: "SunOS"
type: PKG_CHECK
description: "Make sure SUNWcrman is installed"
pkg: "SUNWcrman"
required: YES
</custom_item>

<custom_item>
system: "SunOS"
type: PKG_CHECK
description: "Make sure SUNWcrman is installed and is greater than 9.0.2"
pkg: "SUNWcrman"
version: "9.0.2"
operator: "gt"
required: YES
</custom_item>

PROCESS_CHECK

OFe ¥ 3 daes3Fq sdodqdoe oFyaosi FeoseGadmRZE UMy xF aodYReqes ¢ g 9 G
YdecgoEDbE DE 3geoabyr) Yqdy edos3qddg. tqFa¥Yfr E3aYy (qEDbboy
eop Ebdikeonfig ilist qay eoocodghN¥wFE JIgeoabyrvy Yedy edos3qddod.

nd¥onqdg:

<custom_item>
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system: "Linux"

type: PROCESS_CHECK

name: "auditd”

status : OFF
</custom_item>

<custom_item>
system: "Linux"
type: PROCESS_CHECK
name: "syslogd"
status: ON
</custom_item>

RPM_CHECK

AaQYs RPIECK Ydeoacfoagqsosdy dqay sdodgqde¥Y boopgqdod Jqdd¥Yy o
9 QFaqbboy dYdoaqonqgq eFeqoss3 RPM.YfBxH o6Yd o¥qyd H#Eb qdiocdhbageyY s a ¥ 3
d a o dype , description ,rpm, operator ( 9eqdFEosod) ¥ odbojo bgoéyr Esqacecho
ea¥v3qdoj o reduredd B Oavzqdoqgpmivideimacroqsdy qay oevFEfrEBYYy 6 HFr
e0950dgy boaRbO YdeEosc, [Bpemtory sesqe¥Hx g IFmmd ssdoREGD Yy Yay

bg edoeoRqbYy edodgqdeyY 3 fEFEIYdYpnodosy¥Y 299 3qdd¥Y odosEbo.

OdeoaG6fro23EDbYq 6dodgqdoe RPM bqg 9gdgbod¥po pc
Linux. noysopnpa Ydeoaecro23IEBbYq EFa(dYsE RPM_CHE

ndY3qdqgno bqeadsvoodqodges dqdeoalj Ey,iprosite 9o-24dFetPxo dosEbo3daqhb

<custom_item>
type: RPM_CHECK
description: "RPM check for iproute -2.4.7 -10 - should pass"
rpm: “iproute -24.7 -10"
operator: "gte"
</custom_item>

<custom_item>
type: RPM_CHECK

description: "RPM check for iproute -2.4.7 -10 should fail"
rpm: “iproute -24.7 -10"
operator: "It"

required: YES
</custom_item>

<custom_item>
type: RPM_CHECK
description: "RPM check for iproute -2.4.7 -10 should fail"
rpm: "iproute -2.4.7 -10"
operator: "gt"
required: N O
</custom_item>
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<custom_item>
type: RPM_CHECK

description: "RPM check for iproute -2.4.7 -10 should pass"
rpm: "iproute -24.7 -10"

operator: "eq"

required: NO

</custom_item>

SVC_PROP

AaqYs BROP cofrdoayqs JIfrEYpnodqyds ba@dps ép odp  difdsdoadmed oo

9 dqF3aqb¥gn |J Solaris 10. 06j92 poRbo ¥Ydeoacfo3IEse (day
06dqgqagbboy dasRgoy. <Luicesdrdep abemledy day seFfr EbYy da
e090dFy s0qaqRYs Fo(QVYosopropliyraeFsqgl@Eaqa3X¥oy dIoygdsIE, eod
Dg €99Y0D fEsdodY¥osc. (nue eeirg IERBIOFqpIq frbE3qbYq ysojo

dioydoesdE. | RY(QEgonogq fbE3qb¥q sKFeRg poRgs ¢gsc6 dqjaaydb

nd¥Yoqdg:

<custom_item>
type: SVC_PROP
description: "Check service status"

service: "cde - ttdbserver:tcp"
property: "general/enabled"
value: "false"

</custom_item>

<custom_item>
type: SVC_PROP
description: "Make sure FTP logging is set"
service: "svc:/network/frp:default”
property: "inetd_start/exec"
regex: ".*frpd.* -1t
</custom_item>

XINETD_SVC

AdlYs XI NETD_SVC ¥Ydsoaecfroaqoady Qqay sdodqde¥Y dosFosoadE dasR

c6dodqdel dodso¥Ys Yr 3qogdqgqe o¢yr Bpeq aescrigion e osergicgd ge dao 3
Y status

i": LbE dEZgoo9Fgs 92a6ed 3 dYdoasgqpnHEe Red Hat Yay
. dYdoqonFe,odcpdfeRdevdor a .

nd¥Yoqq:

<custom_item>
type: XINETD_SVC
description: "Make sure that telnet is disabled"
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service: "telnet"
status: OFF
</custom_item>

OLT ¢ KO ppegd CZ¢ AKOOEL )

ndodqdey¥Y, ©o925dgq bg pojoes €goe o9€qdeq3zrqgqbg ocYdEbbgnoDY
ggolEec YdEDbg ©Fe e2a0ac6fo23FosqaecdeYq bE yrgeq NASL. Edq 69
e eFoqjodYY J3dosdogbbge. OERQEY 6 d<iteng d¥ Br BeEBbrdRIbgyd W o |
aqj xfem> . E (qEBOPY f Eeavy3zEsdy de¥Yde¥Y Yf 0Qbojo Ya¥Y bqde
daod, we©o99 qq d¥byYdaryoady EDbEaYr Eoodon edodqdey¥Y doooslqoad
6dodqdey¥Y. VYYRqgq 6dY3IqQqqbh de¥Ydoe (dodsoeaesbge sdodqdoe.

Oa ¥ 3 qddag bystem bqQqods dambyo 3dsdoqgqbbge sdodqdoe
Ydecoaecfr 03EBbYYy e6dY3oqY¥s © dYbosFed¥Yaqdeoy 281

VftcOo dzj dzdjJ ¢ Otetsdzv dzqd

& E 6dY3qQgqbbge bBYRq e6dYnpgdFe <min> (pbpY¥YbYpan)
Ydeoaecfovysady Qay o9¢o0f bE3gb¥Yy 3qao3Ydagbboij ¢
Ydeooec+f 93IFo9edy 3 evEzxqdsdq fbE3qbYy 3 Eoa(d¥Yoc

éfs E dasa3Fye, ©ojqFE 2023boq DYDYDFEFacbdbdrgray¥Y pEe
bg¥Yfr 3Jqdsbg, 3qaoz¥Ydaqbbgq fbE3qb¥Yy fEonqgqbyrvy:s
YaY ¢cMaxée (pEed¥pbpan).

min_password_length

Odsoacfr 23IEDYq

<item>

name: "min_password_length"

description: "This check examines the system configuration for the minimum
password length that the passwd program will accept. The check reports a
problem if the minimum length is less than the length specified in your
policy.'

except: "userl" | "user2" (list of users to be excluded)

value: "<min>..<max>"
</item>

BoE 3dosdoqhbhbdfeyf eedoorddgoayqs o¢€qQqy¥scdy, 3909 bE oa(qFEagbboy d
cdYboad¥Y¥osqacho odosFEbo3aqbE oYDYDHAYESDLEyofhg¥haf> c doay 3
YyEaY3>Yq pbpYbYopFacecboy qayYbg eFEdoay 3gbaR(OFqe eo2acfo23EFEoaqa
daoRbgq eFdoay.
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L eqgdE3sYobbREy
dY¥doqok t qFa¥Yrfr E3 Yy

Linux YYbYoFaecbFEy QqaYbE sFdoay 2edqdqayq
3 /etc/login.defs

Solaris YYbYoFaecbFEYy QqaYbE cFdoay 2edqdqayq
/etc/default/passwd . L édEsY¥Yoasq 3IbBbYOEDYQq, 3¢
cgdqngbbFy 9FeRq vobosdoa¥Ydagqs bpbEed

HP - UX YYbWooebFEy qaYbE eFEdoay o2edqdqgayqs:
MI N_PASSWORD_ L E/&tdBi&fult/skcurity

Mac OS X YYbYoFaecbFEYy QqaYbE cFdoay 2edqdqayaq
aoeFacboy eoa¥oa¥Yeq, o9edgdqaygooy d
pwpolicy

ndY¥oaqd:

<item>

name: "min_password_length"
des cription: "Make sure that each password has a minimum length of 6
chars or more"
value: "6..65535"
<[item>

max_password_age

Odesoacfr 23IEDYq

<item>

name: "max_password_age"

description: "This check reports agents that have a system default maximum
pass word age greater than the specified value and agents that do not have a
maximum password age setting."

except: "userl" | "user2" (list of users to be excluded)

value: "<min>..<max>"

</item>

BoFE 3doasdoqgqbbFy a9bes3¥Yy e2f 3oayqs o ¢qddves cQloyy d 8oy peZiddavaoy
(bEed¥Yonqd, 3dgpopy, 3qdgqf ®©o9502doq e206fO23IEFEsqa¥Y J3gbaRQqghbg
9doFEbo3aqbh 3 +EQEDbBbge eodgdqakfe.

YyEaY3>Yq pFEedYpopFacecboj o ddoeF dqydoeodYy eEFEdoay bqgq eo2f 3oay
24QYb ¥ 929 Rq e6Fdoac bE ecdogyRqbX¥ybbBqgdPdace YEEASO cODI}
6dgqdo9o3dEsY¥Ysc Ydeoacfo23IEbDbYq eFdoay fEIaE(Jgqle¥Yn YD f0Ooa
bqoj dEbY3>qbbojo 3dqoqby.
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L eqgdE3sYobbREy
dY¥doqok t qFa¥Yrfr E3 Yy

Linux ngdgqonqbbEy PASS_ MAX_ DAY Setcflogio.def§ q a q. b
Solaris ngdgqonqbbBFEy MEXWHEJdco2aoRgqbbEyYy 3
/etc/default/passwd , 9e8dqdgqayqs obpEedY¥YpEact

bgdgqae, 3 955q3gb¥q ©2092d2jo9 eFdoaqn

HP -UX Boo fbE3qb¥Yq vobosdoa¥Ydaqoady eqdgnpq
PASSWORD_ MAXDAYS, dFEdesoaoRgbboy 3
/etc/default/security

Mac OS X toodg frHGBDoad bE3gqbYq, pboRbHbO JIodgsoac
cEdEpnpgsdon maxMinutesUntil ChangePa
29boegqb¥YY cFEdoaqgqy (odosEbEIaYIEqpngo
pwpolicy ).

ndY¥oaqd:

<item>
name: "max_password_age"
description: "Make sure a password can not be used for mo re than 21 days"
value: "1..21"

<[item>

min_password_age

Odesoacfr 23IEDYq

<item>
name: "min_password_age"
description: "This check reports agents and users with password history
settings that are less than a specified minimum number of passwords."
exc ept: "userl" | "user2" (list of users to be excluded)
value: "<min>..<max>"
</item>

BoE 3dosdogbbBFy @aobe3¥Yy e0f3oayqgqs a¢€qQQ¥scdy, 392 DYDbYDE!
(bEed¥Yonqd, 3dgopy, 692 ¥Ydosqgqa3gb¥Y ©090d2j9o2 e20ac6f23IEosqayn
cEdoaY)baHded®b 3 ¢ EFQEDbbge e6dqdqaFfe.

aY3>Yq bDYbYpopFacecbhojo ddoeF Qqqydsd¥Yy eFEdoay bqgq e2f 3oayq
doa¥Y dayYeeon 3Fdosos, egosFyde edqodoagsc 2j dEbY3>qgqb¥Yqgq b
dbEaF eFdoaqy. VyYyqeosodgq e2a6f 233Foqay¥Y cgolpoedy 3YeayY:
d3obFE3Facbona eFdoar, oédeodqy 9dqego23EbBYyYy © Yropngqbgb¥Yy
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L eqgdE3sYobbREy
dY¥doqok t qFa¥Yrfr E3 Yy

Linux ngdgqonqbbBFEy PASS_MI X_DAYS o2edgdqaqhb
/etc/login.defs

Solaris ngdgqoqbbEy MI NWEEKS, dqFEdeoaoRgbbEy
/etc/default/passwd , 9e8dqdgayqs bpYbarhZpdehk
bgdgqae, 3 95q3gb¥q ©292d2jo9 eFdoaqn

HP -UX Boo fbE3qb¥Yq vobosdoa¥Ydaqoady eqdgnpq
PASSWORD_MI NDAYS, dEdesoaoRgbboy 3
/etc/default/security

Mac OS X Bosos cEdEpnpgsd bg 2dqdRYIEqgqody.

nd¥oaqd:

<item>7
name: "min_password_age"
description: "Make sure a password cannot be changed before 4 days while
allowing the user to change at least after 21 days"
value: "4..21"
<[item>

 smiskzy ¢ Eydlsdets?2 L OfdMmd root

root_login_from_console)

Odesoacfr 23IEDYq

<item>

name: "root_login_from_con sole"

description: "This check makes sure that root can only log in from the
system console (not remotely)."

</item>
BoF 3doadogbbFy a8be3¥Yy edo3qdyqs, 399 20G6fO23FEsqaG r oo
bgeoddqgqQdsasldqbbgy 3eoq 3 oa(qFagbboay dYwmmdmaBoaceos d oY’

BoEZ 6do2b@EhadbdoIgIFqoady o9qn, 399 Edon¥YbYdodEosodEon bEdsoyo
frEedq) Eosec Ydeoacro3Eosc o93qobay fEe¥Ydse root bEedynpay, 3
29dagRY3IEosec vobedgseshbhojo 3qaodqeB, odejqgqdsosdayleqjos (odso:
Ydeoacfoagqody o2o¢pbRFROFyEe¥dec e2aG6fo23Foaqay (3aqbF jdeeecg wl
600 o9c6dF3agb¥Yqgn | ] BSD) ¥ +FEFoqp suedgdvaueib)oglpadyy eon EbQE ¢
dEdeyYdqb¥Yy e6dF3 QqQay 3geoabgqb¥Yy EdQoYbYdosdEosYdbge fr E(QES
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L eqgdE3sYobbREy
dY¥doqok t qFa¥Yrfr E3 Yy

Linux YUXHP ¢ qqQYoqddetc/sezwretty daj qdsdaqses Y dodq
90a0G6ed ¢cconsol ee.

Solaris ¢ q qY s q d éetc/detanltiogin dodgqdRYs dsdoec
«CONSOLE=/dev/console ».

Mac OS X BoBobe3sYy bg 62qQqqdRYIFEqgqody.

VftcQodzj dzdj tOLtejh jdadVW o3

accounts_bad_home_permissions

Odeoacfr 23IEDYq

<item>

name: "accounts_bad_home_permissions"

description: "This check reports user accounts that have home directories
with incorrect user or group ownerships."

</item>

BoE 3dosdogbbBFy @o2obes3¥Yy e02f3oayqgqs a¢€qQq¥scdy, 392 bE3Fac|
D aFEqEYoqdiYodi i YynyY e20acfo3IFosqay edYbEQagRYs ys0pD3 ©020GfF
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Odsoacf o23IEDYQq

<item>
name: "accounts_without_home_dir"
description: "This check reports user accounts that do not have home

directories."

</item>
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invalid_login_shells

Odsoacfr 23IEDbYq

<item>

name: "invalid_login_shells"

description: "This check reports user accounts with shells which do not
exist or is not listed in /etc/shells.”
</item>
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login_shells_with_suid

Odsoacf 23IEDYQq

<item>

name: "login_shells_with_suid"

description: "This check reports user accounts with login shells that have
setuid or setgid privileges."
</item>
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login_shells_writeable

Odeoacfr 23IEDYq

<item>

name: "login_shells_writeable"

description: "This check reports user accounts with login shells that have
group or world write permissions."”
</item>
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login_shells_bad_owner
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<item>

name: "login_shells_bad_owner"

description: "This check reports user accounts with login shells that are
not owned by root or bin."
</item>

dboltsteMCdj Ht@HA@IEcZ00Tenabl e Net work




ZO>STENABLE Network Security®
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passwd_file _consistency

Odeoacfr 23IEDYq

<item>

name: "passwd_file_consistency"

description: "This chec k makes sure /etc/passwd is valid."
</item>
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passwd_zero_uid

Odesoacf 23IEDYQq

<item>

name: "passwd_zero_uid"

description: "This check makes sure that only ONE account has a uid of 0."
</i tem>
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passwd_duplicate_uid

Odeoacfr 23IEDYq

<item>

name: "passwd_duplicate_uid"

description: "This check makes sure that every UID in /etc/passwd is
unique.”
</item>
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passwd_duplicate_gid

Odeoacf 23IEDYq

<item>

name: "passwd_duplicate_gid"

description: "This check makes sure that every GID in /etc/passwd is
unique."
</item>
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passwd_duplicate_username
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<item>

name: "passwd_duplicate_username"

description: "This check makes sure that every username in /etc/passwd is
unique."
<[item>
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passwd_duplicate_home
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<item>
name: "passwd_duplicate_home"
description: "(arbitrary user comment)"
</item>
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passwd_shadowed
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<item>

name: "passwd_shadowed"
description: "(arbitrary user comment)"
</item>
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passwd_invalid_gid

Odeoacf 23IEDYq

<item>

name: "passwd_invalid_gid"

description: "This check makes sure that every GID defined in /etc/passwd
exists in /etc/group.”
</item>
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group_file_consistency

Odesoacfr 23IEDYq

<item>

name: "group_file_consistency"

description: "This check makes sure /etc/group is valid."
</item>

BoBdoadoqbbFy e&abes3¥Yy edodqdyqoe, 3oltc/gpEpRqEgqdoadoelF aFya
Qoecoadoa¥Ypngy a02dpkEs (bEed¥pngd, o5dY dEf qqaqbbge q3ogsoz¥Yq!
co0dGcfo3Foaqaqy) . o0dd¥deBEFEYnqgqe bgesdEFIYacbgy a2dopKEs, 99
doosdqoadoalavyyiqq doograqb¥q Y edodqdel daYoFgoady bg edoy
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yFEayYs3Yq odicgolh bgedE3IYaechojo 20dopFEo9sF pnoRqos bEdoeesYosec dJdE¢
ddqqdsas3d oedFEIaqb¥Yy eoacfo23IFosqayny¥Y. Bsosos 9FeRq poRqses diIyY
28Y¢eq 3 eo006ro23FEosqacdeoy 6doj dFoppnpq ©2e6dEIaqb¥Yy eo2ac6f 23
DORgqo oevE+rglFEoe DbFE 66026g9bEdpEE Id ofcq GoaasdosYogn Yogbqn j

LodgqgQqFeosyYdoymetggreyFy o 390¢g YdedFKEIY¥osec bgedEIYaebhbo daodp ¥
dodoeyY.

group_zero_gid

Odsoacfr 23IEDYq

<item>

name: "group_zero_gid"

description: "This check makes sure that only ONE group has a gid of O
</item>

BoE 3dosdogbbBFy @o2obes3¥Yy e090f3oayqs a¢€qQq¥scdy, 392 9206G6eD
YqqbosYaYeEosod jdeesg (GI D) ¢cO0Oé. O6da¥ o92adceced2 OoO(CbE jdoses
c0e, 99 do3gqdeF edoeoq¥s oadeqebo, YbEKEszq 3IgQqEqsdy doo¢g.

OQqbosYaYeFEop@e GdDbEaFEqs, 392 soac6fo3Eoaqay¥Y, Jesodquyly¥Yq I
yltayvyesdy 3aqbEpy¥Y odbolboy jdoeeseeg e206fr23FEoqay root. Bo:
c2a6f 903Foqay root 3 0909bo2eqgb¥Y avyédge oaFEyaod, (day eo292dg:
day j deaesg root .

ndY RqqaEbYY ®csdqqqeec¥s EdoYbYdoasdEKEososdol do+r QFEyosq 3Ingdso

group_duplicate_name

Odsoacfr 23IEDbYq

<item>

name: "group_duplicate_name"

description: "This check makes sure that every group name in /etc/group is
unique."
<[item>

BoFE 3dosdoqgbbFuye mrdddaue# e6do3gqd¥sc oabYeFaecbodoase ©ER(COj 2
ndodqdelF edoeo¥s oadeqebos, qda¥ yso2 osFe, YbEzq 3IgqEqod

no3sodyvyy) Yqdy Yo gebly dilettigroup Idor QE¥s ecdogaqpbpg, 9Fe evEe baq
cdEZEIFE ©vFeoy jdoeecseg dagqdeqarVEsHXoaqesr o 3Bbac bEBX®Yq c02390dy

Yogb¥Y jdeeesg DORgos e6d¥3Iqdoa¥ 3 eqdldesy 2923qdqde © bBEaY3Yry
3aqbod, ©vososodge 8 b¥Ye bq qoaRbBbo ¢gao ¢€gocG.

pPQFa¥Ysq Ya¥Y sqdq¥pnpgbaysq s23s0dyr) Yqdy YopgbFE jdoass.

group_duplicate_gid
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Odsoacf o23IEDYQq

<item>
name: "group_duplicate_gid"
description: "(arbitrary user comment)"
</item>

OFERQKEYy jdesskFE 3 d¥Ydsqpngq Uni x YQqgqbsYeYsYdoeqsasdyp o Ydqbs:
2Ydas 299 0 Qo 65535. 06da¥Y (Q3q jdeseg e2dcfrarvrsady o9(qYDbEe:
90 2bY bgqeoweec®¥ys O0(YbEFeo3gq e6dEIE, bo dYdogqnBE 9EFeRq d
f deeeceoy. Boo d3o(q¥Ys bE bgqos 3qae Ydecoacecfr o23IEbBbYYy jdoscse,
cdF3 eo2006frOo23Eoqaqy.

] 9EbQFdoeag ¢€qfroesBFEdbodsy¥Y frEedq) E¥xys Ydeoacf 203IEDbYq o0(dboj o
bgdeosoadce¥Yny¥Y jdédaRBon@Ioen jdocekn osdqgarsady o2dYbEFeodgq e
QoaRbg 3eo(d¥ose o0(qYbFeodlgq e2a06fro23FEosqay.

pqFay¥Ysq e9239o0dyr)¥Yqdy jdoecg Ya¥Y DbDE+rbEzxeosq o(Qgboy Y+ DY
YQgqbosYaYeEosod GID.

group_duplicate_members

Odeoacfr 23IEDYq

<item>

name: "group_dupl icate_members"

description: "This check makes sure that every member of a group is listed
once."
</item>

BoFE 3dosdogbbFy a9be3¥Yy e02f3oayqs o¢é¢qQqy¥osecdy, 399 eERQgy
9o2d0d6ed o(QqYb dEf. O6da¥Y evEFRQgy e020G6fo23Fogqa@GYeb¥dEqqbp, 20
YbE3z>qgq J3gQKEqoasdy doog) gqb¥q o2o¢ o06Ydeq.

OFR(Qgy 3aqb jdessg (JoaRgb ¢gose Jearazgqb 3 desYdoe so2aGceo
deYdoe bgdeoaceoas dEf bq dofr QEqoes edodéaqpop Qqay aqRE) qy 3
dYdsqong, Y9592 adaoRbygs RYrf bod FbYhddsg o beoFes e#en Yboodgsh E
cdgodosFIagbbge edEI doEbodY¥Yoady €o20aqgq daoRboy. VEed¥Ynpgq
Jeodqye 3aqbg alice, bob, charles, daniel, bob, 992 e6d¥
co00G6foO3FEosqay bob qgqjo bgogeod¥no oaqEFayscec (JIER(Qg.

péqdqyYosqdce, 390 beBERGEwgzrdearzqb 3 bgqgq 92aceced oQqYb dEf .

group_nonexistant_users

Odsoacfr a3 EDbYq

<item>
name: "group_nonexistant_users"
description: "This check makes sure that every member of a group actually
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exists."
</item>

BoEdolgqgdeF co2f3oaygos o9¢éqa¥¥osdqb pdgocepFRaFreo¥Yazqde¥Y day q
o E y a/gtc/passwd.

YyVEayY3Yq bgdesjgdsasdar) Ye 69a0ckto/gdip qeqy b oaFEy Eaq o
bgdodqdegbbay pnpgoo(d¥Yesa EdQon¥YbYdosd¥Ydo3EbYyYy. noacfoa3IEsqay
gj 9 Yoy ¢€gao 33gdqgqbo d ocgYgbopPqYedW¥Yacoaoq¥ngba¥s | doceg 6
9 QEaqb¥YY ¥Yf dYdosqpng.

yaqg dqeonqgbdeaqsasdy ¥Yogoe devadmedqobivio ddetedfopm q. O6da Y
co+fr Qbggq €9dqgqos (Qqo¢gKFEIaqb e2acfo23IFEoqaec d osEFe¥n Rqgq Yongbqn,
f doeeeg, ®©o09090dgq gqoa bg doaRbg .édga¥Y edqodsosEF3laysaecdy

QFa¥Yosq bqdajgqdoadorv) Ye coocGcHetcgrtBupqaqy Yr oaEyaE

dtcjJ HO ftsdzl LsoaOIlsjdzv r oot

dot_in_root_path_variable

Odeoacfr 23IEDYq

<item>

name: "dot_in_root_path_variable"

description: "This check makes sure that root's $PATH variable does not
contain any relative path."
</item>

BoE ©6dodqdeBF eo2f 3oayqgqs a¢éqQqQ¥scecdy 3 909D, 390 9qea} ¥y dE
Jearzqgbh 3 e99Y qay Ydeoabyqgpnge 2aFEya23 eo20aG6fOo3IEsqay roo:
603geqgb¥Yy e6dEJI faoaDbpgaeagehbhdverf Jbs gdeyp qeda s gp I gbaRQqb Yy

FQo¥YfloadEosodF, dFEEo9FEY)} qjo 60 @3qoboy frEeYddgarybpot, E
eo2902dFyYy poRgs ¢gosc odoEbolagqbBE 3 sgea)jqon dE¢€ozqp evEsEa:

writeable_dirs_in_root_path_variable

Odsoacfr 23IEDYq

<item>

name: "writeable_dirs_in_root_path_variable"

description: "This check makes sure that root's $PATH variable does not
contain any writeable directory."
<[item>

BoaE ©6do3qdeB doo¢) FEqos 3dq eEsFaosj¥Y, dEfdqe¥Eryq fEeYde .
i deeeq, 3 eqdgopqbboy PATH gcoacfro23Fosqaqy BodocYdBE&q evEosE
yooy edodgqgdeoy, daqdeqs 3IbYoEosqoaebhbos do3qd¥se Y oa(dFEa¥Yo:
c2a06f 03Fosqaqy Ya¥Y 3dge eo2a6fo3FEosqaqy jdeeecsg 3 o90sboeqgqb¥’
bgogeoq¥Yonodoay¥Y, daqdear) Yo o¢gdFEfoDn:
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# chmod go - w path/to/directory

t OLtejh jdzdwh 9 detftf dzls ©O2 dzts o

find_orphan_files

Odsoacf o23IEDYQq

<item>

name: "find_orphan_files"

description: "This check finds all the files which are ‘orphaned' (ie:
whose owner is an invalid UID or GID)."

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

BoE ©dodqdeBF dooég) FEgqos o0¢go Idqe oEyaFe 3 dYdoaqopqgq, ®©OI92d

noano2a3xEb¥Yy coY¥Yde Jdgeosabyqosdy dqeadd¥Y¥3Ibo Y+ eEoFaoj B ¢/
90pna8, 3990 ecdodqie#odhbflacdy edFEybgq pnpgQaqbbo 3 fEIYdYDO:
aEyao23 bE oqEFaqbboy d¥Ydosqonq. | dbFeos ed¥ bgqodeo(d¥nodsy
9pD2a3FEDbYY DbDE3>Facbgy e©eEFEo9Faoj ecoYdeEFE pnoRgoe €gosc¢ Yrpngbagh
ea¥3q3oj o babedo L Z bFeRgq pnoRbHbO sdVeoded#wg 026dqdqaqgqbbgqgq aEy
gFZr 030opn ©vE9Faojq d eo9p2)6Y¥Y q)jq o90bojo bogoghatr Eogd®&boj o
Jgeoabgb¥YY coYdeE 0 oFEyao3oy dY¥Ydosqpnpq 9 apo2a3EbY¥Yy edo
dooboa¥Ydol3Ebbggq 3 dYdsgong NFS, qda¥ osdaew0o2pB¥Y bq €gay
bgo¢yr Esqgachojo evawirqdojo daoldF

BoE ©6dodqdeBF, eFEe edEIYao, (qa¥Yosdy bgdeocoaceds 3Edod 3 ¢ E.
dYydsqong. no o9p2a3xEbY¥Yy fbE3qb¥Yq 9EyoFEoasE, 62 Ydsq3zqb¥YyY
cqdgqdoFEbqgqs o2¢dEEgKEosgIEsc dqqr¥pcedoBbydagbosddEdqhgon eysy
Yfroqb¥oasc yoso9 ¢+bEzgqb¥Yq bgqlofrpnoRbO.

nd¥Yoqdq:

<item>
name: “find_orphan_files"
description: "This check finds all the files which are ‘orphaned’ (ie:
whose owner is an invalid UID or GID)."
# Globs allowed (? and *)
basedir: "/tmp"
ignore: "/tmp/foo"
ignore: "/tmp/b*"
</item>

find_world_writeable_files
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Odsoacf o23IEDYQq

<item>

name: "find_world_writeable_files"

description: "This check finds all the files which are world writeable and
whose sticky bit is not set."

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

BoaF 6do3qdeE doog¢) FEqos o¢o2 3dge oEyaFe DE oa(qEaqbboy dYd:
dEfr dgegbFE 3dgp e2a6f 93 Fopuddn.qbh owqoadFam,qomlE bqgq doaRbo ¢g
oFfyao03, fEeYde 3 ©oosodggq dEfrdqeqbE 3dqo eo2oacfro23Fsqayn,
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frEFeYde 3 voso0dggq dFEfrdgqeqbFE 3dqgqo e2acf 0 hscpdpn. yBdogy 69 a:
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bEa¥Y3>Yy Eod¥Y¥¢oeasod IorpnoRBOdoasY fEe¥YdY (Qay 3dge e2a6f 23FE
2€dEFf OoD:

# chmod o - w world_writeable_file

noano2a3xEbYYy coYde Jdgeoabhagody eEeBdadjfE ¢/ e&. Bos2 poRqsos 6
90D8, 3992 edodqdel €adqgqe Jgeoabyscdy ©dEybq pgdaqbbo 3
oFfyao03 DbE o9qFaqbboy dYdosqonq. | dbFeos ed¥Y bqgqogeo(¥Ypodsy
bE3Facbgy ©EFEo9Faoj eoYdeFE poRqo ¢ g £q fWomqbspio jd e2000v334qeIv §
dao bsedir . ddDEeRq poRbHbO 6d¥ eo0Y¥deg edoescoadelEsc o2edqgqdqaqbbg
eFoFaojq d eo9p2)6y¥Y gq)Jq o9Q0bojo bgodyrigwrgac MdjYo ea¥y3qloj:
Jgeoabqgqb¥Y ecoYdeFE 60 eoEyao3oy dYdsqgqopq €9 8apo2a3BEb¥Yy edo
dobs¥YdodEbbgg 3 dY¥Ydsgqpng NFS, qda¥ so2aced2 2b¥Y bq €ga¥ o:
bgogyr Esqachojo evawirqdojo daodFE

BoaFE ©6do3qdel, eFe edKFEIYao, qa¥sdy bqgqdeosaeceos 3Edo3I 3 ¢ E.
dYdsasqong. no opbHE33bYq o9FyopEasFE, 6902 YdesHghaqqdb YNve sesoussdo d 2f 9
cgdqdokEbqes o¢dEEEoagIFoace dqfroaeoFoag yosoy edodqdey¥Y, odsosE
Yfroqb¥oasc yoso9 ¢+bEzgqb¥Yq bgqlofrpnoRbO.
ndYoqd:

<item>

name: "find_world_writeable_files"

description: "Search for world - writable files"

# Globs allowed (? and * )

basedir: "/tmp"

ignore: "/tmp/foo"

ignore: "/tmp/bar”
</item>
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find_world_writeable_directories

Odsoacf 23IEDYQq

<item>

name: "find_world_writeable_directories"

description: "This check finds all the directories which are world
writeable and whose sticky bit is not set."

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

BoaFE 6do3qdeB doo¢jy FEqos 3dq eEo9Faosj¥Y oaqQKFaoagbboy dYdsqgopg,
Jdqo eo20quygdFEosY €Yo fFedgeaqb¥Yy ©vosodge bg oadoEbo3aqhb.
fr Fedgeaqti¥fbo3aqbh qoay Idge ©eE9Fao2j 23, e2f3oayr) Ye fEecY
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eFoFaojq d eo9p2)6Y¥Y Qgq)Jq 90boj o bgodyEigwrqac mdjYo ea¥y3qloj:
Jgeoabqgqb¥Y eo0YdeFE €0 eoaEyao3oy dYdosqgqpopq €9 8apo2a3BEb¥Yy edo
doobos¥YdqodEbbggqg 3 dY¥Ydosqong NFS, gda¥ s2acGced2 o0b¥Y bq ¢€gay
bgogyr Esqachojo eveawirqdojo daodF

BoaF sdodgqdekf,
dydsqong. no

an
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bEz>qb¥Yq bqgqdofrponoRDO

ndy¥oqd:

<item>
name: "find_w  orld_writeable_directories"
description: "This check finds all the directories which are world
writeable and whose sticky bit is not set."
# Globs allowed (? and *)
basedir: "/tmp"
ignore: "/tmp/foo"
ignore: "/tmp/b*"
<[item>
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find_suid_sgid_files

Odsoacf 23IEDYQq

<item>

name: "find_suid_sgid_files"

description: "This check finds all the files which have their SUID or SGID
bit set."

# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<dir ectory>"

</item>

BoaFE 6do3qdeB doo¢j FEqos o¢o 3dge oEyaFe, o ©o902dge odosEb:
Jear3>qgqgbbgg yosoy do3qdeoy 3 09093q9 oaFyag daqdeqs IbYonpEao
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Jgeoabqgqb¥Y ecoYdeFE 60 eoEyao3oy dYdsgqopq €9 8apo2a3BEb¥Yy edo
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bgogyr Esqachojo evawirqdojo daodFE

BoaFE ©6do3qdel, eFe edKFEIYao, qa¥sdy bqgqdeosaeceds 3Edo3I 3 ¢ E.
dYdsqong. no o2p2a0a3FbY¥Yy fbE3qb¥Yq 9FEyobEFasE, 02 Ydoqaqb¥YyY
cgdqdokEbqes oO¢dEEKEoagIFoace dqfroaeoFoag yosoy edodqdey¥Y, odsosE
Yfroqd&k yoso fbE3qb¥q.bgdorpnoRbDO

ndy¥oqd:

<item>
name: “find_suid_sgid_files"
description: "Search for SUID/SGID files"
# Globs allowed (? and *)

basedir: "/"
ignore: "/usr/sbin/ping"
</item>
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) sHBLtedlsj dz dets] MHjey ks W02 dse

admin_accounts_in_ftpusers

Odeoacf 23IEDYq

<item>

name: "admin_accounts_in_ftpusers"

description: "This check makes sure every account whose UID is below 500 is
present in /etc/ftpusers.”
</item>

BoF ©6do3qdeF e29f3oayqoe adoEbod¥Yosce, 3Idg a¥Y EFEqo¥YbYdoadEsY.
600GFf OIEoY@ybadYaYeFEos0odEDY Ul D bpnqgboc e detc/ipusers, 3 eay3qgqbg 3
[etc/ftpd/ftpusers Y a Yetc/vsftpd.ftpusers

14 B8BWLOIs] dz2 dg" j WO2dz

find_pre-CIS files

Odsoacfr 23IEDbYQq

<item>
name: "find_preCIS_files"
description: "Find and list all files created by CIS backup script."
# Globs allowed (? and *)
(optional) basedir: "<directory>"
(optional) ignore: "<directory>"

</item>

BoaFE ©6do3qde# deqgq3YFacho edgqdbErbE3qbFE Qqay o9¢qdeq3qb¥Yy
95dqéoIEDbYyYy 3 qbo defg +Yobeokgddbbogdes ¥ y( €4Sk 0o08@QqbYy dgdosYeYeEs3YY
doosdgsesdosd¥Yy doEbQEdoeaas Red Hat CIS. BoE edodqdeB, 3 3E

bEdsasdoYa Y gco03gd¥Ya +F)Yygbbodoese dYdosqng Red Hat 3 doos.
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dqfrgqd3bojo ®©voeYdoIEDBbYyYy, ®©Oosodgy Jgeoabyqs dgrqddbog 0
eaFEya23, ®©osos02dgq pDO2jos ¢€gosc Yfropqbgbg 3 edosqddg e23geqb’
Y yoaYo oEyaFEon qoéREIagqedy» dadaveyd odeqeboj o ed¥ongbgbyy
dgeom@E3z Yy doEbdQEdosE Y 3oddosEbodagqb¥Yy dEg€o3qgqjo dodsoyby
dagqdage ®aqFaoaY¥sec. Bo9F edodqdeB e2f3oayqs a¢gqdy¥oaecdy, 399
csdosFaode afeCtBon»d ¢

no @ano2a3EbYy coY¥Yde 3gedsabyqoady dqeadd¥Y3Ibo Y¢r eEoFaojE
50pnpa, 3992 edodqdel ¢adqgqs 3Igeoabysecdy edEybq pgqQaqbbo 3
oFEyao03 DbE o9qFaqbboy dYdosqonqgq. | dbEFeo d¥Y bgogeod¥Yonpodoy¥Y |
bE3>Facbgy ©eEosFaoj eoYdeFE pbpoRqgqs ¢€gosce Y+pongbgb d co2D2)GY¥ |
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a 9} Y iéten/else

] YboFedYd JgecoolByYWaogde v, Yy:

<if>
<condition type: "or">
<Insert your audit here>
</condition>
<then>
<Insert your audit here>
</then>
<else>
<Insert your audit here>
</else>
</if>

nd¥Yoqdqd:

<if>
<condition type: "or">
<custom_item>
type: FILE_CHECK
description: "Make sure /etc/passwd contains root"
file: "/etc/passwd"
owner: "root"
</custom_item>
</condition>

<then>
<custom_item>
type: FILE_CONTENT_CHECK
description: "Make sure /etc/passwd contains root (then)"
file: "/etclp asswd"
regex: ""root"
expect: "*root"
</custom_item>
</then>

<else>
<custom_item>
type: FILE_CONTENT_CHECK
description: "Make sure /etc/passwd contains root (else)"
file: "/etc/passwd"
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regex: "~root"
expect: "*root"
</custom_i tem>
</else>

<[if>
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#

# (C) 2008 - 2010 Tenable Network Security, Inc.

#

# This script is released under the Tenable Subscription License and

# may not be used from within scripts r eleased under another license
# without authorization from Tenable Network Security, Inc.

#

# See the following licenses for details:

#

# http://cgi.tenablesecurity.com/Nessus_3_SLA_and_Subscription_Agreement.pdf
# http://cgi.tenablesecurity.com/Subscripti on_Agreement.pdf

#

# @PROFESSIONALFEED@

#

# $Revision: 1.11 $

# $Date: 2010/11/04 15:54:36 $

#

# NAME : Cert UNIX Security Checklist v2.0

#

#

# Description : This file is used to demonstrate the wide range of

# checks that can be performed using Tena ble's Unix
# compliance module. It consists of all the currently

# implemented built - in checks along with examples of all
# the other Customizable checks. See:

# https://plugins - customers.nessus.org/support -
center/nessus_compliance_checks.p df

# For more information.

#

#

BHHH R R T R R

# #

# File permission related checks #

# #

B AR

<check_type:"Unix">

# Example 1.

# Filec  heck example with owner and group
# fields set and mode field set in Numeric

# format

<custom_item>
#system : "Linux"
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type : FILE_CHECK

description : "Permission and ownership check /etc/inetd.conf"

info : "Checking that /etc/inetd.co nf has owner/group of root
and is mode '600™

file : "letclinetd.conf"

owner : "root"

group :"root"

mode : "600"

</custom_item>

# Example 2.
# File check example with just owner field set
# and mode set.

<custom_item>

#system : "Linux"

type : FILE_CHECK

description : "Permission and ownership check /etc/hosts.equiv"

info : "Checking that /etc/hosts.equiv is owned by root and mode
'500™

file : "letc/hosts.equiv”

owner - "root"

mode N P S "

</custom_item>

# Example 3.

# File check example with just file field set

# starting with "~". This check will search

# and audit the file ".rhosts" in home directories
# of all accounts listed in /etc/passwd.

<custom_item>

#sy stem : "Linux"

type : FILE_CHECK

description : "Permission and ownership check ~/.rhosts"

info : "Checking that .rhosts in home directories have the
specified ownership/mode"

file : "~/.rhosts"

owner : "root"

mode : "600"

</custom_item>

# Example 4.

# File check example with mode field having

# sticky bit set. Notice the first integer in

# the mode field 1 indicates that sticky bit is

# set. The first integer can be modified to check

# for SUID and SGUID fie Ids. Use the table below
# to determine the first integer field.
#

#0 000 setuid, setgid, sticky bits are cleared
#1 001 sticky bit is set

#2 010 setgid bit is set

#3 011 setgid and sticky bits are set

#4 100 setuid bit is set
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#5 101 setuid and sticky bits are set
#6 110 setuid and setgid bits are set
#7 111 setuid, setgid, sticky bits are set

<custom_item>

#system : "Linux"

type : FILE_CHECK

description : "Permission and ownership check /var/tmp"

info : "Chec king that /var/tmp is owned by root and mode '1777"
file : "Ivar/tmp"

owner : "root”

mode T

</custom_item>

# Example 5.

# File check example with mode field having

# sticky bit set in textual form and is owned by root.

<cus tom_item>

#system : "Linux"

type : FILE_CHECK

description : "Permission and ownership check /tmp*"

info : "Checking that the /tmp mode has the sticky bit set in
textual form and is owned by root"

file :"tmp”

owner :"root "

mode DM - rwxrwxrwt”

</custom_item>

B AR R R

# #
# Service/Process related checks #
# #

T
# Example 6.

# Process check to audit if fingerd is turned
# OFF on a given ho st.

<custom_item>

#system : "Linux"

type : PROCESS_CHECK

description : "Check fingerd process status"

info : "This check looks for the finger daemon to be 'OFF"
name : "fingerd"

status : OFF

</custom_item>

# Example 7.

# Process ch  eck to audit if sshd is turned
# ON on a given host.

<custom_item>

#system : "Linux"

type : PROCESS_CHECK

description : "Check sshd process status”

info : "This check looks for the ssh daemon to be 'ON™
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name : "sshd"
status :ON
</c ustom_item>

BRAHHHHHHH AR AR

# #
# File Content related checks #
# #
HH AR R
# Example 8
# File content check to audit if file /etc/host.conf
# contains the string described in the regex fie Id.
#
<custom_item>
#System : "Linux"
type : FILE_CONTENT_CHECK
description : "This check reports a problem if the order is not 'order
hosts,bind’ in /etc/host.conf"
file : "letc/host.conf”
search_locations : "/etc”
regex : "order hosts,bi nd"
expect : "order hosts,bind"

</custom_item>

# Example 9
# This is a better example of a file content check. It first looks
# for the string ".*LogLevel=*" and if it matches it checks whether

# it matches .*LogLevel=9. For example, if the file was to have LogLevel=8
# this check will fail since the expected value is set to 9.
#
<custom_item>

#System : "Linux"

type : FILE_CONTENT_CHECK

description : "This check reports a problem when the log
level setting in the sendmail.cf fi le is less than the value set in your
security policy."

file : "sendmail.cf"

search_locations : "letc:/etc/mail:/usr/local/etc/mail”

regex : ".*LogLevel=.*"

expect : "*LogLevel=9"

</custom_item>

# Example 10

# With comp liance checks you can cause the shell to execute a command

# and parse the result to determine compliance. The check below determines

# whether the version of FreeBSD on the remote system is compliant with

# corporate standards. Note that since we determin e the system type using
# the "system" tag, the check will skip if the remote OS doesn't match

# the one specified.

<custom_item>

system : "FreeBSD"
type :CMD_EXEC
description : "Make sure that we are running FreeBSD 4.9 or higher"
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cmd :"uname Ta"
expect :"FreeBSD (4 \.(9|[1 -9][0 -9D|[5 -9]\.)"
</custom_item>

B
# #
# Builtin Checks #
# #
HHHAH R

# Checks that are not customizable are built

# into the Unix compliance check module. Given below

# are the list of al | the checks are the performed
# using the builtin functions. Please refer to the

# the Unix compliance checks documentation for more

# details about each check.

#

<item>

name: "minimum_password_length"
description : "Minimum password length”
value : " 14..MAX"

</item>

<item>

name: "max_password_age"
description : "Maximum password age"
value: "1..90"

</item>

<item>

name: "min_password_age"
description : "Minimum password age"
value: "6..21"

</item>

<item>

name: "accounts_bad_home_permissions"

descrip tion : "Account with bad home permissions”
</item>

<item>

name: "accounts_without_home_dir"
description : "Accounts without home directory"
</item>

<item>

name: "invalid_login_shells"

description: "Accounts with invalid login shells"
</item>

<item>

name: "login_shells_with_suid"

description : "Accounts with suid login shells"
</item>

boltsteMC dj Ht@HDAIEcZO0O0OTenabl e Net wor k




ZO>STENABLE Network Security®

<item>

name: "login_shells_writeable"

description : "Accounts with writeable shells"
</item>

<item>

name: "login_shells_bad_owner"
description : "Shells with bad owner"
</ item>

<item>

name: "passwd_file_consistency"

description : "Check passwd file consistency"
</item>

<item>

name: "passwd_zero_uid"

description : "Check zero UID account in /etc/passwd"
</item>

<item>

name : "passwd_duplicate_uid"

description : "Check dup licate accounts in /etc/passwd"
</item>

<item>

name : "passwd_duplicate_gid"

description : "Check duplicate gid in /etc/passwd"
</item>

<item>

name : "passwd_duplicate_username"

description : "Check duplicate username in /etc/passwd"
</item>

<item>

name : "passwd_duplicate_home"

description : "Check duplicate home in /etc/passwd"
</item>

<item>

name : "passwd_shadowed"

description : "Check every passwd is shadowed in /etc/passwd"
</item>

<item>

name: "passwd_invalid_gid"

description : "Check every Gl D in /etc/passwd resides in /etc/group”
</item>

<item>

name : "group_file_consistency"

description : "Check /etc/group file consistency”
</item>

<item>
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name: "group_zero_gid"
description : "Check zero GUID in /etc/group”
</item>

<item>

name: "group_dupl icate_name"

description : "Check duplicate group names in /etc/group
</item>

<item>

name: "group_duplicate_gid"

description : "Check duplicate gid in /etc/group”
</item>

<item>

name : "group_duplicate_ members"

description : "Check duplicate members in / etc/group”
</item>

<item>

name: "group_nonexistant_users"

description : "Check for nonexistent users in /etc/group”
</item>

</check_type>
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# (C) 2008 Tenable Network Security

#

# This script is released under the Tenable Subscription License and

# may not be used from within scripts re leased under another license
# without authorization from Tenable Network Security Inc.

#

# See the following licenses for details:

#

# http://cgi.tenablesecurity.com/Nessus_3_SLA_and_Subscription_Agreement.pdf
# http://cgi.tenablesecurity.com/Subscription _Agreement.pdf

#

# @PROFESSIONALFEED@

#

# $Revision: 1.2 $

# $Date: 2008/10/07 15:48:17 $

#

# Synopsis: This file will be read by compliance_check.nbin
# to check compliance of a Windows host to

# typical financial institution audit policy

#

<check_type:"Windows" version:"2">
<group_policy:"User audit guideline">

<item>

name: "Enforce password history"
value: 24

</item>

<item>

name: "Maximum password age"
value: 90

</item>

<item>
name: "Minimum password age"
value: 1
</item>

<item>
name: "Minimum password length"
value: [12..14]
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</item>

<item>
name: "Account lockout duration”
value: [15..30]

</item>
<item>
name: "Account lockout threshold"
value: [3..5]
</item>
<item>
name: "Reset lockout accoun t counter after"
value: [15..30]
</item>
<item>
name: "Audit account logon events"
value: "Success, Failure"
</item>
<item>
name: "Audit logon events"
value: "Success, Failure"
</item>

</group_policy>
</check_type>
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